Cyber Peace

Foundation

Responsible Online
Behaviour
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BE REASONABLE

DO NOT BELIEVE
EVERYTHING
YOU SEE
ONLINE!



We Offer you netfllx get free Netflix
for free How many times a
| day you wash your
Stayl.ng _safe and ou wast
enjoying the :
Internet at home More than twice

More than 3 times
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Always check:

eSources
*Headlines/URLs
*L.ogos
*Photos/videos/screenshots
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Your Motorola Moto E could be at
risk.

Recommended: Install and run
Opera Browser to upgrade your
Motorola Moto E.

OK
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appsy.club C : |

Attention: Motorola Moto E User

Your Chrome Mobile might be out of
date.

If left unresolved, this may cause slow
performance, faster battery draining and total
system failure.

HOW TO UPDATE

Step 1: Click UPDATE to install Opera Browser
from Google Play

Step 2: Open the application to continue using your
Motorola

16 seconds

UPDATE
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,tciovost!

This website has been reported as
malicious

Close

Continue at your own risk.




What are the risks:
- Viruses

- Spyware

- Ransomware

- Keyloggers, etc.

Virus Alert!
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Sympathy vs. Empathy

Sympathy is feeling without really
understanding the meaning behind the
behavior, whereas empathy is:

» accepting and understanding what the
other is experiencing.

- thinking and feeling as if you are the
one going through the experiences -
‘o actually be in their shoes’.

» conveying ‘I understand how you feel’
in verbal and non-verbal ways.




Be Respectful

*Internet is not a value free world.
* Offline laws apply online too.

* Be sensitive to local and national
cultures. S AR

welcome”
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Before posting anything online, ask
yourself the following:

« Will this information hurt someone?

* Would [ say these things while communicating
face to face?

 Am [ revealing too much about myself or others?
* Who all can access this information?
* What kind of impression am [ leaving on others?



LAW AND
RESPONSIBILITY
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Impersonated and
Fake Profiles

* Is there a
difference
among the
two?

* What is
actionable?



Cyber Stalking

Constant
calling/texting/
reaching out

Repeated
harassment

Troubling
despite saying
no




OIlline Harassment Forceful

sexual
conversation

SHUN Y TRICK

TRICK

HlINSULT
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How?

» Educate yourself
k about your problems
Ke action




Reporting

Decide what might work best in your situation!




Local Police Station

e file a complaint at your
ocal police station

e Depending on the nature
of the offence, the police
may register a FIR

o [t FIR is registered, you
are entitled to a copy of
the document and you will
need to sign it after
verifying its contents



