
Stay Safe Online Campaign
ऑनलाइन सुरक्षा कवच

Ethics - Social Media Platforms



Key Activities of the Campaign 

Program Highlights 

Å Design and Development of Multilingual Awareness Content for Stay Safe Online campaign

Å Infographics, Cartoon stories for children, Concept based Games / Puzzles ,Concept Videos 

Å Branding for Stay Safe Online Campaign

Å Extensive use of Digital and Social Media platforms
Å User Engagement programs ςQuiz, Competitions and so on

Å Publicity, Promotion and outreach activities of Stay Safe Online Campaign
Å Awareness campaign through Print, Electronic and Social Media
Å Events in collaboration with various Ministries  and Industry partners

Objective  : To raise awareness among the various user groups on safe use of electronic gadgets and Internet 
communications

Target Group of user : Children/ Students, women, Sr.Citizen, Teacher/ Faculty General Public, specially abled and 
Government officials 





Ethics covers :

Åhow to live a good life

Åour rights and responsibilities

Åthe language of right and wrong

Åmoral decisions - what is good and bad?



Cyber Ethics:

Cyberethics is the study of

Åmoral,

Å legal

Åsocial issues

related to digital technologies



It covers such as

Å online privacy,

Å security,

Å cyber crime, 

Å intellectual property

Å digital citizenship



Use of Social Networking
Å Meeting  people online - across the world. 

Å Making friendship with the people who are far 
away. 

Å Profile building. 

Å Self representation. 

Å Exchanging / Sharing the information related to, 
studies or education, current affairs, sports, 
business, transport, movies, latest news updates, 
event announcements, exchanging the thoughts etc.

Å Share the data files, videos, music, photos.







Average weekly attacks per 
organization by industry in 

2021 compare to 2020

Cyber Threat Landscape







Social Media Ethics 

ÅCommunication - can happen fast

ÅReputation –Is at Stake 

ÅBusiness reputation is at stake 

ÅBlur  work/ Home boundaries  - What is acceptable   



Ethical Questions can be categorized according to 5 Primary criteria:

ÅWho is viewing the social media information ?

ÅHow is Social Media information accessed?

ÅFor what purpose is the social information used?

ÅWhat are the criteria one uses for making judgements about social 
media information?

ÅWhat is the nature of άrelationshipsά in Social Media 



Ethical Issues of Social Media –Self Disclosure

Social Media becoming more required for Socializing 

ÅSelf- Disclosure : the revelation of Personal Information 

ÅMotivations for usage 

ÅPersonal & Professional usage 

Non-adopters of Social Media display 

ÅSocial Isolation 

ÅFractured Education trajectories



Ethical Issues of Social Media –Self Disclosure

ÅNon- adopters of Social Media may feel 

pressured into joining

ÅBy joining, they disclose information 

they might not want to otherwise 

ÅThis information can be access  by the 

people outside of the intended audience  



Ethical Issues of Social Media –Content  Creation / Data Gathering 

ÅLaws slow to keep up with advancements of Technology 

ÅYouTube 

ÅFair use : Using copyrighted material for purposes such as Criticism / News 

reporting 

ÅCompanies looking to create Smarted App

ÅCollect data from smart phone such as location ,Searches and  

Å Information on our health through health band

ÅCompanies argue it is for “ the greater good”



Ethical Issues of Social Media –Data Gathering 









Be careful while accessing online content and app downloads

With access to a vast variety of content, as 

responsible digital citizens we should be aware of 

copyright policy and be careful to follow it 

downloading applications, music, software etc., from 

the internet.

ÅCopyright is a form of legal protection for the

intellectual property rights of authors of original

works.

ÅWhile using the internet, one should be aware

and consider the same.



What Personal Information You Share on Social Media





Traps of Social Networking

We are chatting 
since last two 
weeks…

May be we should 
meet now….    

Race: Popularity Index based on number of friends...
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Photographs can be taken, altered and distributed on other websites

Exploitation of personal information, identity theft

Cyber stalking, social phishing, cyber bullying

Blackmail

Illegal content

Age-inappropriate content

Exposure to sexual content

Risks 
through 

SNS 





Toll Free No. 1800 425 6235Toll Free No. 1800 425 6235





WhatsApp Security 

ÅWhatsApp is the favorite medium for hackers. 

ÅMalware scripts embedded in photos & videos received on WhatsApp can 
access your media gallery, contacts, etc. and transmit them to remote servers.

ÅThere is a simple way to protect oneself from such an attack. 



WhatsApp Security





Setting password



Two Step Verification on WhatsApp should also be enabled 







ÅClick on 3 dots shown on the 

right top corner in the group. 

ÅClick on the first option i.e. 

GROUP INFO

Media Download  



Å Three options shown below

the group name i.e. mute

notifications, custom

notification, Media visiblity

Å Click on the third option

MEDIAVISIBILITY

Å Clickon "No" option. Now the

media will not be saved in

your phone. but it will display

only in your groupchats..

Å Now that you know....act and

inform your other group

membersin other groups.

Å This feature is only available

in Group,not in individuals..



WhatsApp Fraud



10-03-2023www.infosecawareness.in



10-03-2023www.infosecawareness.in



ÅTinEyeis a reverse image search engine. 

ÅGive it an image and it will tell you where the image 
appears on the web. 

LINK: https://tineye.com/ 

TinEye





WhatsApp Security 

ÅWhatsApp is the favorite medium for hackers. 

ÅMalware scripts embedded in photos & videos received on WhatsApp can 
access your media gallery, contacts, etc. and transmit them to remote servers.

ÅThere is a simple way to protect oneself from such an attack. 



How to keep your Facebook account Secure?
Å Protect your password

Å Never share your login information

Å Turn ON two-factor authentication

Å Log out of Facebook when you use a computer you share with other people

ï If you forget, you canlog out remotely.

Å Set up extra security feature

Å Don't accept friend requests from people you don't know

Å Watch out for malicious software

Å Never click suspicious links, even if they appear to come from a friend or a company you know

Å Use FB extra security options

ï You canget alerts about unrecognized logins, set up two-factor authentication, or choose friends 
to be your trusted contacts.

https://www.facebook.com/help/211990645501187
https://www.facebook.com/help/162968940433354
https://www.facebook.com/help/148233965247823
https://www.facebook.com/help/119897751441086


Turn ON two-factor authentication



Log out of Facebook Remotely

Å On the top right of Facebook click drop down option and select Settings

Å ClickSecurity and Login in the left column 

Å Go to the sectionWhere You're Logged In. You may have to clickSee Moreto 

see all of the sessions where you're logged in

Å Find the session you want to end. Click three dots and then clickLog Out



Set up extra security feature
Å On the top right of Facebook click drop down option and select Settings

Å ClickSecurity and Login in the left column 

Å Tap on Get alerts about unrecognized logins and choose from the option and click on Save 

Changes



Facebook Privacy

u Limit your online friends.

u Change privacy settings to restrict who can see and

u ÐÏÓÔ ÏÎ ÙÏÕÒ ÐÒÏÆÉÌÅȢ $ÏÎȭÔ ÓÔÉÃË ×ÉÔÈ ÔÈÅ ÄÅÆÁÕÌÔÓȢ

How do we stop people from Posting  on our Timeline?



Here You Can Check Your  PrivacyControl



What to do if your account is hacked?

https:// www.facebook.com/hacked

https://www.facebook.com/hacked


To report a profile

Å Go to the profile you want to report.

Å Click      to the right and selectFind Support or Report Profile.

Å To give feedback, click the option that best describes how this 

profile goes against ourCommunity Standards, then clickNext.

Å Depending on your feedback, you may then be able to submit a 

report to Facebook. For some types of content, we don't ask you 

to submit a report, but we use your feedback to help our systems 

learn. ClickDone.

https://www.facebook.com/communitystandards


How To Protect Your Account  From Facebook
Cloning

ÅBe aware of any friend requests from people that you are already
friends with .

Å If you receive one, check your own friends list to see if you are still
friends with the person. If so, the friend request is likely to be from a
cloned account.

ÅAlert your friend to the scamassoon aspossible so that he or shecan
take stepsto dealwith the issue.





Tips to avoid risks by social networking 

Å Becareful about the information you put online

Å Remember donôt put personal information like your family details, addresses,personal

photographs,video,etc.

Å Most of the sitesand servicesprovide options for privacy settingsto prevent attackers to

view your information . You can make useof theseoptions to choose/denywhom you want

to allow to seeyour information .

Å Becareful if you want to meetsocialnetworking friends in person.

Å Donôt everclick suspiciouslink while loggedinto socialnetworking accounts.
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Tips to avoid risks by social networking

Å Install a good and latest version of Anti virus to keep your systemfree from malicious

applications like virus, worms and backdoor trojans.

Å Donôteverrun any javascripts while loggedinto your socialnetworking accounts.

Å Donôtever shareyour passwordwith anyoneand keepchangingyour passwordregularly.

Always use proper password (min 8 digit with a mix of alpha numeric & special

characters)

Å Donôtever login to any site other than the legitimate sites and always check the URL

beforeyou proceedfurther .

Å Use Virtual Keyboard, wherever possible to enter your password for better security as

thesecannotbecaptured by key-loggers.
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Don’ts 
ÅDONôT BE A VICTIM!

ÅDONôT tolerate being uncomfortable

Å Someone older, promising gifts and riches, is trying to take 

advantage

Å Only add people you KNOW offline

Å If must add strangers, keep your guard up

ÅDonôt give out personal info

ÅDonôt meet them in person!
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Don’ts

Å Donôt allow strangers, those you donôt know offline, to see your 

photographs

Å Donôt put your address, phone #, or personal ID # s on your SNS

Å Donôt put your school you go to, recent locations, where you are exactly or 

events you are attending

Å Know how to set your profile to private, and how to adjust all privacy 

settings

Å If in doubt, watch tutorials and search in Google for more information 
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Guidelines for Social networking:

Do’s:-

Å Always check the authenticity of the person before you accept a request as 

friend.

Å Check and use the privacy settings of the Social Networking sites.

Å Never post anything which may harm you and your family credibility.

Å Change your password of your account frequently.

Å Avoid posting photographs, videos and any other sensitive information to 

unknown persons in Social network sites.



Don'ts:-

Å Donôt give or post any personal information like your name, 

address of the school / home, phone numbers, age, sex, credit 

card details.

Å Donôt give out your password to anyone other than your parent 

or guardian.

Å Donôt post the plans and activities which you are going to do in 

networking sites.

Å Donôt respond to harassing or rude comments which are posted 

on your profile.



FakeContent

u Include footage of real or simulated violence,  criminal activity or accidents, 
may promote  extreme political or religious views .

u Fake digital content may be discovered online  in a variety of spaces including 
websites, social  media services or file sharing services.



Purpose of FakeContent

u Promote hate towards individuals or groups  on the basis of

u Race, 

u Religion, 

u Sexual  preference or other social/cultural factors, 

u Instruct or promote crime, violence or  unsafe behavior, 

u Gaining unauthorized  access to computers, attempting fraud or  
terrorism, for fun purpose, etc.



Follow #SSOIndia to Expand Your Cyber Security 
Portfolio

https://twitter.com/SSOIndia

https://www.facebook.com/SSOIndia2

https://www.instagram.com/ssoindia/

https://www.linkedin.com/in/sso -india-1421a4254/

https://www.youtube.com/channel/UC1XlL2kndUEK8l9aRHg1Stw

https://twitter.com/SSOIndia
https://www.facebook.com/SSOIndia2
https://www.instagram.com/ssoindia/
https://www.linkedin.com/in/sso-india-1421a4254/
https://www.youtube.com/channel/UC1XlL2kndUEK8l9aRHg1Stw


Websites : 
https://www.mygov.in/staysafeonline
https://www.staysafeonline.in/

https://www.mygov.in/staysafeonline


Thank 
you Let us cont​ribute towards making​ 

INDIA
as a Cyber Aware-Secured​ Nation


