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GO gle digital arrest

All  Images Videos News Shopping Books

11 The Hindu

Digital arrest scams: what to know and how to fight back

Combatting cybercrimes in India requires awareness, vigilance, and reporting to protect
individuals and national security effectively.

15 hours ago

& The Tribune

Digital arrest: Sec 8 woman loses Rs 57L

In yet another incident of “digital arrest”, a woman has been duped of Rs 57 lakh by
fraudsters posing as CBI and police officers.

7 hours ago

@ Times of India

Digital arrest conman held in Rajasthan

Kolkata: A 20-year-old man from Rajasthan, Mahesh Kumar, was apprehended from
Alwar on Tuesday by Bidhannagar cops for allegedly defrauding...

10 hours ago

TT Telegraph India

76-year-old woman victim of cyber gang’s ‘digital arrest’: Rs
11 lakh stolen

The gang members claimed that her Aadhaar card was used for fraudulent activities,
including sexual harassment, circulating fake gambling...

3 hours ago

B Patrika News

Teacher Receives 'Digital Arrest' Penalty: Case Closed After
Cyber Cell Investigation

A fraudulent “CBI officer” proposed a settlement, offering to resolve the case through a
digital arrest followed by bail. - Patrika News.

52 minutes ago

GO gle digital arrest

['ﬂ_ Live Law

'‘Apologize To Public If National Cybercrime Helpline Doesn't
Work'": Bombay HC Summons Officials In Case...

While hearing a petition filed by a septuagenarian woman, a victim of 'digital arrest’ who
lost Rs 32 lakhs, the Bombay High Court on...

12 hours ago

0 Deccan Herald

Indore professor loses Rs 33 lakh in 'digital arrest' scam, gets
back Rs 26.45 lakh

Indore: In the latest case of "digital arrest” fraud in Indore, a gang of cyber thugs

trapped a retired professor and duped him of Rs 33...
1 day ago

) Mint
‘Digital Arrest’ scam: Noida family loses %1.10 crore to cyber
criminals; here’s what happened

A Noida family lost over 1 crore in a cyber fraud scheme called 'digital arrest’, where
fraudsters impersonated government officials.

3 weeks ago

4% The420.in

Delhi’'s Biggest Digital Arrest Scam: Senior Citizen Duped of
Rs 19 Crore

This incident marks one of the largest digital fraud cases in Delhi, surpassing a previous

Rs 12 crore scam in the capital.

3 days ago

m The New Indian Express

Digital arrest scam: Two including manpower agency owner
arrested in Chennai

During investigation, the police discovered that Venkatesh ran a manpower agency with
an associate who later fled to Cambodia.
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SCAMS!

Sophisticated scam where

cybercriminals impersonate

law enforcement officials to

extort money from innocent
victims.

\/

Use intimidation tactics and
create a sense of urgency to
pressure victims into paying
large sums of money to
avoid fabricated legal
charges.
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University, VC Digital Arrest & RS.14 lakh

defrauded:- Berhampur Police arrested Two Cyber

Criminals from Gujarat.

15 April 2025

Berhampur :Berhampur University

Vice-Chancellor (VC)

Prof. Geetanjali Dash lost over

scam on dated 24" feb,2025..

Rs 14 lakh

after falling prey to digital arrest

According to reports, an unknown cyber fraudster had been contacting the Berhampur University Vice-Chancellor for the last four days

by identifying himself as an official of th% Enforcement Directorate (ED)

In course of conversation, the cyber fraudster informed her that she has some links with a case that is under trial at the Supreme Court

(SC) of Indian.

Thinking him to be a real ED official, the Berhampur University VC reportedly shared some information with him. However, the accused
used the information and demanded money from her assuring to sort out the problem.
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Chandigarh: Retired Colonel, wife lose
T3.4 cr to digital arrest scam

By Naina Mishra, Chandigarh
Apr 02,2025 09:38 AM IST [:] 0 @ @

The fraud took place on March 18, when Bajwa received a
call from an unknown number and the caller falsely accused

him of being involved in almoney laundering case.The

scammer claimed that Bajwa had allegedly sold his bank

account details to|Naresh Goyal, the jailed owner of Jet
Airways, for %5 lakh pnd had received an additional 220 lakh
as commission for laundering 22 crore.




Retired pathologist duped of Rs 46 lakh in digital arrest
scam by fraudsters posing as CBI officials

Nitasha Natu & Mateen Hafeez / Mumbai Mirror / Apr 13, 2025, 11:59 IST | /> suare | [ &) | [AA| [rorrowus & |

In a shocking incident, a retired pathologist and her sister were swindled out of Rs 46 lakh in a digital arrest
scam. Posing as CBI officers, fraudsters accused the senior citizen of money laundering via WhatsApp calls. They
coerced her into transferring funds to e{ fake 'CBI bank account’ under the guise of verification.

On Dec 30, she transferred Rs 15 lakh [to the scammers on being threatened that an|arrest warrant had
been issued in her name.

About six days later, she paid an equal amount. The scammers then began to make inquiries about her
family members. They found out that she had a sister who was also old.

They asked her to transfer money from her sister's bank account to the 'CBI' as well for verification.
Collectively, |the two senior citizens paid Rs 46 lakh, They asked for a refund but were directed to wait
till the "investigation" was complete.
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Mumbai woman loses Rs 20 crore in one of India's

longest 'digital arrest' scams

}'SO_E Tech Desk / TIMESOFINDIA.COM / Mar 17, 2025, 15:12 [ 2 SHARE] [@ ] [AA] [FOLLOW us @]

An 86-year-old woman from Mumbai was duped of Rs 20.25 crore in a 'digital arrest' scam
running from December 2024 to March 2025. Scammers posing as police officers coerced her into
transferring money, exploiting her fear of legal consequences. Mumbai Police are investigating.

In a shocking case of cyber fraud, an 86-
year-old woman from Mumbai was duped of
Rs 20.25 crore in one of India's longest-
running 'digital arrest' scams. The fraud,
which spanned over two months from
December 26, 2024, to March 3, 2025,
involved scammers posing as police officials

and exploiting the victim's fear of legal

https://timesofindia.indiatimes.com/technology/tech-news/mumbai-woman-loses-rs-20-crore-in-one-of-indias-longest-digital-arrest-
scams/articleshow/119112145.cms




STEPS TAKEN TO ADDRESS THE ISSUE OF DIGITAL ARREST SCAMS

Posted On: 12 MAR 2025 4:19PM by PIB Delhi

‘Police’ and ‘Public Order’ are State subjects as per the Seventh Schedule of the Constitution of India. The States/UTs are primarily responsible for the prevention,
detection, investigation and prosecution of crimes including cyber crime and digital arrest scams through their Law Enforcement Agencies (LEAs). The Central

Government supplements the initiatives of the States/UTs through advisories and financial assistance under various schemes for capacity building of their LEAs.

The National Crime Records Bureau (NCRB) compiles and publishes the statistical data on crimes in its publication “Crime in India”. The latest published report is

for the year 2022. Specific data regarding digital arrest scams is not maintained separately by NCRB.

To strengthen the mechanism to deal with cyber crimes including digital arrest scams in a comprehensive and coordinated manner, the Central Government has taken steps

which, inter-alia, include the following:

i. The Ministry of Home Affairs has set up the ‘Indian Cyber Crime Coordination Centre’ (I4C) as an attached office to deal with all types of cyber crimes in the
country, in a coordinated and comprehensive manner.

i. The Central Government has launched a comprehensive awareness programme on digital arrest scams which, inter-alia, include; newspaper advertisement,
announcement in Delhi Metros, use of social media influencers to create special posts, campaign through Prasar Bharti and electronic media, special programme on
Aakashvani and participated in Raahgiri Function at Connaught Place, New Delhi on 27.11.2024.

iii. The Hon'ble Prime Minister spoke about digital arrests during the episode "Mann Ki Baat" on 27.10.2024 and apprised the citizens of India.

iv. I4C in collaboration with the Department of Telecommunications (DoT) has launched a caller tune campaign for raising awareness about cybercrime and promoting
the Cyber Crime Helpline Number 1930 & ‘National Cyber Crime Reporting Portal” (NCRP). The caller tune is also being broadcasts in regional languages,
delivered 7-8 times a day by Telecom Service Providers (TSPs).

https://pib.gov.in/PressReleasePage.aspx?PRID=2110809
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https://pib.gov.in/PressReleasePage.aspx?PRID=2110809

STEPS TAKEN TO ADDRESS THE ISSUE OF DIGITAL ARREST SCAMS I

v. I4C proactively identify and blocked more than 3,962 Skype IDs and 83,668 Whatsapp accounts used for Digital Arrest.
vi. The Central Government has published a Press Release on Alert against incidents of ‘Blackmail’ and ‘Digital Arrest’ by Cyber Criminals Impersonating State/UT
Police, NCB, CBI, RBI and other Law Enforcement Agencies.
vii. The Central Government and Telecom Service Providers (TSPs) have devised a system to identify and block incoming international spoofed calls displaying Indian

mobile numbers appear to be originating within India. Directions have been issued to the TSPs for blocking of such incoming international spoofed calls.
viii. Till 28.02.2025, more than 7.81 lakhs SIM cards and 2,08,469 IMEIs as reported by Police authorities have been blocked by Government of India.
ix. The ‘National Cyber Crime Reporting Portal’ (https://cybercrime.gov.in)

has been launched, as a part of the I4C, to enable public to report

incidents pertaining to all types of cyber crimes, with special focus on cyber crimes against women and children. Cyber crime incidents reported on this portal, their
conversion into FIRs and subsequent action thereon are handled by the State/UT Law Enforcement Agencies concerned as per the provisions of the law.

x. The ‘Citizen Financial Cyber Fraud Reporting and Management System’, under I4C, has been launched in year 2021 for immediate reporting of financial frauds and
to stop siphoning off funds by the fraudsters. So far, financial amount of more than Rs. 4,386 Crore has been saved in more than 13.36 lakh complaints. A toll-free

Helpline number ‘1930’ has been operationalized to get assistance in lodging online cyber complaints.

xi. To spread awareness on cyber crime, the Central Government has taken steps which, inter-alia, include; dissemination of messages through SMS, I4C social media
account i.e. X (formerly Twitter) (@CyberDost), Facebook(CyberDostI4C), Instagram (cyberDostI4C), Telegram(cyberdosti4c), Radio campaign, engaged MyGov
for publicity in multiple mediums, organizing Cyber Safety and Security Awareness weeks in association with States/UTs, publishing of Handbook for

Adolescents/Students, digital displays on railway stations and airports across, etc.

This was stated by the Minister of State in the Ministry of Home Affairs Shri Bandi Sanjay Kumar in a written reply to a question in the Rajya Sabha.

https://timesofindia.indiatimes.com/technology/tech-news/mumbai-woman-loses-rs-20-crore-in-one-of-indias-longest-digital-arrest-
scams/articleshow/119112145.cms I&(f




SCAMMERS




TACTICS USED BY SCAMMERS

Impersonating
Authority like

MDMA and Drug the CBI, ED

Parcel etc _
Disappearance Contact via

after payment Whaggﬂop or
Framing Victims

for Watching lllicit

Arrest of a Family
Member in a

Criminal Case Content Promises of Fake digital
refunds or arrest warrants
escrow

Sextortion and
Blackmail Income

Court Summons
and Arrest
Warrant

Tax Raid and
Legal Notice

Fake police

Organised Gang station setup
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MODUS OPERANDI OF DIGITAL ARREST

Payment:
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Urgency: e methods
Contact: Immediate (wire, gift
Phone, payment cards,
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@ The Times of India

Vesu homemaker loses %38 lakh to task fraud

... online task fraud. The woman was ... Roy identified herself as HR executive of
Bengaluru-based firm and offered Shukla online flight booking work from home.

The Times of India

Man cheated of Rs|32 lakh in online fraud|in Navi Mumbai

They lured him with the promise of handsome rewards in exchange for performing
\\seemingly simple online "tasks," as detailed by an official from the Navi Mumbai...

.

ﬂ Free Press Journal

FPJ Cyber Secure: Man Falls Prey To|Prepaid Task Fraud,
|Loses %34 Lakh

Mumbai: A 45-year-old man who works in a pharma company lost Rs34 lakh in a span

The Times of India

Navi Mumbai| housewife loses Rs 23 lakh to 'task' fraud

... task" fraud. The woman said she first received an offer through the Telegram app

saying she would be paid well if she completed a few simple online tasks.

. of over nine days in prepaid online task fraud. According to the police, On...
L

@ Times of India 3 Amar Ujala

SOG busts online fraud syndicate Fraud : $clgd cR & STl H HYDR 1R1&P 1 141 168 69|
The Special Operations Group (SOG) of Surat city police has uncovered an online fraud w ﬁ-q-le- I(‘RSNN E9|"|G”"| -q' qci-l- glc.l,{_l

syndicate that masqueraded as a fictitious textile company to deceive...
3% U AU 5ol A e & (AU &gl T Teacher lost Rs 69...

\? Oct 2024

A

@ Hindustan Times
m Times of India

Insurance company executive duped of 10 lakh in online task

fraud D Hindustan Tim 3 from Surat cheat clothing e-commerce site of Rs 5.5 crore
rau A Surat-based gang devised a scheme to exploit vulnerabilities in the payment and

A life insurance deputy manager in Mumbai was cheated of ¥10.25 lakh in an online logistics processes of Bengaluru-based online marketplace Meesho, defrauding...

scam. The fraudsters posed as HR executives and promised him a part-time job. | 4 Dec 2024

\.

References: Times of India, Hindustan Times, Free Press Journal, Amar Ujala, India Today




DEEPFAKE

Scammers are using
teepfake tech to
mimic influencers
and lure you into
fake stock market
schemes
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rajesh sawant @ @rksawant Ad DS Dashingsoul @ @dashingsoulsh Ad
MINDBLOWING! Need to see ASAP! . Every citizen must know the truth!
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