


To create an effective framework 
and ecosystem for the prevention, 
detection, investigation, and 
prosecution of Cybercrime in the 
country.

MISSION

To create a safe cyberspace for the 
citizens of India

VISION

VALUES

Integrity Innovation Teamwork
Adaptability  Initiative     Agility

Continuous Learning

Overview of I4C

https://i4c.mha.gov.in/



SHIFTED FROM VISHING TO MOBILE APP





TRADING OR 

INVESTMENTS USING 

DEEPFAKE AI

DIGITAL ARREST -

AADHAR, DRUGS, 

WATCHING P#RN 

ONLINE TASK JOB 

FRAUD/WORK FROM 

HOME

ONLINE 

GAMING/GAMBLING/ 

COLOUR PREDICTION 

BLUE TICK OR 

VERIFICATION LINK

SEASONAL 

NARRATIVES

E-COMMERCE, FIRST 

COPY, COMMENTS 

OFF

ACCOUNT HACKED 

OR FAKE ACCOUNT





Image source: https://www.youtube.com/@Khushikahaniya



Sophisticated scam where 
cybercriminals impersonate 
law enforcement officials to 
extort money from innocent 

victims.

Use intimidation tactics and 
create a sense of urgency to 
pressure victims into paying 

large sums of money to 
avoid fabricated legal 

charges.









https://timesofindia.indiatimes.com/technology/tech-news/mumbai-woman-loses-rs-20-crore-in-one-of-indias-longest-digital-arrest-

scams/articleshow/119112145.cms



https://pib.gov.in/PressReleasePage.aspx?PRID=2110809

https://pib.gov.in/PressReleasePage.aspx?PRID=2110809


https://timesofindia.indiatimes.com/technology/tech-news/mumbai-woman-loses-rs-20-crore-in-one-of-indias-longest-digital-arrest-

scams/articleshow/119112145.cms





Impersonating 
Authority like
the CBI, ED 

Contact via 
WhatsApp or 

Call

Fake digital 
arrest warrants

Fake police 
station setup

Organised Gang

Promises of 
refunds or 

escrow

Disappearance 
after payment

MDMA and Drug 
Parcel etc

S#X Racket

Arrest of a Family 
Member in a 

Criminal Case

Framing Victims 
for Watching Illicit 

Content

Court Summons 
and Arrest 
Warrant

Sextortion and 
Blackmail Income 

Tax Raid and 
Legal Notice



Contact:
Phone, 

text, email. 

Accusatio
n: Serious 

crime, 
threats of 

arrest. 

Urgency:
Immediate 
payment 

demanded. 

Isolation:
Cut off 

from help. 

Payment:
Untraceabl
e methods 
(wire, gift 

cards, 
crypto). 

Extortion:
Continued 

threats, 
more 

demands. 





Cyber Slavery

Investment Scam AI Generated Threat / DeepFakes

Part Time Job



References: Times of India, Hindustan Times, Free Press Journal, Amar Ujala, India Today








