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Why Passwords Matter More Than Ever

•   We have over 300+ online 
accounts on average

•  Cybercrime damages expected 
to hit $10.5 trillion/year by 2025

•  81% of hacking-related breaches 
exploit weak or stolen passwords
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As of 2025, over 5 billion people (about 
64% of the global population) actively use 
social media, spending an average of 2–3 

hours daily, mainly to connect with 
friends, follow influencers, and engage 

with brands, while platforms like 
Facebook, YouTube, Instagram dominate 

usage and advertising.



The Password Problem

We’ve all done it:

•     Used birthdays, pet names, or “qwerty” as passwords.
•     Clicked “Remember Me” on public computers.
•     Reused the same password everywhere.



Why We Need to Move Beyond Passwords

•     3.4 billion password reuse attacks occur every day

•     Average employee manages 25-30 passwords

•     81% of hacking-related breaches involve weak or stolen passwords

•     Employees spend 10+ hours per year resetting forgotten passwords

•     Traditional passwords are vulnerable to:

•         Phishing attacks

•         Credential stuffing

•         Keyloggers

•         Social engineering



MOST COMMON USED PASSWORDS



Real-Life Story – The Phishing Trap
Scenario:
• You get an email that looks 

legit. It says your Netflix 
account is suspended. You 
click the link, enter your 
password.

• BOOM. Your email, social 
media, and bank accounts are 
all compromised.



PHISHING



EXAMPLES OF PHISHING  WEBSITES

• www.gmai1.com
• www.icici6ank.com
• www.bank0findia.com
• www.yah00.com

http://www.gmai1.com/
http://www.icici6ank.com/
http://www.bank0findia.com/
http://www.yah00.com/


How To Identify Fake Phishing Website?
• Verify the URL of the webpage.

• Check the Padlock symbol.

• Establish the authenticity of the website by verifying its digital 

certificate.

• To do so,

Double click on the Padlock symbol at the upper right or bottom 

corner of your browser window.
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MXTOOLBOX



KEYLOGGER

A hardware device or small program 
that monitors each keystroke a user 
types on a specific computer's 
keyboard. 

• Software
• Hardware



Types of Password Attacks

Shoulder Surfing

DICTIONARY 
ATTACK



Types of Password Attacks

BRUTE FORCE 
ATTACK



What Are Biometrics and MFA?

• Password only = telling everyone your address and 
hoping they're trustworthy

• With Biometrics = only you can get in because you have 
your unique fingerprint or face

• With MFA = you need both your key AND a code sent to 
your phone



Biometrics

• Fingerprint scanning (like unlocking your phone)
• Facial recognition (iPhone Face ID, Windows Hello)
• Voice recognition (some banks use this)
• Iris scanning (high-security buildings)



MFA - Multi-Factor Authentication

• Something you know: Your password
• Something you have: Your phone, security key, or token
• Something you are: Your fingerprint, face, or voice



Real-Life Protection Examples

Personal Protection:
• Banking: When you log into your bank app, you might enter 

password + get a code via text or approve via fingerprint
• Email: Gmail or Outlook asking for password + phone approval 

before letting you in
• Shopping: Amazon requiring fingerprint confirmation for 

purchases over a certain amount



Real-Life Protection Examples
Work Protection:
• Company systems: Logging into work computer with 

fingerprint + work badge
• File access: Opening sensitive documents requires face 

recognition + phone approval
• Remote work: Connecting to company network needs 

password + security key



How to Set Up Biometric Protection

• On Your Phone:
• Go to Settings > Face ID/Fingerprint
• Follow the setup instructions
• Test it works by locking and unlocking your screen
• Enable for apps like banking, email, and password managers



How to Set Up Biometric Protection

On Your Computer:
• Windows: Settings > Accounts > Sign-in options > Add 

fingerprint/facial recognition
• Mac: System Preferences > Touch ID/Face ID > Add your 

biometric data
• Set up for login and password prompts



Setting Up MFA Step-by-Step

For Email Accounts:
• Go to your email settings/security section
• Look for "Two-factor authentication" or "2FA"
• Choose your second factor: 
– Text messages to your phone
– Authenticator app (Google Authenticator, Authy)
– Phone calls

• Test it works by logging out and back in



Setting Up MFA Step-by-Step
For Banking Apps:
• Open app settings
• Find "Security" or "Login & Security"
• Enable two-step verification
• Choose preferred method (usually text or app-based)



Setting Up MFA Step-by-Step

For Social Media:
• Settings > Security/Privacy
• Enable two-factor authentication
• Select notification method
• Save backup codes in case you lose your phone



Common Mistakes to Avoid
• ❌ Using the same backup phone number for everything ✅ 

Use different recovery methods for different accounts
• ❌ Ignoring MFA for "unimportant" accounts ✅ Hackers 

often use small accounts as stepping stones to bigger ones
• ❌ Not updating recovery information ✅ Keep phone 

numbers and backup emails current
• ❌ Sharing passwords even with family members ✅ Each 

person should have their own secure login



SWITCH TO PASSPHRASE

MY PASSPHRASE
Never judge a book by its cover

MY PASSWORD
nj@66!C

Never judge @ 6ook 6y !ts cover

27
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Because “123456” Is Not a 
Strategy



CYBER CRIME HELPLINE

URL: https://cybercrime.gov.in
Helpline No: 1930



CONCLUSION
The only system which is truly secure is 

one which is switched off and 
unplugged. 

So , only way to be safe is Pay attention 
and Act smart.



• The Mantra of  Online Safety 

• ‘Pause & Think before you Connect’

• ‘Secure Yourself  and Secure the Nation’



THANK YOU!
STAY SAFE STAY SECURE

Do Your Part
#Becybersmart


