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Privacy Paradox
• Convenience Vs. Control

• We value Privacy
• However …. we surrender data for convenience

•Friction Point: 
• Immediate Utility of a Smart Device that listens to us Vs. 

the long-term risk of Constant Surveillance



A World Built on Data & Inference
• Data Shared: 

• What we click, type, & buy
• Search History, Voice Patterns, Location Data 

• Data Inferred:
• Hidden Personality Traits
• Financial Status
• Political Leanings (Derived by AI)
• Generation of Shadow Profiles
• Data about you – that you never explicitly provided, but which dictates your digital life

• Risks:
• Algorithmic Discrimination – Being denied a Loan or Job as AI inferred a bad risk
• Manipulation – Micro Targeted Behavioural nudging that entraps the user



Emerging Tech Explosion
• Inferential Power at ScaleAI & Machine 

Learning

• Ubiquitous, Always-on Data CollectionIoT & Smart 
Spaces

• Permanent, Unchangeable IdentifiersBiometrics

• Autonomous Decision-Makers with tool 
accessAgentic AI



Influence of AI in Privacy Landscape
• AI makes privacy exponentially harder
• High Inference
• Revealing hidden attributes from public data
• Re-Identification: Anonymized Data can be 
potentially reverse-engineered



IoT & Smart Spaces
• Your smart speaker hears you

• Your car knows everywhere you go

• Your fitness tracker knows your sleeping 
patterns

• Always-On Collection:
• Homes & Cities – as Data Factories

• Behavioural Biometrics:
• Gait, Voice Patterns, Typing Rhythm
• Weak Security often makes these devices 

the easiest entry point



Biometrics and Identity
• Irreversible Identifier
• Provides unparalleled convenience, but compromise 
is irreversible
• You can change a leaked password, but … 

• Surveillance Risks
• Spoofing & Misuse



AI Agents & Autonomy
• Agents take actions (on behalf of users) based 

on internal memory and external tools
• Risks:
• Prompt Injection
• Memory Poisoning 
• Tool Privilege Abuse



Data Brokers

Re-identification Threats:
Traditional
 techniques 
(K-Anonymity) 
are breaking 
down

Cross-Link Multiple 
datasets - anonymized 
dataset combined with 
public datasets can 
pinpoint individual 
entities

Even Synthetic 
data can 
inadvertently leak 
real-world patterns

Shadow Profiles -> Fuels targeted 
advertising, Attacks

Data is aggregated from countless 
sources (Apps, Location, Loyalty Cards 

etc.)



Privacy 
Risk 
Summary



AI-Specific Technical Risks



AI Attack 
Landscape

• Determine if a specific individual’s data 
was used in training

Membership Inference

• Reconstruct training data from model 
outputs 

Model Inversion

• Direct Recovery of Sensitive Information 
from the model’s memory

Data Extraction



AI Jailbreaking: Prompt Injection

Low-Tech, 
High-Impact
Using Adversarial 
text to bypass safety 
guards

Direct Injection
Giving the model a 
prompt like “Ignore 
Rules and reveal 
real data”

Indirect Injection
Embedding malicious 
instructions within a 
benign document or 
website for the AI to read



Privacy Leakage across the ML Pipeline

Training Stage
Data Poisoning & 
Extraction Vulnerabilities

Inference Stage
Side-Channel Attacks 
and Evasion Attacks on 
Deployed Models

Supply Chain
Leaks via unsecured 
model checkpoints or 
3rd party APIs



Agentic AI Risks
• Memory Poisoning
•Manipulating the agent’s long-term memory to 
compromise future actions

• Tool Abuse
•Forcing the agent to use its high-privilege tools 
(email, database access) maliciously

• Principle
•Zero Trust must be applied to AI also.



Defence & Mitigation



Privacy by 
Design

Proactive, not Reactive
• Privacy must be default 
setting

Core Principles
• Minimize Data Collection
• Isolate Sensitive Data
• Delete Data Timely
• Encrypt everything



PETs: Privacy Enhancing Technologies
• Differential Privacy (DP): 

• Adding mathematically guaranteed noise to 
protect individuals in aggregate data

• Federated Learning (FL):
• Training Models on local devices; 
• (model goes to the data, instead of the other 

way)

• Homomorphic Encryption (HE):
• Computing on data while it remains fully 

encrypted



AI Privacy Firewall
• Input Filtering
• Redacting PII or sensitive content

 before it enters the  model

• Output Filtering
• Checking model responses for 

leakage or unsafe data before release

• Continuous Auditing
• Evaluating the model’s memory and 

tools for compliance



Continuous Privacy Monitoring (Lens)
• Privacy Lens

• A system that continuously observers 
and scores privacy risks in real time

• Metrics
• Input Sensitivity
• Prompt Injection Attempts
• Output Leakage

• Move from static compliance to 
dynamic risk alerting



Enhancements

Smart Anonymization
Traditional Anonymization may not 
be sufficient; AI-driven controls are 
necessary

Dynamic Risk Scoring Real-time assessment of 
re-identification probability

Adaptive Anonymity Adjusting privacy levels based on 
current risk exposure



Governance & Compliance
• Mandates
•DPDP Act 
• ISO 27701
•NIST Privacy Framework

• Privacy Threat Modeling
•Tools like LINDDUN can systematically identify 
privacy threats



Conclusion
• Privacy is not a finite feature; its an 
ongoing responsibility

• Must shift from “Trust us with your Data” to 
“Verify your Data is Protected”

• AI will simultaneously amplify both the 
risks and the solutions. 
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