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@ ® ® In.dri]a bqas?: QVSE 800 musen intemr,-t ;’53"5' While specific data on internet usage among children and
... m’; Fzz;g;;;ia?;Sptg:;g;ag%evsg;;;pogms young adults in India is limited, global trends provide some

insight. Globally, 19% of internet users are aged 18 to 24.
Applying this percentage to India's internet user base
suggests that approximately 153 million users are within
this age group.

As of early 2025, India has approximately 806 million internet users,
representing 55.3% of the population. Projections indicate that this number is

expected to surpass 900 million by the end of the year, with rural areas
accounting for 55% of users.

This growth is largely driven by the increasing availability of digital content in
regional languages.




Introduction

(N N N | Children under 18 constitute about 14%

of India's overall internet user population.
This equates to approximately 113 million

users under 18 years old.

Therefore, combining these estimates, around 266 millions of India's E i 15
internet users are children and young adults aged 24 and below.
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SOCIAL MEDIA APPS: ACTIVE USER INDEX

INDEX OF THE NUMBER OF SMARTPHONE HANDSETS USING EACH PLATFORM'S MOBILE APP IN NOVEMBER 2024
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Emerging Concepts Emerging Technologies

Abuses on
Social Media

Anti-Competitive

é-g_: Cyber Security =
Conduct

< on Threats

— Monopolization

Manipulation of _
~ searchresults ] g

Bundling of apps, _ Misinformation &
abuse of Data Disinformation

Threat to Public
trust and Social
harmony



ONLINE THREATS TO CHILDREN & YOUNG PEOPLE

CHILD SEX CYBER BULLYING ACCESSTO CHILD SEXUAL ABUSE
PREDATORS SEXTORTION INAPPROPRIATE CONTENT MATERIAL

- e S s
o LIVE STREAMING AND ON COMMERCIAL SEXUAL CHILD SELF-GENERATED ONLINE GAMING

DEMAND SERVICES EXPLOITATION AND SEXUAL CONTENT ELECTRONIC ADDICTIONS
SEXTORTION TRAFFICKING



Online Harassment

Lewd Forceful
comments o o Trolling sexual
or £ N conversation
remarks \ -

Sending | .
objectionable Sendl'."?(
W spam links
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Cyberbullying & Online Harassment :

Cyberbullying and online Itinvolves the use of digital As responsible digital citizens, it If you encounter cyberbullying

harassment are serious ethical communication tools to is our duty to prevent and oronline harassment, report it

issues that can have severe intimidate, threaten, or address these problems. to the appropriate authorities
consequences. humiliate others. and support the victims.
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Data Privacy and Protection

a X L A

Protecting personal dataisa Qurp fi suchas Companies and org; also Ensure you understand privacy
fundamental aspect of cyber names, addresses, and financial have a responsibility to handle our policies, limit the information you
safety. details, can be misused if it falls data securely. share onling, and be cautious
into the wrong hands, about the apps and websites you
use,




Phishing, Smishing & Vishing




Al-GENERATED DEEPFAKES

Cheapfakes or Shallowfakes are conventionally created altered
media

&

Deepfakes use Al to synthetically create hyper-realistic videos,
images, or audio by manipulating content.

Misuse includes impersonating people, spreading
misinformation, or conducting fraud.

Scams include (e.g., deepfake videos of CEOs asking for financial
transfers) or reputation attacks (e.g., compromising videos).



The New Threats On Social Media

® Deepfakes
@ Voice Cloning

s Website Spoofing



Policies
Governing
CyberSpace

Telecommunication Bill, 2022

Digital Personal Data Protection Bill, 2022

Intermediary Guidelines, 2021, 2022, 2023

« Social Media Rules

« Online Gaming Rules
« Digital Media Ethics
« Fact-checking Body

Draft Cybersecurity Strategy




Legislative Responses

Digital Personal Data Protection Act, 2023 Information Technology Rules, 2021 Broadcasting Services (Regulation) BIll,
Enacted to safeguard personal data, this act These rules outline the responsibilities of 2023
emphasizes user consent and mandates intermediaries and digital media, aiming to A proposed law aiming to overhaul the
stringent data handling practices. curb the spread of harmful content online. regulatory framework for broadcasting

services in India, encompassing a wider range
of platforms and technologies.



(%) Cyberpe SEHIE

To ensure cyber safety, it is essential to adopt preventive measures.
Here are some key steps to safeguard yourself and others in the online
world

Strong Passwords: Use complex and unique passwords for all your
online accounts to prevent unauthorized access.

Update Software: Regularly update your devices, applications, and

cybe r Safety antivirus software to patch vulnerabilities.
Measures

Secure Wi-Fi: Protect your home Wi-Fi network with a strong password
and encryption to prevent unauthorized access.

Think Before You Click: Be cautious while clicking on links,
downloading files, or opening attachments, as they may contain
malware or phishing attempts.

Privacy Settings: Review and adjust privacy settings on social media
platforms and other online services to control the information you
share.
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~ Multi Factor Authentication: Use multi factor authentication
{-Lf.?ﬂ' setting in all your devices and applications, this will be o

immensely helpful in safeguarding your accounts and data.
' Active reporting: Netizens should practice active reporting of
: illicit/fraud/impersonating content, accounts, and pages.
S a fe t Avoid strangers: Interact with your friends or people you
know in real life, avoid interacting with strangers on social

media and gaming platforms.

M e a s u re s Authentic Apps: Always download authentic apps from

trusted app stores, avoid using APK version of apps for
convenience.

T Antivirus: Use antivirus and anti trojan softwares for all your
: devices and maintain a close look.




How to Secure your
MOBILE PHONES AND TABLETS
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Security Lock

Use a number code,
pattern lock, fingerprint or
Face 1D to lock a device
when not in use,

{=}

Encryption

Encrypt the entire device
or just the sensitive data
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Remote Wipe

In case the phone stolen
or lost, Remote wipe the
device

Backup Data

Regularly backup your
data

&

Applications

Do not install anything from an

unknown source and research in depth

before installing any applications

Messages

Beware of Social Engineering scams, Fake
offers, phishing and smashing in particular,
Such messages gain access to your personal
and financial informations

No Rooting
Avoid Jailbreaking or rooting your

dovice. It often opons your device
to backdoors and malware

N\
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Update System

Keep your system and applications up to
date. An update provides patches for the
vulnerabilities. Enable Automatic update

Feature

&

Mobile Internet Security

Firgwall and Antivirus is a
must for your digital
device to be prepared for
any potential cyber attack

-

NFC

Switch off Wifi, Bluetooth and NFC

Turn off when not in use, Use VPN
when connecting to a Public WIFI
notwork




“INFUSING CYBERPEACE IN CYBERSPACE"

THANK YOU

www.cyberpeace.org secretariat@cyberpeace.net

. New Delhi, India _-'= San Francisco, USA ___‘.,,—_ Nairobi,
Kenya
e/cyberpeacefoundation O/cyberpeacengo O/cyberpeacefoundation



