
Understanding Financial Cyber Crime 
& How to Report 



To create an effective framework 
and ecosystem for the prevention, 
detection, investigation, and 
prosecution of Cybercrime in the 
country.

MISSION

To create a safe cyberspace for the 
citizens of India

VISION

VALUES
Integrity    Innovation    Teamwork 
Adaptability     Initiative     Agility 

Continuous Learning

Overview of I4C

I4C was set up with the approval of Hon’ble Home Minister with the main objective to set up a National 
Cybercrime Coordination Centre as an effective apparatus to handle all issues related to cybercrime in the 
country.
https://i4c.mha.gov.in



Introduction:

•  Rise in digital transactions

Digital payments are increasing rapidly as more people use smartphones and online banking for 
convenience and speed. Government initiatives, UPI, and secure apps have made online transactions 
easier and widely accepted.

• Growing financial cyber frauds

Financial cyber frauds are increasing as criminals use fake links, phishing calls, and scam apps to steal 
money.
Lack of awareness and sharing OTPs, PINs, or personal details make people easy targets.

•  Importance of awareness & reporting

Awareness helps people recognize scams and protect their money before fraud happens.
Timely reporting to authorities increases the chances of recovering funds and stopping criminals.



Understanding Financial Cyber Crime  

• Financial cyber crime refers to illegal activities carried out using computers, mobile 
devices or the internet to steal money, financial data, or personal information. 

• These criminal target individuals, businesses, banks, and government systems 
through methods like phishing emails, fake investment schemes, online frauds, 
identity theft, UPI scams, credit card misuse, and hacking of accounts.



Understanding Financial Cyber Crime  

• In today’s digital era where we increasingly use online banking, UPI, digital 
wallets, and e-commerce.

• cyber criminals are becoming smarter and more organized. 

• Understanding financial cyber crime helps us stay safe

• detect suspicious activity early

• protect our hard-earned money.

• Knowledge, awareness and timely reporting are the keys to preventing losses.



What is Financial Cyber Crime?

• Online monetary theft

stealing money through digital methods like phishing, fake links, or hacking bank accounts.

• Unauthorized digital transactions

Unauthorized digital transactions occur when money is transferred from your account without 
your consent or knowledge.

• Digital fraud platforms

Digital fraud platforms are online channels like fake websites, apps, and social media pages 
used to trick people and steal money.



Why Financial Cyber Crime Happens:

• High digital adoption

High digital adoption means more people and businesses are using online banking, digital 
payments, and financial apps for everyday transactions. This rapid shift to digital platforms 
increases convenience but also opens more opportunities for cyber criminals to target users.

• Fear: Scammers create panic to force quick decisions without thinking.

• Greed: Fraudsters attract victims with promises of easy money or high returns.

• Shame: Victims often hide the incident due to embarrassment, allowing fraudsters to 
continue.

• Weak passwords & data leaks

Weak passwords and data leaks allow hackers to easily access accounts and misuse personal 
financial information.



Trending Financial Cyber Crime:

• Phishing/Smishing/Vishing

• Investment scams

• Fake Loan app scams

• Digital Arrest

• Online task job fraud/ work from home

• Sextortion 

• Online gambling 

• Fake gaming apps 

• SIM swap fraud

• Crypto scams



Few Examples 

Social Engineering:

• - Emotional manipulation

• - Fake bank/authority calls

• - Urgency & panic tactics



Investment & Loan App Scams:

• - Unrealistic returns

• - Fake crypto schemes

• - Loan app harassment



SIM Swap & Mobile Fraud:

• - Duplicate SIM issuance

• - OTP interception



Emerging Frauds:

• - AI voice spoof

• - Deepfake calls

• - Fake customer care numbers



Where to Report:

• - cybercrime.gov.in

• - 1930 Helpline

• - Police/cyber cell

• - Bank customer care



CITIZEN INTERFACE 
https://cybercrime.gov.in/

National Cybercrime Reporting Portal

National Cyber Crime Reporting Portal 
(NCRP) 



Salient features

• All types of cyber crime incidents can be reported from anywhere 
• Special focus on online child sex abuse/rape-gang rape incidents
• National/State/District-Level monitoring dashboards
• Tagging of several suspect credentials and facility for joint collaboration among 

LEAs
• Online status tracking facility for the complainant
• Facility to register/participate as cyber volunteers
• Daily Digest
• Cyber Awareness
• Advisory 



CITIZEN INTERFACE 
https://cybercrime.gov.in/

National Cybercrime Reporting Portal

National Cyber Crime Reporting Portal 
(NCRP) 



https://cybercrime.gov.in/ 

Report Suspect Data on NCRP Portal

https://cybercrime.gov.in/


https://cybercrime.gov.in/ 

Search Suspect on NCRP Portal

https://cybercrime.gov.in/


https://cybercrime.gov.in/ 

Search Suspect on NCRP Portal

https://cybercrime.gov.in/


https://cybercrime.gov.in/ 

Advisories on NCRP Portal

https://cybercrime.gov.in/


https://cybercrime.gov.in/ 

Daily Digest

https://cybercrime.gov.in/


The Ministry of Home Affairs has launched 
a toll-free Helpline number ‘1930’

In today's digital age, the necessity of a 
dedicated platform to report and combat 
cybercrimes is more crucial than ever. The 
helpline plays a vital role within the 
National Cybercrime Reporting Portal, 
which aims to establish a safe cyberspace 
for all citizens.

Report 1930 



Reporting Steps:

•Call 1930

•Victim details

•Transaction ID & screenshots

•Bank details

• Fraud account details

• File portal complaint

•Upload proof

•Track progress



Cyber Hygiene



Cyber Hygiene:

• Strong passwords & 2FA

•App/device updates

•Avoid public Wi-Fi

• Install apps from trusted stores



Do’s & Don’ts:

•Do: verify links, secure banking

•Don’t: share OTP/PIN/CVV, click random links



Conclusion:

• - Awareness + fast reporting

• - Stay alert, stay secure



Thanks

Stay Cyber Safe


