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Internet Of Things

A network of interconnected devices that communicate and
share data to perform tasks.

% Internet =
a=y

of Things o(’o | By\?_OZS there will be 75 billion 10T
¥ /\/ICGS globally (Statista, 2024).
N / /~ The global 10T market is expected to
ﬂ? \_ _/ &  reach $1.6 trillion by 2030 (Fortune
O xBuSmess Insights).
/// | \\\ §J /" 90% of loT devices collect personal

[ data, from location to health metrics

s ~(IDC, 2023).
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Positive Impacts of Smartphones and loT Devices

Enhanced Convenience:
Automate daily tasks (e.g., smart lights, smart assistants).
Increased Efficiency:

ASmart cities using 10T save up to approx 30% of energy annually.

Improved Healthcare:
Anearables help monitor patient health and send real-time updates to doctors.
Industrial Advancements:

Mredictive maintenance in factories improves productivity by approx 25%.
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Negative Impacts and Challenges

Privacy Risks:

A'5% of loT devices are vulnerable to cyberattacks (HP Study).

Data Breaches:

AExample: The 2021 data breach exposed 1.5 billion records through IoT systems.
Digital Addiction:

AOver-reliance on smartphones leads to reduced productivity and increased mental health issues.

Security Concerns:

AoT devices are often used as entry points for large-scale cyberattacks, like DDoS.



t “Ind(m
Cyber
I &'mlme

Coordination
Centre

@edld dva@d « Working Tog

Data Security & Privacy concern in loT and Smartphones

Vulnerabilities: How Your Data Is Collected:

A ack of encryption in loT communication. AoT devices gather location, biometrics,
Aneak or default passwords. usage patterns, and more.

KOutdated software or firmware. ASmartphones track browsing history,

app usage, and messages.

Examples of Attacks:

AMvirai botnet attack on IoT devices caused Consequences of Poor Privacy:
widespread outages in 2016. Adentity theft, financial fraud, and
ASmartphone malware grew by 54% in 2023 unauthorized surveillance.

(AV-TEST).
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MALWARE

Some of the malwares are;:

< N
T o d acybérsriminal®ften carry out &mishin@attacksbecausepeople
tendto trusttext messagemorethanemails
Shiftingfrom TelcoSMS to InternetbasedMessaginglatforms I
T (
Using maliciousand suspiciou®JRLs/domain$inks to spread malware \ Worm
Malwareisshortfor0 ma | isoif d war e O ( .
\_ Y, Trojan horse
- 0 >
It infects,explores,stealsor conductsirtually any behaviorand initiate ( Spyware
cyberincidentsAlsoPushullagentfacility throughapp \
R Ransomware
Misuseof Unstructure@upplementaryerviceData (USSDYode suchas >
call forwarding Rootkit
\ 3 g
[
Fake SMSs, Use of SMS bombers through mobile application and online fdware
serviceBOMBitUBh é&BIl aéetcb, O6Bomber 0, ( e —
. ) i " Backdoor virus or remote access Trojan
Rise in Fake VOIP numbers services and VPN/VPs | (RAT)
A\
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HOW MALWARE ENTERS INTO USERS DEVICE?

Through SMSs

Through Phishing emails and attachments
Various platforms Internet messaging services
Social media, survey, campaign and narratives
Drive-by downloads or droppers

Exploiting Potential Vulnerabilities

By using cracked & pirated softwares

Links and files from unknown numbers

Ones the malware can then cause any number of detrimental effects

AccessGain or deny
entry into private
accounts, services, etc

Misuse:Using a
mobile device or
services for
unauthorized
purposes

Expose:Disclose
private data on a
user o0s
accounts, etc.

mo b i

DeIete:Erase data on
a mob_lle device,
services, etc.

Change:Modify data
in undesired ways on
a useros
services, etc.

devi

C e ¢
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DATING / ROMANCE SCAM

< Hazel

Chat

Martin's Newest Tips Help People Make Bank

interview.

SKINSTORE.COM
Martin speaks out the tip which | Learn MoRE
is already making some peopl... o8>

D
-

X Stylish Clothes ~” ’ Mcdodo Tech
1 ;‘ S Sponsored ¢

. \Q
Why they canceled this program? Learn the truth from a leaked

<« 8 Hazel Hinge

online

with cash in hand

| also have a lot of cash on hand for
emergencies at times, that's what my mum
told me, haha

2 8 A

“l can spend more money to make you
uncomfortable. You can think of this
as a threat.”

G
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that vou took outside of your
modeling joc at shutterstock?

Delivered

Yes my king! First | must know
many thing about you!

What is the name of your first
pet?

What is your mother’s maiden
name?

What is the name of the town
here you were born?
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(B 019862721775 me 1919719 ndya \J MESSAGES now
Amazon International Women's Day
a 2022 Giveaway
August 16, 2022 More than 10 000 FREE products! _
v-’ o ege ) .
i Activities on your RBC Account is
essages and calls are end-to-end encrypted. )
No one outside of this chat, not even WhatsApp, https./tinyurl2.ru/m576702862/ unsual. click http:ll
can read or listen to them. Tap to learn more. ° P
e www1.royalbank.com.cgi-bin-rbaccess-
A Forwardsd | PUps:/Ainyurt2.nu/mST6702862 rbunxcgi.gq to secure
Dear consumer your Electricity power

Another trending e-commerce
phishing website..

Slide for more

will be disconnected Tonight at 9.30
pmfrom electricity office. because

your previous month bill was not

update. Please immedijately conta

with our electricity o

Thank you. 652 PM

Texting with (437) 980-2759 (SMS/MMS)

The sender is not in your contact list

&' REPORT

TD CANADA TRUST:

You've got new messages(1)

Please visit:
https://td.easyl-auth.com/t?d <

@ BLOCK

+® ADD TO CONTACTS

Here the cyber criminal is telling the user that his Electricity power
will be disconnected tonight and also telling him to contact him on
the given contact number so that the criminal can scamthe user.




DEEPFAKES

Rashmika

DeepFake
Video Viral
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Part Time Job Investment Scam
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EXPLOITING EMOTIONS!

GREED PANIC TRUST

(Winning (Card or (Calling from FEAR_
Lottery, Free or blocking, bank. link for (Offer expiring

lucrative deals, account hacked, payments) In minutes)

offers) penalty)
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COUNTERMEASURES
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Cyber hygiene refers to the practices and measures
Individuals and organizations undertake to maintain system
health and protect against cyber threats.

Regular Software Awareness of
Updates and Strong Password Phishing and

Data Backup and

Recovery
Procedures

Patch Management Social Engineering
Management Attacks
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Essential Tools for Effective Cyber Hygiene

Antivirus and Anti-Malware Software:
Mrotects against viruses, malware, and other malicious software.
ARegularly updated to detect and mitigate new threats.

Firewalls:
Acts as a barrier between internal and external networks.
Ailters incoming and outgoing network traffic based on predefined security rules.

Vulnerability Scanners:
Adentifies weaknesses and vulnerabilities within systems and networks.
A-acilitates proactive remediation of security issues.

Password Managers:
AStores and manages complex passwords securely.
Ancourages the use of unique passwords for each account.

Encryption Tools:
Ancrypts sensitive data to prevent unauthorized access.
Ansures confidentiality and integrity of information during transmission and storage.



Securing Digital and loT Devices
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Strong Authentication:

Use two-factor authentication (2FA) and unique passwords.

Regular Updates:

Ensure devices have the latest software patches.

Network Segmentation:

Separate 10T devices from critical networks.

Use Trusted Devices and Apps:

Avoid unknown brands or apps without verified security features.
Data Encryption:

Encrypt sensitive communications and storage.



@ https://www.virustotal.com/gui/home/upload G Q ©

Hunting Graph APl

> ] VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

FILE URL SEARCH

‘ Choose file ’

By submitting data above, you are agreeing to our Terms of Service and Privacy Policy, and to the sharing of
your Sample submission with the security community. Please do not submit any personal information;,
VirusTotal is not responsible for the contents of your submission. Learn more

@ Want to automate submissions? Check our AP, free quota grants available for new file uploads

https://www.virustotal.com
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@ https://urlscan.io

urlscan. A Home Q Search ® Live & API 4 Blog R Docs

Recent scans
@ URL

www.akademiefuersicherheit.de/
www.ovamba.com/
gpi.explainsafe.nl/nl/login
imfdb.org/wiki/Main_Page

postindex.pp.ua/

urlscan.io

A sandbox for the web

techplanet.today/post/megapelis-after-amor-infinito-2022-pelicula-c-o-m-p-l-e-t...

community.windy.com/user/montoyamcdermott35

www.ivtinternational.com/
training.lucid.co/page/live-trainin

vw.bbc.com/

o

-labs?utm_medium=email&utm_source=marketo&u...

https://urlscan.io/

(£ Pricing 2 Login
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DEMO 1
WhatsApp Security

0

Always Enable Two-Step Verification
Settings->Account->Two-step Verification->Enable

Disable Auto-Download Option for Media

< Account

Privacy

Security

Two-step verification

Change number

Delete my account

Share my account info

& al27%

€ Two-step verification

For added security, enable two-step verifica-
tion to require a passcode when registering

your phone number with WhatsApp.
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o a2z

& Two-step verification

Enter a six-digit passcode which you'll be
asked for when you register your phone

number with WhatsApp:
®
+ 1 2 3 ”
( 4 5 6
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Google Account

Security Checkup Security Checkup
. Recovery information checked
1. Go to Manage Your Account > Security > F 9
App passwords checked

2-Step Verification settings checked

Security Checkup to get personalized

security recommendations.

https //myactivity.google.com

Google My Activity




How do identify Fake Apps?

Check the reviews

Look for grammar mistakes

Check the number of downloads

Research the developers

Be cautious about images and screenshots

Review permissions

Telegraph Chat
Siroro Dita Mecta _ Gommunication e
)

Containg Ads
This app is compatible with

Model Baru

g s
e Andy Pran
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Pure instant messaging — simple, fast, secure, and synced across al your devices

FAST: Telegraph Ghat is the fastest messaging app on the market, Gannesting peaple via a unique,
distributed netwark of data centers around the globe.

SYNCED: You can access your messages from all your devices at ance. Start typing on your phone
and finish the message from your tablet or laptop. Never lose your data again.

UNLIMITED: You can send media and files, without any limits on their type and size. Your entire chat
history will require no disk space on your device, and will be securely stored in the Telegraph Chat
cloud for s long as you need it

SECURE: We made it our missian to provide the best security combined with ease of use. Everything
on Telegraph Chat, including chats, groups, media, etc. is encrypted using a combination of 256-bit
symmetric AES encryption, 2048-bit RSA encryption, and Diffie-Hellman secure key exchange
POWERFUL: ¥ou can create group chats for up to 10,000 members, share large videos, documents of
any type (DOC, MP3, ZIP etc.), and even set up bots for specific tasks. Its the perfect tool for hosting

online communities and coordinating teamwork

RELIABLE: Builtto deliver your messages in the minimum bytes possible, Telegraph Chat is the most
reliable messaging system ever made. It works even on the weakest mobile connections.

FUN: Telegraph Chat has powerful photo and video editing tools and an apen sticker/GIF platform to
cater to all your expressive needs

SIMPLE: While providing an unprecedented array of features, we are taking great care to keep the
interface clean. With its minimalist design, Telegraph Chat is lean and easy to use.

100% FREE & NO ADS: Telegraph Chat s free and will always be free. We are not going to sell ads ar
introduce subscription fees.

PRIVATE: We take your privacy seriously and will never give third parties access to your data.

For those interested in maximum privacy, Telegraph Chat offers Secret Chats. Secret Chat messages

canbe elf-de from both devices. This way you can
send all types of disappearing content — messages, photos, videos, and even files. Secret Chats use
enditorend encryption 1o ensure that a message can ol be read by its intended recipient

We keep expanding the boundaries of what you can do with a messaging app. Don't wat years for
older messengers to catch up with Telegraph Chat — join the revolution today.
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Pure instant messaging — simple, fast, secure, and synced across all your devices. Over 200 million
active users in four years

FAST: Telegram is the fastest messaging app an the market, connecting people via a unique,
distributed network of data centers around the globe.

SYNCED: You can access your messages from all your devices at once. Start typing on your phone
and finish the meseage from your tablet or Iaptop. Never lose your data again.

UNLIMITED: You can send media and files, without any limits on their type and size. Your entire chat
history will require no disk space on your device, and will be securely stored in the Telegram cloud for
aslong as you need it

SECURE: We made it our mission to provide the best security combined with ease of use. Everything
on Telegram, including chats, groups, media, etc. is encrypted using a combination of 256-bit
symmetric AES encryption, 2048-bit RSA encryption, and Diffie-Hellman secure key exchange

POWERFUL: You can create group chats for up o 100,000 members, share large videos, documents
of any type (DOC, MP3, ZIR etc), and even set up bots for specific tasks. It's the perfect tool for
hosting online communities and coordinating teamwork

RELIABLE: Buit ta deliver your messages in the minimum bytes possible, Telegram is the most
reliable messaging system ever made. It works even on the weakest mobile connections.

FUN; Telegram has powerful photo and video editing tools and an open sticker/GIF platform 1o cater
toall your expressive needs.

SIMPLE: While providing an unprecedented array of features, we are taking great care to keep the
interface clean. With its minimalist design, Telegram is lean and easy 10 use.

100% FREE & NO ADS: Telegram is free and wil always be free. We are not going to sell ads or
introduce subscription fees.

PRIVATE: We take your privacy seriously and will never give third parties access to your data

For those interested in maximum privacy, Telegram offers Secret Chats. Secret Chat messages can
be programmed to self-destruct automatically from both participating devices. This way you can send
all types of disappearing content — messages, photos, videos, and even files. Secret Chats use end-
toend encryption to ensure that a message can only be read by ts intended recipient

We keep expanding the boundaries of what you can do with a messaging app. Dorit wiait years for
older messengers to catch up with Telegram — join the revolution today.
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Step 1:  Report Suspect Data online https://cybercrime.gov.in/ i s « g g i g

YRA PR | 5 HA1ed (4]

GOVERNMENT OF INDIA | MINISTRY OF HOME AFFAIRS Language [ fin)

(-8 e s R dié T

Coordination . . . HIo Tl =
cowre  National Cyber Crime Reporting Portal " ‘T‘[ij I -

Register a Complaint + Track your Complaint Suspect Data + Cyber Volunteers + Learning Corner + Citizen Survey Contact Us

e : Suspect Repository + (odich
y 16 HATd Cyber
MINISTRY OF Report Suspect + * Report Suspect to 14C ——Crime_
HOME AFFAIRS = Coordination

W . . Cent
i > File an Appeal with GAC » Report Abuse to Social Media OnLro

» Report Abuse to NCMEC
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GOVERNMENT OF INDIA
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A== <" | National Cyber Crime Reporting Portal ST HerTa

MINISTRY OF HOME AFFAIRS

REGISTER A COMPLAINT + TRACK YOUR COMPLAINT CYBER VOLUNTEERS + LEARNING CORNER + CONTACT Us

Report Suspect

This facility has been created for quick reporting of Attempts made to commit cybercrime using suspicious Website URLs, Whatsapp Numbers/ Telegram Handles, Phone Numbers, Email-IDs, SMS
Headers/ Numbers and Social Media URLs etc. This will be used to build up a repository for analysis and monitoring of cybercrime.

If you have become a victim of Cybercrime, please report immediately at https://www.cybercrime.gov.in/ or 1930 National Helpline Number.

State of Incident* ---Select--- v

What do you want to report ?

® . a - @

Website URL Whatsapp Number / Phone number Email Id SMS Header/ Number Social Media URL Deepfake
Telegram Handle

Code: * Choose the type of suspected WhatsApp communication *
® Whatsapp * O Telegram Handle *
INDIA (+91) v ® WhatsApp Call O WhatsApp Text

Upload Supporting Evidence*®

Choose file  No file chosen Add More

(File size should not more than 5 MB)
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FOLLOW CYBERDOST

@cyberdost

v

@CyberDostidc

@cyberdost.i4c

2

@cyberdostidc

| O @cyberdost

@cyberdostidc

@

@cyberdostidc @cyberdost

35

« CyberDost@
1,245 Tweets
2= | |G o R imcan

CYBER SAFETY & NATIONAL SECURITY

B8 o Following

Cyber Dost @
@Cyberdost

cybercrime.gov.in Cyber-safety and Cybersecurity awareness handle
maintained by Ministry of Home Affairs, Government of India

© India [¥) Joined March 2018

Handle on TWITTER
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