


To create an effective framework 
and ecosystem for the prevention, 
detection, investigation, and 
prosecution of Cybercrime in the 
country.

MISSION

To create a safe cyberspace for the 
citizens of India

VISION

VALUES

Integrity Innovation Teamwork
Adaptability  Initiative     Agility

Continuous Learning

Overview of I4C

https://i4c.mha.gov.in/



ONCE THE DOCUMENTS HAVE BEEN 

POSTED ONLINE, THE

GENIE IS OUT OF THE BOTTLE

-Dr. Deepak Kumar (D3)

Sr. Digital Forensics & Cyber Intelligence, India



SHIFTED FROM VISHING TO MOBILE APP





A network of interconnected devices that communicate and 

share data to perform tasks.

By 2025, there will be 75 billion IoT 
devices globally (Statista, 2024).

The global IoT market is expected to 
reach $1.6 trillion by 2030 (Fortune 
Business Insights).

90% of IoT devices collect personal 
data, from location to health metrics 
(IDC, 2023).
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Enhanced Convenience:

ÅAutomate daily tasks (e.g., smart lights, smart assistants).

Increased Efficiency:

ÅSmart cities using IoT save up to approx 30% of energy annually.

Improved Healthcare:

ÅWearables help monitor patient health and send real-time updates to doctors.

Industrial Advancements:

ÅPredictive maintenance in factories improves productivity by approx 25%.



Privacy Risks:

Å75% of IoT devices are vulnerable to cyberattacks (HP Study).

Data Breaches:

ÅExample: The 2021 data breach exposed 1.5 billion records through IoT systems.

Digital Addiction:

ÅOver-reliance on smartphones leads to reduced productivity and increased mental health issues.

Security Concerns:

ÅIoT devices are often used as entry points for large-scale cyberattacks, like DDoS.



Vulnerabilities:

ÅLack of encryption in IoT communication.

ÅWeak or default passwords.

ÅOutdated software or firmware.

Examples of Attacks:

ÅMirai botnet attack on IoT devices caused 

widespread outages in 2016.

ÅSmartphone malware grew by 54% in 2023

(AV-TEST).

How Your Data Is Collected:

ÅIoT devices gather location, biometrics, 

usage patterns, and more.

ÅSmartphones track browsing history, 

app usage, and messages.

Consequences of Poor Privacy:

ÅIdentity theft, financial fraud, and 

unauthorized surveillance.



MALWARE

Todayõscybercriminalsoften carry outôsmishingõattacksbecausepeople
tendto trusttext messagesmorethanemails

ShiftingfromTelcoSMS to InternetbasedMessagingplatforms

Usingmaliciousand suspiciousURLs/domainslinks to spread malware.
Malwareisshortforòmalicioussoftwareó

It infects,explores,stealsor conductsvirtually any behaviorand initiate
cyberincidents. AlsoPushPullagentfacility throughapp

Misuseof UnstructuredSupplementaryServiceData (USSD)codesuchas
call forwarding

Fake SMSs, Use of SMS bombers through mobile application and online 
services such as  ôBOMBitUPõ, ôBlastõ, ôBomberõ, etc

Rise in Fake VOIP numbers services and VPN/VPs 

Virus

Worm

Trojan horse

Spyware

Ransomware

Rootkit

Adware 

Keyloggers

Backdoor virus or remote access Trojan 
(RAT) 

Some of the malwares are:



HOW MALWARE ENTERS INTO USERS DEVICE?

Å Through SMSs

Å Through Phishing emails and attachments

Å Various platforms Internet messaging services 

Å Social media, survey, campaign and narratives

Å Drive-by downloads or droppers

Å Exploiting Potential Vulnerabilities

Å By using cracked & pirated softwares

Å Links and files from unknown numbers

Access:Gain or deny 
entry into private 

accounts, services, etc.

Misuse:Using a 
mobile device or 

services for 
unauthorized 

purposes

Expose:Disclose 
private data on a 
userõs mobile device, 

accounts, etc.

Delete:Erase data on 
a mobile device, 

services, etc.

Change:Modify data 
in undesired ways on 
a userõs devices, 

services, etc.

Ones the malware can then cause any number of detrimental effects



CYBER THREATS COME FROM



SOCIAL MEDIA
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TYPES OF WORK-FROM-HOME SCAMS



TYPES OF WORK-FROM-HOME SCAMS

Data-Entry 
Scams

Online-
Survey Scams

Freelance-
Job Scams

Fake-Job 
Offers



DATING / ROMANCE SCAM



SMISHING

Here the cyber criminal is telling the user that his Electricity power
will be disconnected tonight and also telling him to contact him on
the given contact number so that the criminal can scamthe user.



DEEPFAKES



EMERGING THREATS

Cyber Slavery

21

Cyber Kidnapping AI Generated Threat / Deepfakes

Digital Arrest

21

Part Time Job | Sextortion | Investment Scam 



EXPLOITING EMOTIONS!

-ĖíÿíĀÀúĚÓÙÎÙíıÙġëÙëĥÿÀĀÿíĀÓÌĴÿÀĀíēĥúÀġíĀçÙÿĆġíĆĀĚ8ːĳēúĆíġíĀçÙÿĆġíĆĀĚúÙÀÓĚġĆ
ÎĆÿēĥġÙĖæĖÀĥÓĚÀĀÓÎĴÌÙĖÎĖíÿÙĚ˕

GREED

(Winning 
Lottery, Free or 
lucrative deals, 

offers)

PANIC

(Card or 
blocking, 

account hacked, 
penalty)

TRUST

(Calling from 
bank, link for 

payments)

FEAR

(Offer expiring 
in minutes)



COUNTERMEASURES



Cyber hygiene refers to the practices and measures

individuals and organizations undertake to maintain system

health and protect against cyber threats.

Regular Software 
Updates and 

Patch 
Management

Strong Password 
Management

Awareness of 
Phishing and 

Social Engineering 
Attacks

Data Backup and 
Recovery 

Procedures

BASIC PRINCIPLES



Essential Tools for Effective Cyber Hygiene

Antivirus and Anti-Malware Software:

ÅProtects against viruses, malware, and other malicious software.

ÅRegularly updated to detect and mitigate new threats.

Firewalls:

ÅActs as a barrier between internal and external networks.

ÅFilters incoming and outgoing network traffic based on predefined security rules.

Vulnerability Scanners:

ÅIdentifies weaknesses and vulnerabilities within systems and networks.

ÅFacilitates proactive remediation of security issues.

Password Managers:

ÅStores and manages complex passwords securely.

ÅEncourages the use of unique passwords for each account.

Encryption Tools:

ÅEncrypts sensitive data to prevent unauthorized access.

ÅEnsures confidentiality and integrity of information during transmission and storage.



Strong Authentication:

Use two-factor authentication (2FA) and unique passwords.

Regular Updates:

Ensure devices have the latest software patches.

Network Segmentation:

Separate IoT devices from critical networks.

Use Trusted Devices and Apps:

Avoid unknown brands or apps without verified security features.

Data Encryption:

Encrypt sensitive communications and storage.



https://www.virustotal.com



https://urlscan.io/



WhatsApp Security

ǒ Always Enable Two-Step Verification

ǒ Settings->Account->Two-step Verification->Enable

ǒ Disable Auto-Download Option for Media

DEMO 1



Security Checkup

1. Go to Manage Your Account > Security > 

Security Checkup to get personalized 

security recommendations.

DEMO 2



How do identify Fake Apps?
1. Check the reviews

2. Look for grammar mistakes

3. Check the number of downloads

4. Research the developers

5. Be cautious about images and screenshots

6. Review permissions



HTTPS://CYBERCRIME.GOV.IN
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Step 1: Report Suspect Data online https://cybercrime.gov.in/



Step 2



FOLLOW CYBERDOST
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Handle on TWITTER



QUIZ


