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LMS Safety 
WHY?

� To Safeguard Students and Teachers
� To Secure Organisational Data
� To Ensure Audits and Documentation
� To Establish Moodle as a Benchmark
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LMS Safety
BUT HOW?

• Awareness
• Collaboration
• Prompt Actions
• No Negligence
• Reliable Delegation

LMS: Security, Safety Concerns | MOODLE |  Parveen Kumar 



LMS: Security, Safety Concerns | MOODLE |  Parveen Kumar 

Stay Connect with the Community



Moodle can be integrated with antivirus 
software to detect and remove malware 

and other security threats.

Run Moodle Over HTTPS Only
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The Smart Way  - Be On An ALERT!

01 Account and Password Security

02 Regular Maintenance and Updates

03 Site and Server Configuration

04 Role and Permission Management

05 Data and Content Protection

https://moodle.org/mod/page/view.php?id=8722



https://moodle.com/news/top-security-tips-for-moodle-administrators/ 
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The best security strategy is a good 
backup!
Test your restoration procedures!

•Load only software or services you 
will use

•Model your security after the layers 
of clothing you wear on a cold 
winter day
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•Have backups ready
•Practice recovery procedures 
ahead of time

Be 
prepared 
for the 
worst
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Some More Tips:

Plugin Security
Add an event

Back-up your 
site regularly

Add an event

Proactive Testing
Add an event

Follow the principle 
of ‘least privilege’

Add an event

Register your 
Moodle site

Add an event

https://www.tituslearning.com/moodle-security/ 
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Discussion & Questions


