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Empowering you to teach for life!

online Trqining on Our aim is to cultivate a love for learning: fostering a community of lifelong learners who are equipped to succeed in our ever-changing world and are active participants in
making it a better place.
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Welcome to the
Moodle community

The place to get support, ask and answer questions and contribute to the open
source learning platform, Moodle LMS.
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hitps://moodle.org/mod/page/view.php?id=8722
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Top security tips for Moodle
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What are password salting and peppering?

Password salting & is a way of making password hashing more secure by adding a random string
of characters to passwords before their hash is calculated, which makes them harder to reverse.

Password peppering & is a secret added to a password at hashing time to increase the security of
the hashed password. This value differs from a salt in that it is not stored with the password hash,
instead the pepper is kept separate in the config.php file. It must also be kept secret and be hard
to guess. Keeping the value separate to the salt and hashed password, meaning if password
hashes are compromised, it is much harder to reverse engineer the plain text passwords.

hittps://moodle.com/news/top-security-tips-for-moodle-administrators/
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