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TRENDING CYBER CRIME







EXPL ITING EMOTIONS!

GREED
(Winning Lottery, 
Free or lucrative 

deals, offers)

PANIC
(Card or blocking, 
account hacked, 

penalty)

TRUST
(Calling from 
bank, link for 
payments)

FEAR
(Offer expiring in

minutes)



2 CONTEXT

Why this matters

Sensitive data at scale
Schools store student identities, parent contacts, exam records,address

and health details.

One attack, wide blast radius
Classes are interrupted, minors’ data is exposed, and panic spreads across

parents and staff.

A top target in 2026
Education is now among India’s most targeted sectors for cyber attacks.

Sources: ETCISO / India Cyber Threat Report 2026



3 THREAT TYPES

What cybercrime looks like in schools

Phishing messages
Fake fee notices, attendance 
updates and exam circulars sent by 
email or WhatsApp.

Cloned portals
Fake school websites and login
pages built to harvest credentials
and payments.

Ransomware & theft
Credential theft, locked systems 
and unauthorized access to student 
records.

AI deepfakes
Ordinary school photos misused to 
create fake explicit or defamatory 
images.

Sources: NDTV and allied 2026 reporting



4 DATA

India 2026 threat snapshot

265.52M

total threat
detections

~505
detections per

minute

4.92M
in education

alone

Education accounted for nearly 24% of all
detections — the sector is not just exposed,
it is actively targeted at large scale.

Share of detections

Source: India Cyber Threat Report 2026 (ETCISO)



5 ROOT CAUSES

Why schools are easy targets

1 Weak password
hygiene

Thousands of users, reused passwords, and
shared logins across multiple apps/CCTV/HRMS .

2 Social engineering is
easy

Teachers, student and parents all coordinate
over messaging apps and groups.

3 Small cyber budgets Limited monitoring tools mean threats go 
unnoticed and response is slow.

4 Expanding cloud 
surface

Learning platforms widen exposure when they 
are not tightly configured.

Sources: ETCISO / India Cyber Threat Report 2026



6 CONSEQUENCES

Impact on education

Lost learning 
time

Outages and 
investigations 
pull classes off 

track.

Emotional 
harm

Deepfake abuse 
and public 

exposure hurt 
wellbeing.

Long-lived 
leaks

Leaked records 
get reused for 
scams for years.

Loss of trust

Reputation 
damage with 

parents and the 
community.

Sources: CYFIRMA and allied 2026 reporting



7 REAL-WORLD CASE 1

Guwahati deepfake school case, 2026
School photos weaponized into harassment content

A Guwahati school opened an inquiry over 
AI-generated explicit deepfakes of students 
and teachers.

The matter reached the Assam Police Cyber 
Crime Branch; images were allegedly
shared via Telegram.

Ordinary school photos can be turned into 
harassment content.

Sources: NDTV, Free Press Journal (2026)



8 REAL-WORLD CASE 2

Student data weaponization, 2026
Student information traded as a cybercrime asset

CYFIRMA: threat actors advertised a 
database of ~682,000 student records 
linked to India.

Such data fuels cybercrime e.g 
phishing, impersonation, scholarship 
scams and fee fraud.

Social media trauma : A clear 
example of student data becoming a 
cybercrime asset.

Source: CYFIRMA (2026)



9 ACTION PLAN

What schools should do

Enforce 2FA / 
MFA

Multi-factor login for
all admins and
teachers.

Least privilege
Important data only 
on a need-to-know 
basis.

Train
everyone

Staff, students and
parents verify every
link and trust.

Offline backups

Immutable, offline backups tested 
for real restores.

Incident response
A rapid situational awareness
rehearsed process for phishing, 
leaks and deepfakes.

Sources: ETCISO, CYFIRMA and allied 2026 reporting



CLOSING MESSAGE

Cybercrime is now a student safety 
issue

Not just IT 
School cybercrime 
directly affects 
student safety, 
dignity and trust.

Top 2026 risks
Social media , 
cyber-bullying 
phishing, data leaks, AI 
deepfakes and 
exam-related scam.

What works
Awareness, AWARENESS, 
secure systems and fast 
response sharply reduce 
harm.

Secure the Individual. Protect the School.



10 ACTION PLAN

Red Flags

Poorly created 
website and App

No information 
of the founder

Registration
details not found

No complete 
work details

Lots of bad
reviews online

No official
contact details

No Proper
contact details

Hundreds of
Complain online

All certificates 
and proofs

shown in app is 
fake

No active/legit 
social media 
handles and 
many more

Follow Earning 
App offer very 
lucrative plan.
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https://haveibeenpwned.c
om/

1
9

https://haveibeenpwned.com/
https://haveibeenpwned.com/


WhatsApp Security

● Always Enable Two-Step Verification

● Settings->Account->Two-step Verification->Enable

● Disable Auto-Download Option for Media

DEMO 1
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HTTPS://CYBERCRIME.GOV.IN
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https://cybercrime.gov.in/


Step 1: Report Suspect Data online 
https://cybercrime.gov.in/

https://cybercrime.gov.in/


Step 2



learning.cte-i4c.live



FOLLOW CYBERDOST
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Handle on 
TWITTER





THANKS


