
lkbcj txr esa lqj{kk
fo|ky;ksa ds fy, vko';d

fn'kk&funsZ'k



çksQslj vejsUæ çlkn csgsjk] la;qä funs'kd] dsaæh; 'kSf{kd çkS|ksfxdh 
laLFkku] ,ulhÃvkjVh] uÃ fnYyh 

vè;{k%

fodkl lfefr

MkW‚- banw dqekj] çksQslj vkSj vè;{k] vkÃlhVh foHkkx vkSj çf'k{k.k çHkkx] 
dsUæh; 'kSf{kd çkS|ksfxdh laLFkku] ,ulhÃvkjVh] uÃ fnYyh

MkW‚- ekewj vyh] lgk;d çksQslj] dsUæh; 'kSf{kd çkS|ksfxdh laLFkku] 
,ulhÃvkjVh] uÃ fnYyh

MkW‚- jsukmy djhe cM+cqb;k] lgk;d çksQslj] foKku vkSj xf.kr f'k{kk foHkkx] 
,ulhÃvkjVh] uÃ fnYyh

MkW‚- ojnk ,e- fudkyts] ,lksfl,V çksQslj] çkjafHkd f'k{kk foHkkx] 
,ulhÃvkjVh] uÃ fnYyh

lqJh lqjfHk] lgk;d çksQslj] dsUæh; 'kSf{kd çkS|ksfxdh laLFkku] 
,ulhÃvkjVh] uÃ fnYyh

Jh vkÃ ,y ujflEgk jko] ifj;kstuk çcaèkd 2] lsaVj QkWj MsoyiesaV vkWQ 
,MokaLM dEI;wÇVx ¼lhMh,lh½] gSnjkckn

lqJh lqtkrk eq[ktÊ] Xykscy fjlpZ vkSj ,ih,lh vkmVjhp yhM] xqxy bafM;k 
çkbosV fyfeVsM] gSnjkcknA

dSIVu fouhr dqekj] laLFkkid vkSj vè;{k] lkbcj ihl QkmaMs'ku jkaph] 
>kj[kaM

lqJh pkanuh vxzoky] jk"Vªh; vkÃlhVh iqjLdkj çkIr ,oa vè;{k] dEI;wVj 
foKku foHkkx] egkjktk vxzlsu Ldwy] fnYyh

lqJh fouhrk xxZ] vè;{k] dEI;wVj foKku foHkkx] 'kghn jktiky Mh,oh ifCyd 
Ldwy fnYyh

lnL;%

MkW‚- ,atsy jRukckÃ] lgk;d çksQslj] dsUæh; 'kSf{kd çkS|ksfxdh laLFkku] 
,ulhÃvkjVh] uÃ fnYyh

lnL; leUo;d%

çksQslj vejsUæ çlkn csgsjk] la;qä funs'kd] dsaæh; 'kSf{kd çkS|ksfxdh 
laLFkku] ,ulhÃvkjVh] uÃ fnYyh 

vè;{k%

fodkl lfefr

lnL;%

MkW- ,atsy jRukckÃ] lgk;d çksQslj] dsUæh; 'kSf{kd çkS|ksfxdh laLFkku] 
,ulhÃvkjVh] uÃ fnYyh

lnL; leUo;d%

MkW- banq dqekj] çksQslj ,oa v/;{k] vkbZlhVh foHkkx] dsUæh; 'kSf{kd çkS|ksfxdh laLFkku] 
,ulhbZvkjVh] ubZ fnYyh

MkW- jsukmy djhe cM+cqbZ;k] lgk;d çksQslj] dsUæh; 'kSf{kd çkS|ksfxdh laLFkku] ,ulhbZ-
vkjVh] ubZ fnYyh

MkW- vkj- lh- 'kekZ] çksQslj] Mk- ch- vkj- vEcsMdj fo'ofo|ky;] fnYyh

MkW- losZ'k  ekS;Z] {ks=h; f'k{kk laLFkku ¼,ulhvkjVh½] eSlwj] dukZVd

MkW- ftrsUæ ikaMs] lgk;d çksQslj ¼daI;wVj foHkkx½] mÙkjk[kaM eqä fo'ofo|ky;] gY}kuh] 
mÙkjk[kaM

MkW- çoh.k dqekj] lgk;d çksQslj ¼vaxzsth o lapkj dkS'ky½ egf"kZ ekjdaMs'oj 
fo'ofo|ky;] vEckyk] gfj;k.kk

Jh gfj —".k vk;Z] funs'kd Kkuksn; baVjus'kuy Ldwy] guqekux<+ Vkmu] jktLFkku

lqJh dqfudk] twfu;j çkstsDV Qsyks] dsUæh; 'kSf{kd çkS|ksfxdh laLFkku] ,ulhbZvkjVh] ubZ 
fnYyh

lqJh 'khry feJk] çkstsDV bathfu;j] vkbZb,l,] lh&MSd] gSnjkckn



lkbcj lqj{kk] lwpuk ,oa lapkj çkS|ksfxdh dk lqjf{kr vkSj ft+ Eesnkj 
mi;ksx gSA ;g lwpuk dks lqjf{kr cuk, j[kus ds ckjs esa rks gS gh] lkFk gh 
;g lwpuk ds çfr mÙkjnk;h gksus] vkWuykbu txr esa vU; yksxksa ds lEeku] 
vkSj vPNs usfVdsV ¼baVjusV f'k"Vkpkj½ dk O;ogkj çnf'kZr  djus ds ckjs 
esa Hkh gSA 
tSls&tSls lwpuk txr esa vk/kkjHkwr lajpuk vkSj baVjusV vf/kd tfVy o 
foLr`r gq, gSa] lkbcj lalk/kuksa dk mfpr çca/ku ,oa lqjf{kr fØ;kUo;u 
egRoiw.kZ gks x;k gSA ;|fi gky ds o"kksaZ esa flLVe ,M~fefuLVªs'ku dk dk;Z 
vklku gks x;k gS] fQj Hkh fo|ky; ç'kkldksa dks daI;qVj flLVe vkSj 
usVodZ lqj{kk ij vf/kd viMsV gksuk pkfg,A  
gky ds o"kksaZ esa] lHkh daI;qVj flLVe baVjusV ds laidZ esa vk x, gSa 
blfy, buds lqjf{kr j[k&j[kko vkSj gSdj ls lqj{kk pqukSfr;k¡ c<+ xbZ 
gSaA vr% lkbcj geyksa ls cpko lHkh f'k{k.k laLFkkuksa dh çkFkfedrk gksuh 
pkfg,A 
baVjusV lqj{kk ds çlkj ,oa bls lqfuf'pr djus esa fo|ky; dh eq[; 
Hkwfedk gSA ^flLVe] daI;qVj] usVodZ midj.kksa* dks lqjf{kr vkSj lqpk# 
j[kus ds fy, fo|ky; gh çkFkfed :i ls mÙkjnk;h gSA laLFkku }kjk lwpuk 
dks lqjf{kr j[kuk mruk gh vko';d gS ftruk daI;qVj flLVe  vkSj 
usVodZ midj.kksa dks j[kk tkrk gSA    
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Øe lwph

[krjksa ds çfr
vfr&laosnu'khyrk dh 

igpku vkSj tksf[ke 
dh laHkkouk dk 
vkdyu djukA

tksf[ke dh igpku 
vkSj lqj{kk mik;ksa 
dk fodkl djukA

laosnu'khy MsVk dh 
lqj{kk djukA

lkbcj lqj{kk ?kVukvksa 
dk vkdyu djuk vkSj 

buls mcjuk

fgr/kkjdksa dks 
çf'kf{kr djukA
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OOOOOPS...

[krjksa ds çfr vfr&laosnu'khyrk dh
igpku vkSj tksf[ke 
dh laHkkouk dk 
vkdyu djukA

flLVe dk èkhek vkSj lqLr O;ogkj A

fcuk fdlh buiqV ds u, czkmtj gkse ist] u, Vwyckj vFkok@vkSj vokafNr 
osclkbVksa ij usfoxs'ku gks tkuk A 

VkLd eSustj esa py jgs vutku dk;ZØe A

vlkekU; lans'k ;k lkW¶Vosj çksxzke dh mifLFkfr dk Lor% 'kq: gks tkuk A 

MsLdVkWi ij u,] vifjfpr vkbdu dk çdV gks tkuk A 

vkidh Ã&esy vkÃMh ls nwljksa dks vlkekU; lans'k pys tkuk A

viMsV] MkmuyksM djus esa vleFkZrk A

dk;ZØeksa@ ç.kkyh dk èoLr gks tkuk A

dq[;kr ch,lvksMh ¼Cyw LØhu vkWQ MSFk½ dk çdV gks tkuk A

visf{kr vofèk ls igys daI;qVj flLVe dh cSVjh dk lekIr gks tkuk A

vçR;kf'kr ikWi&vi ;k vlkekU; =qfV lans'k A

dke djrs le; flLVe LØhu dk vdkj.k xk;c gks tkuk A
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,d l{ke Qk;jokWy esa fuos'k djukA

lHkh }kjk lqjf{kr vkSj etcwr ikloMZ cukukA

ikloMZ ekinaM ,slk j[ksa tks etcwr ikloMZ fn'kkfunsZ'kksa dk ikyu djrk gksA

ikloMZ dks fu;fer :i ls cnysa ,oa iqjkus ikloMZ ds iqu% mi;ksx ls cpsaA

dsoy lR;kfir vksiu&lkslZ ;k ykblsal çkIr lkW¶Vosj vkSj vkWijsÇVx flLVe dk 
mi;ksx djsaA

lqfuf'pr djsa fd dsoy vfèk—r dÆe;ksa dks gh daI;qVj flLVe vkSj ç;ksx'kkyk 
lqyHk gksA

usVodZ ij O;fäxr midj.kksa ds mi;ksx dks grksRlkfgr djsa] tSls fd O;fäxr 
;w,lch ;k gkMZMªkboA

vius daI;qVj ij lk W¶Vos;j vkSj vk WijsÇVx flLVe dh Lopkfyr viMsV fopkj 
djds gh LFkkfir djsaA

daI;qVj flLVe esa ,aVhok;jl dks fu;fer :i ls viMsV djsaA 

daVSaV f¶YVÇjx lkW¶Vos;j@Q+k;joky dk mi;ksx djrs gq;s Qkby&Q+kjeSV 
tSls& .bat .cmd .exe .pif vkfn dks CykWd djus ij fopkj djsaA

tksf[ke dh
igpku vkSj lqj{kk mik;ksa

dk fodkl djuk 
 

tksf[ke dh
igpku vkSj lqj{kk mik;ksa

dk fodkl djuk 
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tksf[ke dh
igpku vkSj lqj{kk

mik;ksa dk fodkl djuk 

tksf[ke dh
igpku vkSj lqj{kk

mik;ksa dk fodkl djuk 

fdlh lkW¶Vos;j dks flLVe ij LFkkfir djus ls iwoZ mlds oSèk ykblsal dks i<+ 
ysa fd og gkfudkjd ,Mos;j vkSj Likbos;j rks bULVky ugha dj jgkA

baVjusV ds ekè;e ls vkWfQl ;k fo|ky; daI;qVj usVodZ dh fjeksV ,Dlsl ds 
fy, ,l,l,y ;k ohih,u tSls ,ufØI'ku dk mi;ksx djsaA

lqfuf'pr djsa fd rhljs i{k ds foØsrkvksa] ftudk fo|ky; ds lkFk vuqcaèk gS] 
mUgksaus etcwr lqj{kk O;oLFkk LFkkfir dh gSA

usVodZ dh lqj{kk ds fy, foÜoluh;] lR;kfir r`rh;&i{k foØsrk ds lkFk gh 
vuqcaèk djus ij fopkj djsaA

fo|ky; ds usVodZ ij ykWx&vkWu djrs le; nks ;k cgqdkjd ¼ikloMZ] dSipk] 
vksVhih vkfn½ çek.khdj.k laLFkkfir djsaA

vius okÃ&QkÃ duSD'ku dks etcwr ikloMZ] WEP ,ufØI'ku vkfn ls lajf{kr j[ksaA

,ufØI'ku vkèkkfjr usVodZ VªSfQd dks çkFkfedrk nsaA 

fMQkWYV ikloMZ dks çFke ykWx&bu ds le; lqjf{kr ikloMZ esa vo'; cnysaA vxj 
ok;jySl usVodZ esa dksÃ fMQ+kYV ikloMZ ugha gS rks u;k cuk,a vkSj usVodZ ds 
laj{k.k ds fy, bldk mi;ksx djsaA

laLFkku ds usVodZ ij Q+kby&'ks;Çjx dh vuqefr vko';drk vuqlkj gh nsaA

usVodZ yacs le; rd mi;ksx esa uk gks rks mls can dj nsaA

fo|kÆFk;ksa dks gkfudkjd lkexzh@oSclkbV rd igq¡pus ls jksdus ds fy, dqN 
mik;ksa tSls% jsfLVªDVsM eksM] lsQ+&lpZ] lqijokbTM ;wtlZ vkSj lkekU; fQ+YVlZ 
rFkk fuxjkuh ç.kkyh dk mi;ksx djsa] ftlls lkbcj [krjksa dk 'kh?kz irk py ldsA 
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daI;qVj LVksjst ,DlSl ¼ç;qä@vç;qä½] lqj{kk ,oa cpko ds ewY;kadu ij 

vkèkkfjr lqj{kk vkSj vfHkxe fu;a=.k dks fMtkbu vkSj ykxw @vey djsaA

daI;qVj flLVe dh lh&Mªkbo esa egRoiw.kZ tkudkjh@QkbYl laxzghr 

u djsaA

fdlh vkWQ&lkbV LFkku ij egRoiw.kZ MsVk ¼eksckby uacj] vkèkkj la[;k 

vkfn½ dk cSdvi ysaA

fjiksVZ djus okys O;fä dh igpku ds laj{k.k ds fy, lqjf{kr fjiksfVaZ ax

fn'kkfunsZ'kksa vkSj Rofjr dk;Zokgh ds rjhdksa dks LFkkfir djsaA

laosnu'khy
MsVk dh lqj{kk djuk

laosnu'khy
MsVk dh lqj{kk djuk
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lkbcj lqj{kk ?kVukvksa 

dk vkdyu djuk 
vkSj buls mcjuk

çkjafHkd vkdyu% mfpr çfrfØ;k lqfuf'pr djus ds fy, ;g vko';d gS 
fd çfrfØ;k Vhe fuEufyf[kr ij è;ku ns%

      ?kVuk dSls gqÃ \

      dkSu ls vkÃVh vkSj@;k vksVh ¼Operational Technology½ flLVe blls 
     çHkkfor gq, vkSj dSls\

      MsVk fdl lhek rd çHkkfor gqvk\

      vkÃVh vkSj vksVh ds fy, [krjk fdl lhek rd fo|eku gS\

flLVe vkSj MsVk dh iqu% LFkkiuk% lkbcj ?kVuk ds çkjafHkd vkdyu ds i'pkr 
flLVe ls [krjksa dks gVkdj vkÃVh ,oa vksVh flLVe vkSj MsVk dh ;FkklaHko iqu%
LFkkiuk djds mls dk;Z djus dh fLFkfr esa ys vkuk pkfg,A  

?kVuk dh tkap djsa% fdlh lkbcj ?kVuk ds dkj.kksa vkSj ifj.kkeksa dks le>us ds 
fy, ;fn mi;qä gks rks daiuh ds }kjk ,d ckgjh fo'ks"kK ds lg;ksx ls tkap dh 
tkuh pkfg,A ,slh tk¡p ls feyh tkudkjh laHkkfor iqujko`fÙk dks jksdus esa egRoiw.kZ 
Hkwfedk fuHkk,xhA

iqujko`fÙk dks jksdsa% Åij mYysf[kr tkap ds ifj.kke dks è;ku esa j[krs gq, 
rduhdh vkSj çfØ;kRed lqj{kk mik;ksa esa fdlh Hkh vi;kZIrrk dk lkeuk djus 
ds fy, daiuh lqèkkjkRed dk;Zokgh ds fØ;kUo;u ds fy, çfØ;kvksa ds vuqlkj 
dk;Zokgh ij fopkj fd;k tkuk pkfg,A 



45
fgrèkkjdksa dks çf'kf{kr djuk

Stakeholders

f  ,yf sd ;yk|o “ asjd k;D ] asjd u k;D ” ske;uf kk{jql jcbkl ase i: sd a dk ;al utsk Aasjd 

fo|ky; ç'kkldksa dks uohure midj.kksa ds ckjs esa tkx:d djsa ftudk mi;ksx 
fo|kÆFk;ksa@ f'k{kdksa }kjk ns[kh xÃ lkbVksa dh fuxjkuh ds fy, fd;k tk ldsA

lkbcj dkuwuksa ds fo"k; esa fgrèkkjdksa dks tkx:d djsa
(https://mha.gov.in/sites/default/files/CyberSafety_English_Web_03122018.pdf)

lkbcjLisl esa tksf[keksa vkSj buds fuokjd mik;ksa ds ckjs esa tkx:drk ds Lrj dks 
c<+kus ds fy, lkbcj lqj{kk fo'ks"kKksa ls foe'kZ djsaA

lkbcj lqj{kk vkSj cpko ds çeq[k ?kVdksa ij Nk=ksa vkSj f'k{kdksa dks 
ikBîØe@ikB@ dk;Zdykiksa ls ifjfpr djk,aA

fMftVy lwpuk ,oa çkS|ksfxdh ds lqjf{kr] oSèk vkSj uSfrd mi;ksx dh odkyr djsa] 
vkn'kZ LFkkfir dj çsfjr djsaA

çkS|ksfxdh vkSj lwpuk ds mi;ksx ls ,d vkn'kZ ,oa mÙkjnk;h lkekftd lgHkkfxrk 
dks c<kok nsaA

lkbcj Dycksa ds ekè;e ls tkx:drk iSnk djus ds fy, lkbcj lqj{kk 
lIrkg@mRlo  euk,a vkSj lacfUèkr xfrfofèk;ksa dk lapkyu djsaA

fdlh çfrf"Br lkbcj lqj{kk QeZ@laxBu ds lkFk lacaèk LFkkfir djsaA

lkbcj txr esa fo|ky; ds fgrksa dks lqjf{kr j[kus ds fy, funsZ'kksa] uhfr;ksa vkSj 
çfØ;kvksa dk ikyu djsaA
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