Cyber Peace

Foundation

Responsible Online
Behaviour
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BE REASONABLE

DO NOT BELIEVE
EVERYTHING
YOU SEE
ONLINE!



We Offer you netfllx get free Netflix
for free How many times a
| day you wash your
Stayl.ng _safe and ou wast
enjoying the :
Internet at home More than twice

More than 3 times

TOTAL CASES
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Always check:

eSources
*Headlines/URLs
*L.ogos
*Photos/videos/screenshots
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Your Motorola Moto E could be at
risk.

Recommended: Install and run
Opera Browser to upgrade your
Motorola Moto E.

OK

OE=N N & T 'd>+ = 1802

appsy.club C : |

Attention: Motorola Moto E User

Your Chrome Mobile might be out of
date.

If left unresolved, this may cause slow
performance, faster battery draining and total
system failure.

HOW TO UPDATE

Step 1: Click UPDATE to install Opera Browser
from Google Play

Step 2: Open the application to continue using your
Motorola

16 seconds

UPDATE

o
(2
)

24 & 1802

,tciovost!

This website has been reported as
malicious

Close

Continue at your own risk.




What are the risks:
- Viruses

- Spyware

- Ransomware

- Keyloggers, etc.

Virus Alert!
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Sympathy vs. Empathy

Sympathy is feeling without really
understanding the meaning behind the
behavior, whereas empathy is:

» accepting and understanding what the
other is experiencing.

- thinking and feeling as if you are the
one going through the experiences -
‘o actually be in their shoes’.

» conveying ‘I understand how you feel’
in verbal and non-verbal ways.




Be Respectful

*Internet is not a value free world.
* Offline laws apply online too.

* Be sensitive to local and national
cultures. S AR

welcome”
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Before posting anything online, ask
yourself the following:

« Will this information hurt someone?

* Would [ say these things while communicating
face to face?

 Am [ revealing too much about myself or others?
* Who all can access this information?
* What kind of impression am [ leaving on others?



LAW AND
RESPONSIBILITY
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Impersonated and
Fake Profiles

* Is there a
difference
among the
two?

* What is
actionable?



Cyber Stalking

Constant
calling/texting/
reaching out

Repeated
harassment

Troubling
despite saying
no




OIlline Harassment Forceful

sexual
conversation

SHUN Y TRICK

TRICK

HlINSULT
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How?

» Educate yourself
k about your problems
Ke action




Reporting

Decide what might work best in your situation!




Local Police Station

* File a complaint at your
ocal police station

e Depending on the nature
of the offence, the police
may register a FIR

o [t FIR is registered, you
are entitled to a copy of
the document and you will
need to sign.it after
verifying its contents



@ cybercrime.gov.in
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HOME AFFAIRS National Cyber Crime Reporting Portal o o T R

Indian Cyber Crime Cosrdnation Centre

REPORT WOMEN/CHILD RELATED CRIME v REPORT OTHER CYBER CRIME RESOURCES v CONTACTUS HELPLINE

Filing a Complaint on National Cyber Crime Reporting Portal

This portal is an initiative of Government of India to facilitate victims/complainants to report cyber crime complaints online. This portal caters to complaints
pertaining to cyber crimes only with special focus on cyber crimes against women and children. Complaints reported on this portal are dealt by law enforcement

agencies/ police based on the information available in the complaints. It is imperative to provide correct and accurate details while filing complaint for prompt
action.

Please contact local police in case of an emergency or for reporting crimes other than cyber crimes. National police helpline number is 100. National women
helpline number is 181.

Learn about cyber crime File a complaint

o Media Gallery o o Cyber Awareness o
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E L Type here to search i L = P ENG B
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What can you report to plaftformse

O,
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Report a user/account to the platform
for objectionable behavior or any
behaviour that you have a problem with

Report specific posts/comments/other
activity to the platform to review

Unfollow/Block a user to stop them from
contacting you

Reporting may also help delete
objectionable content and accounts



WHEN SOME DROPS OF
7/ COLD WATER HIT YOU IN WINTER



Share Link...

Share on WhatsApp

Share on Messenger

Copy Link




It's spam

It's inappropriate




& Report Cancel

Choose a reason for reporting this post:
| just don't like it

If you see anythi
o QoS

Hate speech or symbols
Racist, homophobic or sexist slurs

Violence or threat of violence
Graphic injury, unlawful activity, dangerous or criminal
organizations

Sale or promotion of firearms

Sale or promotion of drugs

Harassment or bullying

Intellectual property violation
Copyright or trademark infringement

Self injury
Eating disorders, cutting or promoting suicide
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< Report Cancel

Report as harassment or
bullying?

We remove:

e Posts that contain credible threats

« Content that targets people to degrade or
shame them

e Personal information shared to blackmail or
harass

 Posts or threats to post nude photos of you

We have a zero tolerance policy around threats
to post intimate images of others.

If you report someone's post, Instagram doesn't
tell them who reported it.

If someone is in immediate danger, call local
emergency services. Don't wait.




Collecting data
needed for
Investigation

e Save the URL of the profile
in question/username or
any -.other identifying
parameter than can pin
point the offender’s
profile,

Cyber Peace
Foundation @

@cyberpeacefoundation

Home

About i Liked v | X\ Following v = # Share = -

Photos

" Create post
Videos ¥

Events e ks
v VI a PUS
Posts

% Janice Home Create

4.9 out of 5 - Based
people

Community



Facebook login from "test”

* Try to save

information like IP Facebook notification+z9_y=006@facebookmail.com
address, model of to

phone, IMEI Hi Jimmy Mackin

numberand other Armew device named tes) logged into your Facebook account (N

. US (IP=65_175 221 57). (Note: This location is based on informati
details of your .
devices. This device has been added to your account

Was this you? if so, you can disregard the rest of this email

i this wasn you, please follow the link below to protect your Facs




ScreenShOt On F8 F9 F10 F11 F12 ScrLk Pause

laptop or desktop . .

9 0 — = Backspace Ins Home  PgUp
e Take a screenshot of the

) : ( ) |
entire: PC or mobile screen 0 P [ ] \

Del End PgDn
covering any objectionable
activity just in case it gets % ] ; N e
deleted or is deleted by the
one who has posted. Make N & ?/ - X

sure that the time stamp is

clearly visible
Alt =] Ctrl < \ =
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