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Journey of Digital Infrastructure to Digital Transformation

Digital India 2.0

New Emerging Technologies
Services and Security of Digital World
Securing the Cyber ecosystem

Way forward






Trends that
initiated
India’s
Digital way
forward

Trend1 The desire of replacing manpower
with “smart” power

Trend2 The mission of becoming a
“paperless, faceless, cashless” economy

Trend3 The vision of selling an
“experience” not just a product or
service



Top 10 EMERGING TECHNOLOGIES? = .-
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Artificial Intelligence Quantum computing Blockchain technology 10T

),

RPA Voice assistance

Augmented reality Genetic prediction
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Al AND MACHINE LEARNING USE

Delhi Police is using Al in the
implementation of the
SAFECITY PROJECT.




Al to address soclally
relevant problems such as
homelessness. At Stanford,
researchers are ustng Al to
analyze satellite images to
(denttfy which areas have
the highest poverty levels

Gate allocation for plane
while landing

Ticket price determination

Education

There are a number of
compantes that create
robots to teach subjects to
children ranging from
biology to computer
sctence, though such tools

have not become




Use Case of Artificial Intelligence

Healthcare Heavy Industry Finance

Companion robots for the care of the
elderly Robots have become common in many Algorithmic Trading
Minina medical /()(-(‘)/(/'x to provide Industries and are often given jobs that Market Analysis and
/;ﬂ)w useful m/o/mu[(}m are considered dangerous to humans. Data Mining
Desian treatment plans Robots have proven effective in jobs Personal Finance
Assist (n /"()pc!zuve /ob; including that are very repetitive which may lead Portfolio Management
medication management to mistakes or accidents due to a lapse Underwriting
Pl s ditside e in concentration and other jobs which
Using avatars in place of patients for humans may find degrading.
clincal traning




Artificial Intelligence
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Language ™ Data Expert Planning & Robotics
Processing Extraction Systems Optimization
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The future of healthcare with artificial intelligence

Improving access to skin Al advancement in A promising step forward
disease information radiotherapy planning for predicting lung cancer



CHALLENGES IN ARTIFICIAL INTELLIGENCE

e Lack of enabling data ecosystems

* Low intensity of Al research
i. Core research in fundamental technologies
ii. Transforming core research into market applications

* High resource cost and low awareness for adopting Al in business
processes



Common Artificial Intelligence Challenges

@ & 42% of enterprises struggle to
| s align their Al strategies to the
a ® 0 : business context

¢ o 9

54% of enterprises are

dealing with a huge shortage
of skilled Al talent

33% of enterprise struggle with

o the cost-intensive implementation
° of Al and lack funds

44% of enterprises are

challenged by data management
issues in terms of data governance,
acquisition, and bias

82% of enterprises fail to scale Al and achieve meaningful business outcomes

Source: Everest Group survey with IT heads across 200 global enterprises in North America and Europe on their Al adoption



OPPORTUNITIES AND WAY FORWARD IN
ARTIFICIAL INTELLIGENCE

* India forms the IT backbone of the world. The country’s companies and talent are the natural

contenders to add ‘intelligence’ to all the digitization.

* India’s services sector (call centers, BPOs, etc. — roughly 18% of the Indian GDP) have a
significant potential opportunity to cater to the coming demand for data cleaning and
human-augmented Al training (data labelling, search engine training, content moderation,

etc.).



8 benefits of using Al in cyber security

Artificial Intelligence Better
Al handl s
Al learns : dentifies Unknown ; lg::f :ata £ Vulnerability
more over time threats Management
P 2@
Better Overall Accelerates Detection Brop:;:::e Securing
Security & Response Times ede Authentication
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Objectives

Cyber security strives to ensure the attainment

and maintenance of the security properties of
X '\ the organization and user’s assets against

j? relevant security risks in the cyber

(p environment. The general security objectives
.\;t( comprise the following:

e Availability

* Integrity, which may include authenticity and
non-repudiation

» Confidentiality
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osp State Bank of India @ . 4

QR code scams are
You don't receive money when you scan a QR code.
* All you get is a message that your bank account Is
O n th e r I Se o debited for an ‘X’ amount. Do not scan #QRCodes
shared by anyone unless the ob)ectlve s to pay. Stay
alert. #StaySafe. youtu.be/bu8JZLIHc

The goal of QR code fraud is
pretty much always the same:
getting you to navigate to a
page through which
cybercriminals can steal your
data, money, or both.
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Remember that QR codes are
generally used for paying

money, not for ria',eiving It.




Cryptocurrency Scams: Crypto crime in India on the rise: A
look at major scams in recent years

Rs 1,200-crore Morris coin fraud

The latest of the crypto frauds, the Morris coin
fraud, was unearthed in 2022. Over 900 investors
were allegedly duped of Rs 1,200 crore by a website
offering a fake cryptocurrency called Morris coin.
They had invested in the ‘initial offering’ of the fake

cryptocurren
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Despite market fluctuations and an uncertain legal
status, cryptocurrencies continue to fascinate
Indian investors. The number of crypto users and e
traders keeps increasing, and worryingly, many N ! ' =
seem to be unmindful of the associated risks. C O [\ e
These are not limited to market risks; they extend b | "
to extreme cyber frauds, involving highly skilled ) T
scammers.

-
-
s

| g’);c-_\ AT




How expired web domains help criminal hackers
unlock enterprise defenses

-, ..~ °* Managing domain names is a task that enterprises
often leave to the marketing department rather than

the security team.

* Hijacked domains are used for identity-based attack
vectors such as account takeovers or phishing

campaigns

Cyber crooks can use dropped domains for any attack
vector that exploits an organization’s identity, such as

account takeovers or phishing campaigns that

leverage false business invoices.

-domains/



Exploit-as-a-service: Cybercriminals
exploring potential of leasing out zero-day
Vulnerabilities « Cybercriminals are starting to consider leasing

or rather than just
selling zero-day vulnerabilities under a
potential ‘exploit-as-a-service’ model for the

first time,

* Renting parties could test the proposed
zero-day and later decide whether to
purchase the exploit on an exclusive or

non-exclusive basis.

* The exploit-as-a-service model may offer

malicious hackers a new means of diversifying

their revenue streams.( click and shoot
model)



Metaverse: New Digital world

The metaverse is a set of virtual spaces where you can
create and explore with other people who aren't in the same
physical space as you. You'll be able to hang out with friends,
work, play, learn, shop, create, and more.”

American science fiction author Neal Stephenson
introduced the metaverse in his 1992 novel, Snow
Crash. In the novel (like others in its genre), users
use metaverse as an escape from a futuristic,
largely dystopian world.

The metaverse can be defined as a simulated digital
environment that uses augmented reality (AR), virtual
reality (VR), and blockchain, along with concepts from
social media, to create spaces for rich user interaction
mimicking the real world.



https://www.xrtoday.com/mixed-reality/what-is-the-metaverse/

USATF Files Patent for SPACEVERSE Metaverse Trainer
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The US Air Force (USAF) filed a trademark on
14 April with the US Patent and Trademark
Office, media reports have revealed this week.
Citing a tweet from Mike Kondoudis, USPTO
Trademark Attorney, reports found the USAF
aimed to patent a SPACEVERSE for training
personnel and staff in extended reality (XR).

“a secure digital metaverse that converges
terrestrial and space physical and digital realities
and provides synthetic and simulated
extended-reality (XR) training, testing, and
operations environments”



Top 10 cyber crime trends

 Weaponising operational technology environments
* Remote working brings new challenges

» Geopolitical cyber concerns pose growing risks

* Use of social media for attacks

e Cryptocurrency exchanges to experience an increase in
attacks

* Phishing attacks

APl becoming a lucrative target
* Rise of ransomware

e Cloud migration poses threat
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TRAI initiatives

www.smsheader.trai.gov.in

DND (Do Not Disturb)

(6

g Header Information Portal
Telecom |

equlatory Authority of India TRAI

Upload Header details Download/View Header details

B your basc Indoreustion

Email *
Marme *|_F12e bty DND Registration Status
To check DND registration status

e
Report Volce Report SMS UCC Complaint
ucc

= K

Registration Feedback
Status

DLT portals for compulsory SMS template registration with TSPs

£ AboutonD 3.0 | €3
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TAFCOP solution

N\

www.tafcop.dgtelecom.gov.in

e Access to all TSPs for uploading consumer data
e Data Mapping of all TSPs

e Consumers can check numbers against their ID
e LEA access

e Analytics & correlation based on Al & Face recognition (in the
pipeline)

Countrywide rollout planned in 2022-23
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www.cytrain.ncrb.gov.in
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NATIONAL CYBERCRIME TRAINING CENTRE

MINISTRY OF
HOME AFFAIRS

National Cybercrime Training Centre

Welcome to
CyTrain
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Welcome to the ONLINE LEARNING CERTIFICATION &
National  Cybercrime CUM TRAINING PORTAL ACCREDITATION
Training Centre
(CyTrain). Aim of the
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Cybersecurity is a shared
responsibility and its boils down
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The Invisible criminals are more Dangerous than the visible one ”’

You can find me at:
dr.pandeysurabhi@gmail.co
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