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rKey Activities of the Campaign

Objective : To raise awareness among the various user groups on safe use of electronic gadgets and Internet
communications

Target Group of user : Children/ Students, women, Sr.Citizen, Teacher/ Faculty General Public, specially abled and
Government officials

Program Highlights

* Design and Development of Multilingual Awareness Content for Stay Safe Online campaign
» Infographics, Cartoon stories for children, Concept based Games / Puzzles ,Concept Videos

* Branding for Stay Safe Online Campaign

* Extensive use of Digital and Social Media platforms
* User Engagement programs — Quiz, Competitions and so on

* Publicity, Promotion and outreach activities of Stay Safe Online Campaign
* Awareness campaign through Print, Electronic and Social Media

* Eventsin collaboration with various Ministries and Industry partners
N W
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Organized by CIET-NCERT in collaboration with ISEA, C-DAC

Theme - Ethics in Emerging Digital Space

%ﬁv 071°* March 2023 | Ethics in Emerging Digital Space

%gv 03" March 2023 | Internet Ethics for Various User Groups and Security Measures
%gv 10" March 2023 | Ethics - Social Media Platforms

%ﬁv 17" March 2023 | Ethics - E-Commerce and Banking Transactions

%%Y 24" March 2023 | Ethical Practices in Online Education

For further information on G 3o  Watchon Ofi0
registration and certification, visit: NCERT official Youtube channel Fseginsy

https://ciet.nic.in/eeds.php https:/www.youtube.com/c/NCERTOFFICIAL

Tatasky Channel #756
u @) DD Free Dish Channel #28 - 34 Q) il Channel #437 & 440 :’:t\);] @
NCERT OFFICIAL = Dish TV Channel #2027 - 2035 L Videocon Channel #517 & 527

PMeVIDYA CHANNEL #6-12 JioTV

For any query
For any query, write to training.helpdesk@ciet.nic.in or call #8800440559
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Ethics covers : e
‘how to live a good life AG

STAY SAFE ONLINE

WW

our rights and responsibilities

‘the language of right and wrong

moral decisions - what is good and bad?
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Cyber Ethics: e
Cyberethics Is the study of SR
 moral,

* |egal

e soclal Issues

related to digital technologies
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It covers such as _s()\’f
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* online privacy,
e Security,

 cyber crime,

* Intellectual property

« digital citizenship
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Use of Social Networking S
 Meeting people online - across the world. _{)\j‘
* Making friendship with the people who are far e

away.

* Profile building.
e Self representation.

* Exchanging / Sharing the information related to,
studies or education, current affairs, sports,
business, transport, movies, latest news updates,
event announcements, exchanging the thoughts etc.

* Share the data files, videos, music, photos.
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FEMALE
13-19

YEARS OLD

o SOURCES

DEMOGRAPHIC PROFILE OF SOCIAL MEDIA USERS

ACTIVE SOCIAL MEDIA USERS IN EACH DEMOGRAPHIC AS A PERCENTAGE OF TOTAL ACTIVE SOCIAL MEDIA USERS
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40 - 49
YEARS OLD
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THE WORLD’S MOST-USED SOCIAL PLATFORMS

RANKING OF SOCIAL MEDIA PLATFORMS BY GLOBAL ACTIVE USER FIGURES (IN MILLIONS)

' 2 k| we _m"_ #
e SCURCES ADVISORY: COMPARABILITY: j ﬁre - ! Houtsul te*
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rCyber Threat Landscape G2@

Education / Research (+75%)
Government / Military (+47%)
communications [ GGG (51%)
isp/msP | T T (7%
Healthcare (+71%)
Sl / VAR / Distributor (+18%)
Utilities (+46%) Average weekly attacks per

Manufacturing (+41%) izati bv indust .

Insurance / Legal (+68%) 2021 compare to 2020
Leisure / Hospitality (+40%)
Consultant (+73%)
Software Vendor (+146%)
Retail / Wholesale (+39%)
Transportation (+34%)




Social Media

“Social” — refers to instinctual needs humans have to connect with
other humans

“"Media" — what we use to make connections with other humans

“Social Media” — how we can use technology effectively to reach
out & connect with other humans, create a relationship, build trust

Media used for social interaction
2 way communication - interactive dialogue
Moving from monologue (one to many) to dialogue (many to many)

Changing people from content readers into contributors and
publishers

Doesn't require expensive equipment or a government-granted
license
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Types of Social Media Platforms ¢
1 & & iTunes -
Lo o'y AV
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Content
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rSocial Media Ethics

Communication - can happen fast
Reputation — Is at Stake
Business reputation is at stake

Blur work/ Home boundaries - What is acceptable

< s
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Ethical Questions can be categorized according to 5 Primary criteria:

.)))

A

* Who's viewing the social media information ? STAY SAFE ONLINE

ST TRef o
e How is Social Media information accessed?

* For what purpose is the social information used?

 What are the criteria one uses for making judgements about social
media information?

 What is the nature of “relationships “ in Social Media
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Ethical Issues of Social Media — Self Disclosure

Social Media becoming more required for Socializing @

STAY SAFE ONLINE

TS GRe dad

e Self- Disclosure : the revelation of Personal Information

* Motivations for usage - >

* Personal & Professional usage | S
Non-adopters of Social Media display

e Social Isolation

* Fractured Education trajectories
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Ethical Issues of Social Media — Self Disclosure

* Non- adopters of Social Media may feel Q e
pressured into joining .

they might not want to otherwise

 This information can be access by the CO 8\@ ‘Y

people outside of the intended audience

1 v

* By joining, they disclose information

Coworkers
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Ethical Issues of Social Media — Content Creation / Data Gathering o

* Laws slow to keep up with advancements of Technology
* YouTube
 Fair use : Using copyrighted material for purposes such as Criticism / News
reporting
 Companies looking to create Smarted App
e Collect data from smart phone such as location ,Searches and
* Information on our health through health band

 Companies argue it is for “ the greater good”




Ethical Issues of Social Media — Data Gathering

1234 5678 9012 34586
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CAMERA INFORMATION

@ Brand motorola Model Moto G (55) Plus Lens Info:  Unknown
N)shutter  1/21(0.0476 seconds) @ Fnumber: /2 [E31S0 Speed:  1SO 796
* Flash Used <z Focal Length: 3.6 mm ﬁ Color Space: SRGB
FILE INFORMATION
@ File Name: IMG_20180125_211933727 jpg 51 Image Size: 4160 x 3120 pixels Resolution: 13.0 megapixels

s 5 —
[™) unique 1p: §=3 MIME Type: image/jpeg []’ Dots/inch: 72 DPI
DATE & TIME
Date: 2018-01-25 @ Time: 21:19:34 (GMT +05:30) ([ Time Zone: Asia / Kolkata
GPS INFORMATION
Q- Latitude:  17.522927 Q- Longitude:  78.396338 & LatRef:  North
Al - : (¥ Longitude: /6. :
ﬁ Long Ref:  East @ Coordinates: 17°31'22.54"N, 78" 23'46.82"E Aa Altitude: Om. (Above Sea Level)
Direction Ref: @ Direction: A Pointing:
LOCATION INFORMATION

& City: Hyderabad =g State: Telangana @ Country: India

@ Address:

Domino's, Pragathi Nagar Road, Mahadevpur Colony, Ward 125 Gajularamaram, Greater Hyderabad Municipal Corporation Morth Zone, Hyderabad, Bachupally mandal, Medchal-
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Privacy protection >
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¥ Beautify

Share to )

Can't find devices?

@ Mi Share Turn on

Share files via ¥/ nearby share
Feed WhatsApp News Feed Chats Tele]

= 1 item selected
Privacy protection >

Privacy protection

How would you like to share the selected items?

Share without location info

No location info o

Share without metadata o

Device model, metadata, etc.

€2 Privacy

Go to Gallery > Settings to view more options
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Be careful while accessing online content and app downloads .

With access to a vast variety of content, as
responsible digital citizens we should be aware of g
copyright policy and be careful to follow it
downloading applications, music, software etc., from ==
the internet.

« Copyright is a form of legal protection for the
Intellectual property rights of authors of original
works.

 While using the internet, one should be aware
and consider the same.

Y el




What Personal Information You Share on Social Media

fam

Mailing
Address

Tull

Signal
Strength

A

Language

Mobile

Hardware
Settings

Location
Information

Third Party
Sites That Use

L

Partner

Companies to

Photos

(o]

Device
Settings

()

ISP
Provider

O

Credit Card
Information

Videos

Browser
Type

=

Debit Card
Information
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Social Media Main Social
Plugins Media Plugins
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Personal Information available publicly on internet
Name -
Age I o5
Email Address I 2o
Home Address I - Cc:
Home Phone Number B 15
Mobile Number I 1o
Bank Account details 70
Details of your family members B 120
Location updates I 0
Personal/Family Photographs/Selfies NN 22°:

[ —S



Traps of Social Networking

May be we should
meet now....

We are chatting
since last two
weeks...

Race: Popularity Index based on number of friends...

STAY SAFE ONLINE
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‘ Photographs can be taken, altered and distributed on other websites

‘ Exploitation of personal information, identity theft

” Cyber stalking, social phishing, cyber bullying
Risks ’

through ‘ Blackmail
SN> ‘ lllegal content

‘ Age-inappropriate content

‘ Exposure to sexual content
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Maharashtra: Engineer cheated of Rs 57 lakh in

matrimonial, customs duty fraud

George Mendonca / TNN / Updated: Jul 1,2021,12:08 IST

[ TIMESPOINTS ] [f FACEBOOK ] W TWITTER \ | in LINKEDIN ] | B4 EMAIL

ARTICLES

Maharashtra:
Mangrove ‘graveyard’

now springs back to...

‘Ruk Jaana Naht'
stories on Spotify
show endless...

.

Navi Mumbéi: Vashi,
Nerul and Airoli

General Hospitals to...

NAVI MUMBAI: A 32-year-old engineer from Panvel was cheated of nearly

epresentative

Rs 57 lakh in a matrimonial and customs fraud.

The accused had promised her marriage after befriending her through a

el
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As per the FIR, on March 25, the engineer, who works for a PSU, was
searching for an alliance on the matrimonial site, and liked the profile of
Advik Kumar. Later, both spoke over WhatsApp calls. Kumar claimed
that he was an engineer and lived in the UK The next day, he tald her he
was going to Canada for 15 days and on his return would marry the
victim and permanently settle in India.

On March 27, Kumar sought her address to send his things to India. The
next day, he sent the victim a courier company’s tracking code. When
she tracked the parcel, she found that it had reached the Delhi airport's

cargo department.

On March 30, a wornan, who posed as a staffer at Delhi airport's cargo
department, called the victim on her mobile phone and told her that
Kumar's parcel has arrived from the UK and that she needs to pay Rs
32,900 as import duty. The victim contacted Kumar, who told her to pay
and he would repay her later. The woman aide gave the victim two bank

account numbers and the latter transferred the payment online.

The next day, the woman aide told the victim that the parcel contains
95,000 and to claim it she would have to pay Rs1,21,500 as GST. When

she contacted Kumar, he told her that the UK pounds was gift for her.

Thereafter, till April, the victim was made to gradually transfer a total of
Rs 566 lakh to different bank accounts under the pretext of payment for

currency convercsion charaes delivery charces incurance and sacurty
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PANDEMIC YEARS

Covid vaccine study
to Oil India: Targets

under cyber attack

All thwarted, says National Cyber
Security Coordinator; Rs 120-crore
in Bitcoins was ransom demand

RITUSARIN
NEW DELHI, JULY 26

FROM COVID vaccine research
centres to banking and financial
entities to PSU major Oil India
Limited — arange of institutions
came under cyber attack during
the two years of the pandemic,
Lt General (Dr) Rajesh Pant, the
country’s top cybersecurity co-
ordinator, has told The Indian

While these attacks were
“successfully thwarted,” said Lt
Gen Pant, these have underlined
the need for constant vigil and
global cooperation.

Last week, Lok Sabha was
told there have been 674,021 cy-

ber attacks in the country this
ggrer until June — almost 3,700
attacks a day, making India
the third most impacted by net-
work attacks in the world.
Expandingon this, Lt General
Pant, the National Cyber Security
Coordinator at the National
Security Council Secretariat
(NSCS), said that health and

% were
banking were among the sectors
CONTINUED ON PAGE 2
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NEWS CITY NEWS DELHI NEWS Cybercrooks Pull Off Rs 50 Lakh Heist With Just Blank.

Cybercrooks pull off Rs 50 lakh heist with just
blank calls

RAJSHEKHAR JHA / TNN / Updated: Dec 12, 2022,15:22 IST ‘
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‘Fiance’ from UK sends woman
expensive gift, cheats her of Rs 71 L

MG CHETAN @8engatury

A 42-year-old unmarried woman, who
was in search of a groom, fell prey to cy-
ber crime and lost over Rs 71 lakh, which
she paid towards ‘Customs fee' for an ex-
pensive gift sent by her would-be hus-
band. Police have registered an FIR
based on her complaint.

The waman, a resident of Dharwad
city, has approached the Cyber Crime po-
lice in Bengaluru seeking action against
theaccused, with whom she got in touch
through a social networking platform,

Cyber crimes, in which victims lose
more than Rs 15 lakh, are dealt with by
the Bengaluru Cyber Crime paolice.

Police said that the woman, who was
in search for a suitable groom for her,
said her sister came across the profile of
one Andrew Cohen. “The woman got in
touch with him in the last week of De-
cember 2019, The accused daimed to be
hailing from United Kingdom and both
of them exchanged their phone numbers
after expressing interest in each other.

Cohen told her he had sent her an expen-
sive gift for New Year, which the com-
plainant believed," the police said.

“From January 6, she started receiv-
ing calls from people claiming to be of-
ficials from the Customsdepartment and
othercentral authorities, asking her pay
towards various charges to deliver the
gift. Even then, the complainant did not
realise that it was a trap and transferred
money to bank account numbersprovid-
ed by the accused. Between January6 to
27, she had deposited a total amount of
Rs 71,57,793 through online transfers.
Even after that, they continued calling
her, asking to transfer more money. She
grew suspicious and realised it was Co-
hen who was impersonating himself as
anofficial from the Customs department
and other agencies,” an official said.

The police have registered an FIR un-
der the provisions of the Information
Technology Act. “A team will be sent to
Dharwad to investigate the case and ef-
forts are on to trace the accused,” the of-
ficial added.
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 WhatsApp is the favorite medium for hackers.

* Malware scripts embedded in photos & videos received on WhatsApp can
access your media gallery, contacts, etc. and transmit them to remote servers.

* There is a simple way to protect oneself from such an attack.
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WhatsApp Security s

CHATS @ New broadcast

12:42 0 4G - 4% 1l 84%8
- Linked devices
WhatsApp Q '

Starred messages

CHATS @

ness & @~ 12:17

e certificates after doin...

ohali 12:15
becawareness.in/webina...

DAC Mohali 12:15

becawareness.in/webina...

1212

12:12
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< Settings

Account
Privacy, security, change nuig

Chats
Theme, wallpapers, chat history

a Notifications
Message, group & call tones

O Storage and data

Network usage, auto-download

Hel
@ p

Help centre, contact us, privacy policy

Invite a friend

from
FACEBOOK
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Account Privac
) <  Status privacy < Groups

Privacy Who can see my personal info

Who can see mv status updates Who can add me to groups

If you don't share your Last Seen, you won't be able to see other
people's Last Seen

@ My contacts

Security

m B S/

Last seen
g s S except...
Two-step verification My contacts P
O Only share with... O My contacts except...
Profile photo
Change number
My contacts
Changes to your privacy settings won't affect status Admins who can't add you to a group will have the opti
updates that you've sent already of inviting you privately instead.

P

Request account info ABGIt

My contacts

Delete my account

i

Status
My contacts

Read receipts .
If turned off, you won't send or receive Read

receipts. Read receipts are always sent for group

chats.

Groups
My contacts

Live location
None

Blocked contacts
1

Fingerprint lock m m
|

Nicahlad

I O < [ @] <

[ |

I O < [ @) <
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Setting password
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Account

Privacy

Security

Two-step verification

Change number

Request account info

Delete my account

I O

< Privacy

Profile photo
My contacts

About
My contacts

Status
My contacts

Read receipts

If turned off, you won't send or receive
Read receipts. Read receipts are always
sent for group chats.

Groups
My contacts

Live location
None

Blocked contacts
No

Fingerprint lock
Disabled
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r Two Step Verification on WhatsApp should also be enabled sz

Wzg INDIA

< Two-step verification

Account

ﬁ Privacy

* % %

Account
Privacy, security, change number

@ Security

Chats
Theme, wallpapers, chat history

For added security, enable two-step verification,
which will require a PIN when registering your
phone number with WhatsApp again.

Py Notifications Two-step verification

Message, group & call tones

O Data and storage usage
Network usage, auto-download

(]

Chang

@ Help

FAQ, contact us, privacy policy

Request account info

a» Invite a friend

Delete my account

from
FACEBOOK

v — I —




LA ¢ Two-step verification ’ME. 05
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Enter a 6-digit PIN which you'll be asked for
when you register your phone number with

WhatsApp: Add an email address to your account ke Q

which will be used to reset your PIN if you
forget it and safeqguard your account. Skip

/ Email
N—

Two-step verification is enabled.




Enter your two-step verification
PIN

You will be askedTor It periodically to
help you remember it. Forgot PIN?

2@
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Media Download

Click on 3 dots shown on the
right top corner in the group.
Click on the first option i.e.

GROUP INFO

) National C

Abhult CDAC Si

Before you Accept a friend rec

Forwarded

T eaved NATIONAL CYBER SECUI

POSTER

Set an example by using your

gadgets at appropriate time and place
- generally children do what they see

Group info

Group media

Search

Mute notifications

Wallpaper

More

outdoor activities




Have an online check
about the contest or
game you won

You have been

' * Three options shown below

the group name i.e. mute

notifications, custom Awarene
notification, Media visiblity Created-by.Ch.A S MUrthygi6/19. ..

« Click on the third option \?Vescription
MEDIA VISIBILITY
* Click on "No" option. Now the WiEla, ks, 9%l docs AP Show newly downloaded

media from this chat in your
phone's gallery?

media will not be saved in

your phone. but it will display

only in your group chats..

(O Default (Yes)

* Now that you know....act and

O VYes

inform your other group

members in other groups.

Media visibility

is only available

e This fea

Group settings CANCEL  OK



D W4 21%0 608PM | & (@ +91 6283 692 469
@ last seen today at 13:35
TRV

+91 95201 71651

13116 © @ il B.all @D TODAY
Y At o 0o =y e - g T | ‘_ bl = TPl = & & Messages and calls are end-to—end encrypted. No
5 ‘(v +91 93606 54905 e “ e — one outside of this chat, not even WhatsApp, can read

or listen to them. Tap to learn more.

TODAY

# Messages and calls are end-to-end encrypted. No one outside of this chat, not even

WhatsApp, can read or listen to them. Tap to learn more. 2 UNREAD MESSAGES

& Messages and calls are end-to-end encrypted. No one

! 3 Amazon recruits online promotion part-time staff, uses mobile phones
outside of this chat, not even WhatsApp, can read or listen

; for registration and promotion, earns 500-3000 rupees every day,
to them. Tap to learn more. and distributes bonuses every day. If you have ideas, please contact LAKH KA LOTTERY LAGA HAI
whatsapp: +918130584894

. N : T
There is a part-time job, you can use your Pleasaireplyme in English! APP KAY IS WHATSAPP NUMBER PER
mobile phone to operate at home, you can . Who are you 25,00,000 RUPAY KA LOTTERY LAGA HAI
earn 200-3000 rupees a day, 10-30 LOTTERY LENE KE LIYE IS WHATSAPP NUMBER
minutes a day{ new users join_ to get you You blocked this contact. Tap to unblock. PER'CONTACTKARO. 3 7717444964
68 rupees, waiting for you to join. (© whatsapp

e KBC,officer
Reply 1 and long click the link to join us

asap.
http://wame.wp-e.com/api/tg/wa
/cuk3HWA

The sender is not in your contact list
&! REPORT
@ BLOCK The sender is not in your contact list

+8 ADD TO CONTACTS




2 Fake messages in
L Whatsapp 5
What is fake/hoax message?

Fake/Hoax messages are the messages,
which are based on the false story

These messages have been transferred
through Internet like Social media like
Facebook, Twitter, WhatsApp and text
messages, Emailsetc.,

How to check Fake WhatsApp messages with links

Check for the URL if any such
offer is avallable or not http:/famazon.mobile-flashsale.com

Ry Samng J7 Wobile @ 499 iy
Re
s umssas. Wheasacipbon

Brealing News, Amazen Sellisg
Samsung J7 Mobile Mhore ot Jest 499
Rs bocasse of Goldes Arviversary. Buy
Now Before Sule Endi. Cash On Delivery

k0 Fevndal o

If you receive such messages

General Tips for identifying
the authenticity of WhatsApp messages

Understand Check

when a information information
message is which that seems
forwarded looks different B ynpelievable

Check photos,
Videos & Audio
messages
carefully
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Avoid making

i i Make r
fuss over others appropriate v ve
online hehaviour use of emojis .. g.‘;

4

WHATSAPP & @s
BEHAVIORAL TIPS FOR ALL VA3,

] be)
Always he ; & Show patience 2 -

courteous in" for receiving
replying after photos after
reading messages the party/vacation

Tj

c Be clear in | Avpid 6 q
Y‘ both words S spreadmg ;
and approach e fake news .
Avoid getting ’ = Do not
into multlple 8 argue over L |
tOFlCS at one go silly matters -~
~ ‘ e k/ ' No. you . Latan s ma -u@
9 Never begm a < Don’t spam with 1 0 L)
topic that unnecessary
chains and

N
c
i

-

c

would hurt religious
or cultural sentiments  forward messages

ontrol what 1 1 ’ 1 Control what
you see and you share
with whom O O &

you interact

Report spam and block @ ‘." &
-
> Location Contact

v
Add to contacts -
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TinEye

*TinEye is a reverse image search engine.

*Give it an image and it will tell you where the image
appears on the web.

LINK: https://tineye.com/

ﬁ
N
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Search Technology Products About Log in

Upload, paste or enter Image URL

10 results

Searched over 41.4 billion images in 1.3 seconds for: ISEA.png

Using TinEye is private. We do not save your search images. TinEye is free to use for

non-commercial purposes. For business solutions, learn about our technology.

Sort by best match v Filter by domain/collection

c'oud.apk_c'oud_com . Adobe Stock Limited time offer: Get 10
free Adobe Stock images.
fa/developer/Mobile Seva - First found on Feb 04, 2018

Filename: com.cdac.iseaapp-w130.png (130 x 130, 15.3 KB)

ADS VIA CARBON

o tec-world.info
networking-information-news-and-tips.... - First found on Oct 18, 2017

Filename: ISEA_logo new.png (971 x 1037, 99.5 KB)
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WhatsApp Security S 202 INDIA
* WhatsApp is the favorite medium for hackers. C@(-\J
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* Malware scripts embedded in photos & videos received on WhatsApp can
access your media gallery, contacts, etc. and transmit them to remote servers.

* There is a simple way to protect oneself from such an attack.
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How to keep your Facebook account Secure? g
Protect your password =
Never share your login information swggm,}})

Turn ON two-factor authentication

Log out of Facebook when you use a computer you share with other people

— If you forget, you can log out remotely.

Set up extra security feature

Don't accept friend requests from people you don't know

Watch out for malicious software

Never click suspicious links, even if they appear to come from a friend or a company you know

Use FB extra security options

— You can get alerts about unrecognized logins, set up two-factor authentication, or choose friends
to be your trusted contacts.



https://www.facebook.com/help/211990645501187
https://www.facebook.com/help/162968940433354
https://www.facebook.com/help/148233965247823
https://www.facebook.com/help/119897751441086

Turn ON two-factor authentication -

= Security and login
I Security and login
e Recommended STAY SAFE ONLINE
TS GRe dad
@ Priva 1 Choose friends to contact if you are locked out Edit
| = = MNominate 3 to § friends to help if you are locked out of youwr account. We recommend this to everyone.
. Timeline and tagging
Find Groups ) sioves
@ Location Where you're logged in
& Block ng
E Language and region IEI Windows P.C - Bangalore, India
" - Chrome - Active now
Advertising on Facsbook (2] Face recogriton
o M| iPhone 7 - Banpalore, India .
@ Motifications Facehook app - 16 August at 19:28 ‘
M Mobile
LT Fublic pasts
Activity log B Pt Login
Aoy ites
' PS Ene e aQ Change password Edit
r"El,llE FEd F-rEfEI-E-EE (% Instant Games I's a good idea to use a sirong password that you don't use elsewhers
m Business intagrations
. M A2 @ Save your login information Edit
E.E'u I n gs_ B Payments On - It will only be saved an the browsers and devices you choose.
@ Support Inbox
B videos Two-factor authentication
LE!; I::Iu‘l @ Use two-factor authentication Edit
= Wel ask for a code if we notice an sttempted lngin from an unmecognised device or browssr.
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Log out of Facebook Remotely
* On the top right of Facebook click drop down option and select Settings ﬁ

e Click Security and Login in the left column T

 Go to the section Where You're Logged In. You may have to click See More to
see all of the sessions where you're logged in

* Find the session you want to end. Click three dots and then click Log Out

Where you're logged in

EI Windows PC - 5=

Chrome - Active now

iPhone 7 & e
Facebook app - 16 August at 18:28

Mot you?

i
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Set up extra security feature —

*  Onthe top right of Facebook click drop down option and select Settings w
*  Click Security and Login in the left column smvsn#%z
STeTTS TRef P

 Tap on Get alerts about unrecognized logins and choose from the option and click on Save

Changes Setting up extra security

A Get alerts about unrecognised logins
We'll let you know if anyone logs in from a device or browser you don't usually use

Close

Get an akert when amyone logs in to your account from an unrecognised
device or browser.

Il Motifications

= (et notifications
Don't get notifications

® Messenger

= (Gt notifications
Don't get notifications

= Email address

«  Receive email alerts ai srrchi@gmail com.

Add email address
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Wz;; INDIA

» Limit your online friends.

» Change privacy settings to restrict who can see and C%(QJ

STAY SAFE ONLINE
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» post on your profile. Don’t stick with the defaults.

How do we stop people from Posting on our Timeline?

Settings Timeline and Tagging Settings
e General Timeline Who can post on your timeline? Only me Edit
@ Security and Login
Who can see what others post on your timeline? Friends Edit
®  Your Facehook Information
Allow others to share your posts to their stories? On Edit
& Privacy
) Hide comments containing certain words from your imeline Off Edit
¢ Face Recognition
. , ) ) 5 . . .
@ Timeline and Tagging Tagging Who can see posts you're tagged in on your timeline? Friends of friends Edit
& Public Posts When you're tagged in a post, who do you want to add to the audience of ~ Friends Edit
the post if they can't already see it?
@ Blocking
Review Review posts you're tagged in before the post appears on your imeline?  Off Edit
Location P y gge p PP yo
Aa Language and Region Rewview what other people see on your timeline View As o
-
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Here You Can Check Your Privacy Control ...

=
]
|5 Privacy W
(] Timeline and tagging How people can find and ‘Who can send you friend requests? Friends of friends Edit ST,AY SAFE}?"’!IIJ_L!E
) contact you B
|:D Stories
Whio can se= your friends =17 Edit
@ Lzcation : .
Remembsr that your fiends control whe can se= their
@ Biock ng friendships an their own timelines. If people can see
) your friendship on another timeling, theyl be sbls to ses
E Language and region it in News Fesd, search and other places on Facebook.
: If you set this to Only me, only you will be able to se=
Face recogniti
m = ren your full fiends list on your tmeline. Cther pecple wall
only see mutwesl friends.
Whi can book you up using the emal address you Edit
provided?
Wha can kook you up using the phaone nurmber you Edit
provided?
Do you want search engines outside of Facebook to link to your Profile? Close

When this setting is on, search engines may link to your Profile in their resulis.

When this setting is off, search engines will stop linking to your Profile, but this may
take some time. our Profile can still be found on Facebook if people search for your
name.

ﬁ\llm search engines outside of Facebook to link to your Profile
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What to do if your account is hacked?
https://www.facebook.com/hacked ﬁ

STAY SAFE ONLINE
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If you're worried about the security of your account, we can help you.

Q\ Firstly, can you tell us what's happening’
=

I've found a post, message or event that | didn't create

Someone else got into my account without my permission
| found an account which uses my name or photos

People can see things that | thought were private
| can't see the right option in this list



https://www.facebook.com/hacked

report a profile Gzﬁ?&

Go to the profile you want to report. m

STAY SAFE ONLINE

Click ¢)to the right and select Find Support or Report Profile. e

To give feedback, click the option that best describes how this
profile goes against our Community Standards, then click Next.

Depending on your feedback, you may then be able to submit a
report to Facebook. For some types of content, we don't ask you
to submit a report, but we use your feedback to help our systems
learn. Click Done.

A ‘ z
N b
3
/



https://www.facebook.com/communitystandards

r How To Protect Your Account From Facebook ng@

Cloning

STAY SAFE ONLINE
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 Be aware of any friend requests from people that you are already
friends with.

* If you receive one, check your own friends list to see if you are still
friends with the person. If so, the friend request is likely to be from a
cloned account.

* Alert your friend to the scam as soon as possible so that he or she can
take steps to deal with the issue.

g ——
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C o & S awaranpess.in

How to protect vour
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Wz;; INDIA

facebook account from
Cloniing

STAY SAFEONLIE
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Tirmaeline » About Friends Phato= Acchive Mora -

T o — g W — B e

B R B e B AB e — Views as
Z W R SRR WO 2

B —

Tem=dine Sattngs

L3

Check how your profite
Lloociiks to the public
{ Actvy log —& View as )

Hide your friends
List from the public
{ Settings — Privacy

o Limit the photos 6

= SIS E vou post online
T ne Snd ooEng

Sirrws

Loezai>ony

Paosc<sg

Lono - Sps S5 reg on
Facc rooogmnitson

Usilize the privacy Ignore f delete friends
settings in thhe best way regquest from strangers
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Tips to avoid risks by social networking 7L
Be careful about the information you put online ﬁ

STAY SAFE ONLINE
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Remember don’t put personal information like your family details, addresses, personal

photographs, video, etc.

Most of the sites and services provide options for privacy settings to prevent attackers to
view your information. You can make use of these options to choose/deny whom you want

to allow to see your information.

Be careful if you want to meet social networking friends in person.

Don’t ever click suspicious link while logged into social networking accounts.
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ips to avoid risks by social networking e

Cn)
]

Install a good and latest version of Anti virus to keep your system free from malicious ﬁ
")

applications like virus, worms and backdoor trojans. STV SEEORIIE

TS GRe dad

Don’t ever run any javascripts while logged into your social networking accounts.

Don’t ever share your password with anyone and keep changing your password regularly.
Always use proper password (min 8 digit with a mix of alpha numeric & special

characters)

Don’t ever login to any site other than the legitimate sites and always check the URL

before you proceed further.

Use Virtual Keyboard, wherever possible to enter your password for better security as

these cannot be captured by key-loggers.

%
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Don’ts L
DON’T BE A VICTIM! -
AU
DON’T tolerate being uncomfortable il

Someone older, promising gifts and riches, Is trying to take
advantage

Only add people you KNOW offline
If must add strangers, keep your guard up

Don’t give out personal info

Don’t meet them in person!
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Don’t allow strangers, those you don’t know offline, to see your ﬁ
photographs STAY SAFE ONLINE
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Don’t put your address, phone #, or personal ID #“s on your SNS

Don’t put your school you go to, recent locations, where you are exactly or
events you are attending

Know how to set your profile to private, and how to adjust all privacy
settings

If in doubt, watch tutorials and search in Google for more information
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DO’s:- ﬁ
&

uidelines for Social networking: Géw

Always check the authenticity of the person before you accept a request as e

friend.

Check and use the privacy settings of the Social Networking sites.
Never post anything which may harm you and your family credibility.
Change your password of your account frequently.

Avoid posting photographs, videos and any other sensitive information to

unknown persons in Social network sites.
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Don'ts:- o
« Don’t give or post any personal information like your name, ﬁ
address of the school / home, phone numbers, age, sex, credit ST SHEOLIE

card details.
« Don’t give out your password to anyone other than your parent
or guardian.

« Don’t post the plans and activities which you are going to do In
networking sites.

« Don’t respond to harassing or rude comments which are posted
on your profile.
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Fake Content

» Include footage of real or simulated violence, criminal activity or accidents,
may promote extreme political or religious views .

» Fake digital content may be discovered online in a variety of spaces including
websites, social media services or file sharing services.

STAY SAFE ONLINE
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Purpose of Fake Content

» Promote hate towards individuals or groups on the basis of
» Race,
» Religion,
» Sexual preference or other social/cultural factors,

» Instruct or promote crime, violence or unsafe behavior,

» Gaining unauthorized access to computers, attempting fraud or
terrorism, for fun purpose, etc.

w
™)
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rFoIIow #SSOIndia to Expand Your Cyber Security ngw

Portfolio é@j
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https://[twitter.com/SSOIndia
https://www.facebook.com/SSOIndia2

https://www.instagram.com/ssoindia/
https://www.linkedin.com/in/sso-india-1421a4254/
https://www.youtube.com/channel/UC1XIL2kndUEK8I9aRHg1Stw



https://twitter.com/SSOIndia
https://www.facebook.com/SSOIndia2
https://www.instagram.com/ssoindia/
https://www.linkedin.com/in/sso-india-1421a4254/
https://www.youtube.com/channel/UC1XlL2kndUEK8l9aRHg1Stw

V" Websites : GZ@

https://www.mygov.in/staysafeonline
https://www.staysafeonline.in/

FOLLOW US
Q0 0O | ©
Youtube Twitter Facebook Instagram Linkedin

@ssoindia @ssoindia @ssoindia2 @ssoindia @ssoindia

A H

Pinterest Telegram Snapchat ShareChat Koo App —
@ssoindia  @ssoindia @ssoindia  @ssoindia  @ssoindia

@



https://www.mygov.in/staysafeonline
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Let us contribute towards making
INDIA
as a Cyber Aware-Secured Nation




