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in 

Cyber Space 
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We Live in an Interconnected World 
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Which is At Our Fingertips

Source: https://www.globaldataexcellence.com/wp-content/uploads/2017/02/Global-Data-Excellence-Data-governance-market-report.jpg
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At The Click Of The Mouse…

Super Market

Entertainment

BankingTravel

Socialising Knowledge
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Internet brings tremendous social 
possibilities, opportunities 

but also  
responsibilities

 
Are WE ready to seize 
opportunities & face 

challenges in this new 
world?
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Realities & Challenges

Though Interconnected world has made 
our lives –Easy and Interesting  
§ Unsafe
§ Open to Misinformation 
§ Vulnerable to Financial Frauds  
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Have you or any of your friend 
received links on the email or text-

§ Promising rewards, free gifts/ holidays
§ Urgent messages asking you to pay the electricity/ phone/ 

cable bill through a link, else the connection will be 
discontinued

§ Complete KYC else account will be closed
§ Service message asking you to click OK else phone will shut 

down
§ Latest message – Homeowners being asked for  click on the 

OK button as government is coming up with new policies. 
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Real OR Fake
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Real OR Fake

After Rashmika Mandanna’s
DEEPFAKE video, rumoured 
couple Sara Tendulkar and 

Shubman Gill’s morphed image 
goes viral on internet

Tiger 3 actress Katrina Kaif falls 
victim to deepfake!
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Deepfake fraud
How can we stay safe from it?

• Deepfakes are realistic-looking but fake images, voices or videos 
generated via AI. 

• Videos and Pictures are morphed and synthetic voice, actions inserted

• Scammers use this technology to target victims by impersonating 
close friends or family. 

• On 9 July, a Kerala man lost Rs 40,000 to an Artificial Intelligence-
based scam when someone who claimed to be a former colleague 
called him and asked for money to help a relative in hospital.
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India has 40% share in Global Digital Payment

700,000 complaints on help line no 1930 in April 2023

5.2 million mobile connections using fake documents identified in  
April-August 2023    

276 crore of online fraud using debit/credit card in 2022-23
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12.20%

77.41%

1.57%

8.79%

Social Media
Frauds 12.2%

Financial Frauds
77.41%

System Frauds
1.57%

Others 8.79%

Cyber Crime Distribution in India 
Series1 Series2
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Personal Safety
§ Keep Geo Location off 
§ Control App Permissions
§ Use Strong Passwords
§ Set 2 Factor Authentication with login 

alert notifications  
§ Avoid Public Wifi
§ Avoid Juice Jacking 
§ Don’t participate in online challenges 

like saree challenge or aging picture  
§ Recheck Privacy Settings 
§ Lost & Found USB

Data & 
System  
Security 

PersonalSafetyFinancial 

Security
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Invasion of Privacy

•Data 
•Activities 
•Actions
• Emotions 
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Privacy Settings on WhatsApp 
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Managing Settings on Facebook 
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Managing Setting on Google Account 

10/11/23 Nisha Dua, Coach & Consultant- Cyber Safety & Wellness 18



Financial  Frauds 
•OTP Scams
•KYC Scams
•Credit/Debit Card 

Frauds
•ATM Frauds
•Net Banking Frauds 
•Ransomware
•Phishing, Smishing & 

Vishing Scams
•Deepfake Frauds  

This Photo by Unknown Author is licensed under 
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https://researchleap.com/fraud-theories-white-collar-crimes-lessons-nigerian-banking-industry/
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Source: FDRC Cyber Crime Survey 2023 
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Safe-Guards
§ Never click on unknown links- nothing comes  free 
§ Do not download free or pirated software as it may 

contain malware 
§ Do not Share OTP or KYC details with anyone
§ Recheck the url of the bank website – correct spelling, 

logo & padlock with https 
§ Use 2 factor authentication
§ Recheck privacy settings on platforms and 

applications 
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Safe-Guards contd…
§ Verify if someone pretends to be your friend/family 

and asks for money
§ Block unwanted callers
§ Mark suspicious emails as spams& don’t open them
§ Log out of the Net Banking Window 
§ Use Virtual Keyboard for Logging in the Net Banking
§ Do not do financial transaction through pubic wifi 
§ Recheck, Verify and then Act 
 

10/11/23 Nisha Dua, Coach & Consultant- Cyber Safety & Wellness 23



Reporting.. 

vSocial  Reporting

vPlatform Reporting

vLegal/Formal  Reporting 

vFile a formal complaint
www.cybercrime.gov.in

vCall 1930

vCYBER SAFETY CELLS
vCHILD LINE Help Line – e Box
vCyberPeace  Helpline  - 

9570000066
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http://www.cybercrime.gov.in/
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@cyberpeacetv@cyberpeacengo@cyberpeacefoundation@cyberpeacefoundation

For assistance, contact us on our WhatsApp helpline 
at +91 957 00000 66

Or via mail at helpline@cyberpeace.net

THANK  YOU
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