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What is Al in Cybersecurity?

Al in Cybersecurity means using smart computer systems to detect, prevent,
and respond to cyber threats faster than humans can.

— - ldentifying
Analyze ” ) Identify

Studies Patterns Finds Threats

Like a teacher watches for unusual behavior in class...
Al notices unusual activity online.

© ==

Detecting Attacks Blocking Scams Responding Quickly

Cybersecurity today is not only about passwords... it is about intelligent protection.




Three Domains of Al

Computer Vision, NLP and Data Science

Computer Vision

Natural Language Processing
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Al is both an enabler of cyberé}ibg}e and a tool for cyber defense.
ho) Kot

B |



THE

ECONOMIC TiMp s

3 JULY 2025 | WWW ECONOMICTIMES.COM

F ake Al Content on Air India Crash

Poses Headwind for Regulators

A wave
of m'S'nfOI’matlon Created by generative Al, has sWarmed the internet

Arindam Majumder
& Himanshi Lochchab

New Delhi | Mumbai: Days |ﬂ| T

thecrashof irIndia Boeing 787
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sple, a preliminary investigation

‘eport was found circulating in av.
ation circles. The report, exce; pt for
N emoji, appeared genuine with
Aarious aviation terminologies, gi
Ing ita professional look
However, a closer scrutiny by tra
ted eyes eventu: revealed that
was created by an Al platform
iing details from a 2024 incident
involving South Ame-
rican airline LATAM,
giving it a convincing
look. By the time, the
Indian government re-
futed the report as fake,

India lost

to cyber fraud in 2024: Gov
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//make Al chatbots lie about health ==
, study finds

Well-known AI chatbots can be configured to routinely answer health queries with false information that
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India lostover 322,800 crore - - - Vi o <o
t() (‘;"b(‘r fl‘;] l.d i .I 202} ": (;()‘_‘ Deepfake Deception: How \I‘hn'ln! Kerala's Biggest Crypto Fraud

Al-Powered Crypto Scam Dupes

O iy, TEpebhba Syyemoiis Fnigrrrmy G ity Kerala Investors of 23,000 Crore

Crypto Ponzi Schemes Seam Ry 3,000 Crore in Northern Kerals




Al vs Al: The New Cybersecurity Battle

Al Defense

Detect cyberattacks early
Block phishing and scams

Protect banks, schools, and citizens

Al Threat

Fake Aadhaar/PAN generation

be Deepfake voice/video scams

e Al-written phishing messages

Respond faster than humans Synthetic identity fraud

The same Al that protects us... can also deceive us.

That's why awareness + verification matters.




How is Al Misused by Fraudsters?

—

|||" Voice Cloning Scams: Fake calls mimic family
members, asking for urgent money

Fake Digital IDs: Aadhaar and PAN generated by Al
to pass visual checks

Deepfake Video Calls: Look-alike face scams supervisors
into sending money

Al Phishing Messages: Convincing emails pretending to be
from banks, government

Synthetic Identities: Forged documents create new digital
personas for fraud

Scammers use Al to deeply fake the real.



Voice Cloning Scams: When Al Steals a Voice

What is the Threat?

e WhatsApp voice notes

e ".‘”'“‘Q’-'III|IMHM-
e Instagram reels '””“'Il“l

e YouTube videos

e Phone calls

Real Case Study (india)

"Help me, Appal"

Those words echoed in the ears of a retired banker from Madurai last month as his son's voice
pleaded through the phone. He recalls how the call earlier this year left him shaken. "It wasn't
the ransom that scared me; it was the thought of what might be happening to him," he said,
asking for anonymity. The ransom demand, just 5,000 rupees seemed oddly low, which made

him stop and check on his son. That's when he found out his son was safe.

Why It Works

e Emotion
e Urgency

e Trusted familiar voices

+ Key Safety Rule
Pause + Verify through another chanmel

Call back on a known number before acting.

Educator Takeaway. “Even a familiar voice may not be real anymore.”
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How to Avoid Al Voice Scams

Follow these tips to protect your personal data and finances
from Al voice scams.

o Create a Secret Word or Phrase With Your Family

9 Don’t Trust Caller ID — Even For a Loved One

e Limit Your Public Audio and Video

Don’t Give Sensitive Information To
Someone Who Calls You

6 Pay Special Attention to Cash Requests

@ Slow Down

é Report Fraud




Fake Digital IDs: When Al Creates Identity Fraud

What is the Threat? T
@_ M IOEETET foam

e Al can generate real-looking Aadhaar and == e el
: . o Anush Sharma N
PAN cards that pass quick visual checks. | |

4 PATAL UKICR NaDIA

e Fraudsters use Al-made IDs to: ‘ABCDE1234F

Open loan app accounts
Activate SIM cards

Create mule bank accounts

Use BNPL and crypto platforms

Real Case Pattern (India) Why It Works

e Visual-only checks
e Fast KYC processes
e Weak QR scanning adoption

e Human trust in printed documents

+ Key Safety Rule

Aadhaar QR verification must be essential, not optional

Shift from: “Show your ID” — Verify your ID digitally”

Educator Takeaway: Teacners should spread awareness:




How to Protect Yourself from Aadhaar Frauds

Don’t share Aadhaar images openly; use masked copy
if needed

Prefer Voter ID / Driving Licence when possible
Check authentication history on uidai.gov.in

Lock biometrics when not in use

Use Virtual ID (VID) for verification

Download Masked Aadhaar for safer KYC

Keep mobile number & email updated




Al Phishing: When Scams Look Perfectly Real

What is the Threat?

e Al can write highly convincing messages
that look like they come from:

e Banks

Your bank account will be blocked today.
Verify immediately.

e Schools

e Government services

BOBEDE |

e E-commerce platforms

e These emails/messages have:

e No spelling mistakes

WITHIN “1.2 HOURS"

e Professional tone

Ch
(= FAMILIAR BRANDING/LOGOS

e Personal details

Real Case Pattern (India) v Key Safety Rule

People often receive: Pause before you click

“Your bank account will be blocked today. Always check: Z .

Verify immediately.”  Similar email address ‘ VIrUSTOtaI

or “School fee refund pending. Click the link.” e Link authenticity “Paste the suspicious link first —
« Unexpected urgency then decide.

Victims click - OTP stolen - Money lost.

Educator Takeaway: Phishing is now Al-powered. Awareness must be stronger than trust.”
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FAKE

From: support@rnicrosoft.co.uk

Sent: 16/01/2023 11:44

To: Bob Smith <Bob.Smith@company.com>
Subject: Urgent Action Needed!

B% Outlook

Microsoft Account

Verify your account

We detected some unusual activity about a
recent sign in for your Microsoft account. you
might be signing in from a new location app or
device.

To help keep your account safe. We've blocked
access to your inbox , contacts list and calander
for that sign in. Please review your recent
activity and we'll help you secure your account.
To regain access you'll need to confirm that the
recent activity was yours.

Thanks,
The Microsoft Team

IarKe alia red <, iy i

DIFFERENCE

REAL

From: support@microsoft.co.uk

Sent: 16/01/2023 11:44

To: Bob Smith <Bob.Smith@company.com>
Subject: Unusual Sign In Activity

B4 Outlook

Microsoft Account

Verify your account

We detected some unusual activity about a
recent sign in for your Microsoft account
bo*****@company.com. you might be signing
in from a new location app or device.

To help keep your account safe. We've blocked
access to your inbox, contacts list and calendar
for that sign in. Please review your recent
activity and we'll help you secure your account.
To regain access you'll need to confirm that the
recent activity was yours.

Thanks,
The Microsoft Team
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Your Aadhaar QR
verification is pending.

|
?
Please verify only through !
the official UIDAI app. i

URGENT! Aadhaar will Q
be blocked in 2 hours.
Click here immediately: SCAM)

uidai-verification-fast.in
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Deepfake Scams: When Al Creates Fake Faces

What is the Threat?

e Deepfakes are Al-generated videos where

criminals can:

e Replace a person’s face
e Clone their voice

e Create realistic video calls

e Al can make someone appear to say or do
things they never did.

A fake Al video using a doctored clip
of Nirmala Sitharaman led h
Telongana man to jlose T22 lakh. Why It Works

Cybercrime police are investigating sdil it i tases
M - .
A SAE?RT . e Authority pressure (“boss said so”)
e Urgency + fear of delay

e Lack of real-time deepfake detection

« Key Safety Rule

Never approve payments or sensitive actions based only
on video/voice.
Always confirm through:> Official channels

» Secure internal workflow
Educator Takeaway. “Seeing is no longer believing. - Secondary verification
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Menacing world of deepfakes! [ndialostover 122.800 crore

Looming threat of deepfake technology becoming a tool for crooks on the life-simplifying Internet

e

A

eepfake has become a hot
topic of discussion every-
where these days. Even

our Prime Minister
Narendra Modi has expressed con-
cern on this issue. The anxiety is
understandable because on the one
hand, the common man is exten-
sively using the social media avail-
able on the Internet and on_the
other, terrorist organisations
around the world are also exploit-
ing it like anything. They even use

Dr Vijay Darda

social media extensively to recruit
terrorists, gather i

and
dlsseinindic; foformation.  As ‘d
result, social media platforms have
become a major cause for concern
for our intelligence agencies.
Actually, technology, like every-
thing else, has two sides t00. The
best part is that it has brought
people and the world closer. It has
elped the medical field make
mcxv(hhle progress This technol-
ogy i people’s lives. We are
wl(nessm Ihe wonders of this
technology in the sphere of educa-
tion too. Education is being
imparted even in remote villages
through the Internet. Earlier,
launching an independent edition
of a newspaper would entail estab-
lishment of a complete setup. This
would mean spending a huge
amount of money. Only those with
sound finances could launch multi-
ple editions. But the Internet has
made the expansion of editions
casy. We are already witnessing the
wonders of technology in the field
of defence and space. You might
recall that earlier if you had to call
someone, it was very difficult and
synoncive hnt tadav svervone has 2

vantages. It has made life more
pleasant and enjoyable. But just as
eating too much creates problems,
the situation s probably the same
with this technology to

Quite naturally, along with many
good things, there are some bad
ones too. These bad things are, nat-
urally, disturbing us, with the pos-
sibility of them becoming more
troublesome in future. The same
scientists who laid the foundation
of artificial intelligence (A tech-
nology are now becomin
hensive about it. The world leaders
are now insisting that different
aspects of Al should be seriously
looked into.

Deepfake is one such concern.
The name is made up of two
English words, deep and fake.
Deepfake refers to a fake video that
has been made with depth, i.e. in
such a way that it is difficult to
detect. It can also be called an
advanced versinn of mornhing

we must also be cautious of

more harmful are justified. The
debate over this apprehension
erupted recently after a deep fake
video of actress Rashmika
Mandhana went viral on the
Internet. This was followed by sur-
facing of such videos, purportedly
deep fakes, of Kajol and Katrina
Kaif. After that, Prime Minister
Narendra Modi too said he has been
shown singing garba in an online
video. More such bogus videos are
available online. Deepfakes pose an
imminent danger to the digital age.
Therefore, this must be stopped at
all costs.

Deepfake videos are made using
Al and Machine Learning software
in such a way that it is impossible to
distinguish between the real and
the fake. Anyone’s voice can now be
precisely replicated using voice
cloning software and it sounds
exactly like the original. Many
people recently received a video of
2 sirl wishine thom 2 hanny hirth-

Retd IPS officer’s deepfake

used to blackmail sr citizen

Avishek.Kumar
@timesgroup.com

Ghaznabad Underlining the

(threat) from (Al-generated)/de-
epque% criminals created a

There are _still
numerous_similar
apps available on
the Internet which
can be used to
make such videos.

Even though we
are  discussing
deepfakes in India
now, porn videos
of several celebri-
ties were posted in
America roughly six years back.
There hasn't been a case of a deep
fake porn video of an Indian celeb-
rity yet, but it wouldn't be surpris-
ing if one appeared. This can be
done on any porn video by combin-
ing anyone’s face and cloning their

ice!

We continue to indiscriminately
post photographs and videos of our
personal lives on social media. We
must exercise caution while posting
any image or video. Not only that,
we should be_cautious about the
websites we visit. There have also
been instances where a person’s
picture, along with the porn screen,
is captured in the camera, increas-
ing the potential of blackmailing
him. Cyber fraud is becoming
increasingly common. Cases of
cyber frauds have surged threefold
in the last five years.

If deepfake videos become a
weapon of criminals, you can easily
understand how dangerous and vol-
atile the situation will become. If
you wish to keep the situation from
getting out of hand, you must first
overcome your own fear. Anyone
who discovers a deepfake video
should immediately file a com-
plaint with the police cyber cell.
Why worry about defamation if the
video is fake? So, be cautious while
using social medial

The author is the chairman,
Fditorial Roard of Lokmat Medic

—GOT VIDEO CALL

> Arvind Sharma recently
frbought his first smartphone
and opened Facebook A/C

> On Nov 4, he ahswered a

video ITeaturan'nhe face and bt

voice of a retired IPS officer
in UP Policelto extor t}a senior

citizen. Scarqu the 76-year-

old man made Tepeated|pay-

Facebook v video call. Sharma

DeepFake Video

disconnected the call after
seeing ajnudé woman |

> An hour later, he got a
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From black and white memories of
great-grandparents to iconic figures
like Bhagat Singh, here’s how deep
fake turns into @ modern ‘Ouija Board'
breathing ‘life’ within the dead

ANDREA CUTINHO

For the past few months,
the Artificial Intelligence
(A driven deopfake
slague has been in the news for
Al the wrong reasons. Several
wlebrities  and  politiclans
icreamed foul about their deep-
akes (scams and video hoaxes)
fowever, deepfake has emorged
18 a tech-powered ‘Ouija Board'
[aka spirit board) breathing 'life’
into ‘still' photos of old family
albums complete with graceful
smiles, blinks and winks.
Yaswanth Sal Palaghat, a
Hyderabad based content creator
and Youtuber created a Youtube
video of himself using the Deep
Nostalgla app to convert his
childhood photo into a convine
ing reality. Speaking about his
experience  with the app,
Yoswanth quips, “T was curjous
10 explore my chilthood along
side old photos of my grandfa
ther and late relatives. 1 was
amazed by the near accurate
results bringing cherished mem
orfes to life.”

VIRTUAL TIME MACHINE

While time machines still exist

In La La Land, deepfake has

challenged the notlon of acting

s a virtual time traveller in
manipulating still photos to
crack a smile. According to Dr.
Shreeram Iyer, Group Chairman
and CEO, Prisma Al “Within
virtual  ancestry,  deeplake
breathes life Into family figures
and cherished moments, offering

— S
Deep fake picture of Actor Jennifer
Lawrence

A smiling Bhagat Singh and Swami Vivekananda using Deep Nostalgia

BREATHES LIFE INTO FAMILY FIGURES AND

i M=

CHERISHED MOMENTS, OFFERING A WAY
TO RECONNECT WITH THE PAST."

= DR, SHREERAM IYER,

\\ Group Chalrman & CEO, Prisma Al

1o reconnect
with the past study by The
International ~ Journal  of
Research Into  New Media
Technologies reveals that Deep
Nostalgla, a brainchild of the My

Herltage App Is powered by a
sophisticated deep learning algo-
rithm from DD which adeptly
pairs each uploaded photo with a
sultable ‘driver’ video for con
vincing animations, Applica

BACK 10 LIFE

manigulate stil photos

$ince the Covid- 19 pandemic

+Deep Nostalg, DeepFaceLab, Relace 4nd Rumway aré SOMe 3905 10
'lmﬂoﬂqumhemﬂmummmﬁm

-  The trend to re wpvm death, loss, and connection has Increased

i
+5547% surge In deeptake videas was found onkee comgared to 2019

20) State of Doeplake Report

«42% of user-friendly deepfake tools receive 1 crore monthly searches

tions like Deep Nostalgla main-
tain strict confidentiality of user
data. Through an analysis of key
features such as head orienta-
tion, the algorithm blends the
photo with a compatible blue-
print video, resulting in a realis-
tic anfmated outcome.

REAL-LIFE EXPERIENCES

A study conducted by Beaunoyer
and Guitton 2020 reveals that
the necessity to reevaluate
death and loss has become
Increasingly intense since the
Covid19  pandemic. Anusha
Yadav, a photographer and
founder of Indian Memory
Project who used a deepfako web:
page for one of the photographs
of her late father says, “Having
not seen him for 35 years, the
attempt to animate his eyes and
body was Interesting, However,
the outcome was disappointing as
it was a mere machine-generated
movement used for every photo:
graph and lacked his natural
essence.”  Muktabh  Mayank
Srivastava,  Cofounder  of

T

MACHINE-GEN-

ERATED MOVE-

MENT USED FOR
AND

EVERY PHOTOGRAPH

LACKED HIS NATURAL
ESSENCE"

~ ANUSHA YADAV,

and i

Indian Memory Project

“IVMS

Parallel Dots tried the technology
on freedom fighter Chandrashe
Khar Azad, “In a world where no
one has seen him in real life, we,
like the algorithm, can guess.
Generative Al alms for believabll
ity, not necessarily the truth.”

THE ETHICAL IMPLICATIONS

Actors Rashmika Mandanna,
Katrina Kaif, Alia Bhatt, and PM
Modi were all victims of deep-
fake videos, Worse still, a 73
year-old man In Kerala lost 240
Lakh to an Alenabled deepfake
fraud

On November 8, the Indian
government directed ‘social
modia Intermodiaries’ to re
move deepfake videos from their
platforms within 2436 hours of
a flled complaint. However,
India lacks specific regulations
to penaliso deepfakegenerated
Images of ancestors or Iconie
figures. As regulations on the
internet tighten control over
deepfake content, the future
appears to foster a benign out
look for the technology.



Digital Arrest Scams: When Al Impersonates Authority

What is the Threat?

e Fraudsters use Al to impersonate:

e Police officials
« ED / CBI officers

e Bank investigators

e Government authorit:es

e They create fake voice calls +
video backgrounds to look official.

Real Case Pattern (India) o

Victims receive calls like:

+ Key Safety Rule

e “Your Aadhaar is linked to a crime.”

e “You are under digital arrest.” No government agency demands money over phone/video
e “Transfer money now to verify your account.” Always:
People panic and send money immediately. » Disconnect the call @ cybercrime.gov.in
« Verify through official channels
Why It Works ’ e Report immediately

e Fear of police/legal action
e Urgency + intimidation

Educator Takeaway: Fear is the biggest weapon. Awareness is the best defence.
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Tuesday, September 30, 2025

Elderly couple loses
I70L in ‘digital arrest’

Fraudsters posed as IPS officers and NIA officials, keeping the senior

citizens under 24/7 video surveillance to extort huge sums of money

| Apoorva Agashe
apoorva.agashedstimesofindia.com

hree people have been booked by
the RAK Marg police for allegedly
subjecting an clderly couple to a
digital arrest” and defranding them
of Rs 70 lakh. The accused report
edly Introduced themselves as 1S officer
Sadanand Date and other law enforcement
officials
The matter came to ight on September 29
when the victim, & 73-vear-old former MD of
a reputed company, approached the police
station to Jodge an FIR after realising he had
been duped over a period of four days
According to the FIR, the ordeal began on
September 25 when the victim received a call
from a woman who introduced herself as
Vinita Sharma. She told the victim that his
phone number was allegedly involved in an
Investigation related to the terrorist attack in
Pahalgam and claimed that prominent bulld-
ers, industrialists, and administrative officers,
Including him, were involved. She threat
ened that all his bank accounts and mobile
numbers would be frozen unless he reported
to the Anti-Terrorism Squ ATS) office in
New Delhi. She further stated that the inves
tigation would be handled by the National
Investigation Agency (NIA) with the investi
gating officer being 1G Premkumar Gautam

Callers told the couple that
their number had been
used in the terrorist attack
in Pahalgam, adding
prominent industrialists
were also involved

The victim initially ignored a few calls but
then panicked, “1 then received acall, and the
caller introduced himself as 1G Premkumar
Gupta. He further said that my name had
appeared in the investigation related to the
Pahalgam attack and that an FIR would be
registered under the Prevention of Money
Laundering Act (PMLA). He then asked lor
my wife's number and placed us under digital
arrest, He even showed me the arrest warrant
with my photo to gain my trust,” he told the
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digital surveillance, monitored through a
24/7 video call, and instructed to shut off all
other edectronic devices

Om September 26, a man impersonating
IPS Sadanand Date told the victim that he
could be booked under PMLA and demanded
a payment. He coerced the victim into mak
ing a Real-Time Gross Settlement (RTGS)
transfer, assuring him that an acknowledge
ment would be issuced by the RBI

On September 27, the couple was informed
that their numbers would not be securitised
and that they were “free.” They received the
acknowledgement from the RBLand made the
final payment on September 28

The RAK Marg police confirmed that the
couple was defrauded of Rs 70 lakh and that
the complainant had panicked into register-
ing an FIR

“We received the information, and the
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« Police do not arrest anyone online,
Beware of digital threats.

« Never share your OTP or banking
detalls with anyone,

« If you suspect online fraud, call 1830
immediately.

« Avold answering calis from unknown
numbers.

believed them as the accused had taken the
name of IPS Sadanand Date (the NIA chief)
We have registered an FIR, and we are inyes
tigating the matter,” the police sald

Theee people have been booked BB
tions of the IT Act, section 204 (pEESER, %
a public servant), and other relevatibseetion” .
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T9cr lost to 21 digital arrest scamss till Mav this year
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Senior citizen
loses T2.6cr in
digi arrest con

Pune: A 71 ycarold mman of
Erandwoana lost Rs 26 crore
between NMavy 1S Julyv il in
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SCAM !

Bank Manager Duped in
50 Lakh Digital Arrest
Scam: Stay Vigilant!

In Mandya, a Bank of Baroda manager
lost F50 lakh to cyber fraudsters
posing as CBI officials. They accused
her of money laundering, manipulated
her through fear, and made her
transfer funds — all under the guise of
a 'digital arrest.’
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Re rt such scams on Sanchar Saathi

Source: www.thehansindia.com



What is the Threat? Real Case Pattern (India)

e Al can generate
completely fake identities
using:

e Fake Aadhaar/PAN + photo

e Ai-generated faces

e Fraudsters create “mule accounts”
to move stolen money quickly.

e Because the identity looks valid,
the account passes basic KYC.

Why It Works

e \Weak or rushed verification

e Document-based KYC without
liveness checks.

e Fake digital footprints

e These identities are used to create:

e Mule bank accounts

e Lack of Al-aware fraud detection
e Loan fraud accounts

« Money laundering channels e Criminal networks using many accounts

Real Case Pattern (India) India’s Response

RBI has introduced MuleHunter Al

to detect and eliminate
mule accounts.

Fraudsters create “mule accounts” I
to move stolen money quickly.

e Because the identity looks valid,
the account passes basic KYC.

Key Safety Rule

~ Identity verification must include:
e QR validation

e Biometric/liveness checks

Educator Takeaway:
Fraud is no longer about one scammer...

e Backend record matching.

It is about Al-powered fraud networks.



https://this-persondoesnot-exist.com/en
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Random Face Generator (This Person Does
Not Exist)

Generate random human face in 1 click and download it! Al generated fake person photos:
man, woman or child.

Gender: Ethnicity:

Age:



https://this-person-does-not-exist.com/en
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Security expert cautions against|
hreats in 202

SHIELD: Al cyber defences
& humanoid robot in focus

Times News Nerwork

Shield ’26 Al-powered
cybertools launched
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Now, cybercriminals are using large
language models to draft emails that

readily available on the dark web, Al
canidentify these datasets, map ema-

> “Al-driven fraud campaigns are

also expected to surge. With vast.

. tions alone. Attacks on other
ries for revenue generation?
likely toincrease,” he noted.

Ayushm

years  ago, ‘based anti-fraud programs.
to L2017 crore  Up to 0.18% of the total

have been levied on indivi-  authorised
hospitals (service F: have
ers) as part of the Ayush-  fraud.
man Bharat Pradhan Man- “Besides
i Jan Arogya Yojana checks, s
(ABPMJAY) antifraud imelligence (AD) has now  Up t00.18% of hospital
drive. Data with the Health  made for a comprehensive  admissions under the scheme
Ministry viewed by The solution to detect  were confirmed as fraud.
Hindu reveals that of this, fraud proactively by deve-
9.5 crore has been reco- algorithms that can  person from the Ministry
wvered. be used on large volumes  noted. ]

In addition, 5.3 lakh Ay-  of data 10 identify suspect X , the Nation-
ushman cards have been  transactions and entities,  al Health Authority (NHA),
disabled, 210 hospitals de- and risk-scoring of hospi- the implementing agency
empanelled, and 188 hos-  tals and claims,” a spokes-  of AB-PMJAY, issued a com-
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Bharat embraces Al to tackle fraud
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