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Learning Goals

▪ Gain confidence and trust to engage in Digital Activities.

▪ Develop ownership to expand your own Digital Activities safely and responsibly.

▪ Advocate others about pursuing Digital Activities safely and responsibly.



Digital Trust

Digital trust means having confidence in technology

and services, as well as the organizations behind

them. Trust means confidence in the organizations

to protect our interests and uphold important

values



Building Trust in Digital Society

Some of the common activities we do before we sleep or as soon as we wake up.

▪ Catch up on the latest news trends on your device.

▪ Browse through stories, posts, or updates on social media applications.

▪ Play a game on your device or listen to songs.

▪ Continue a pending movie or series.

Whether you know it or not, you have already started your day in the Digital Society.



What is a Digital Society?

In today's world, technology plays a significant role in our

daily lives. It has become essential to our routines, from

online shopping and bill payments to relying on GPS for

navigation. It influences how we communicate, work,

learn, and entertain ourselves.

We are living in a Digital Society.



Technology impacting our daily lives

Government Services Biometric System Convenience Enabling 
Services

Hybrid Work

Governments provide 
citizens with essential 
services such as 
healthcare, education, 
and social security. 
Digitalization makes these 
services more accessible, 
cost-effective, and 
efficient.

Example - The Digi 
Locker platform allows 
citizens to store and share 
their documents online.

Biometric systems use 
unique physical 
characteristics like 
fingerprints and retina 
scans to identify and 
verify people.

Example – Fingerprint 
scanning, Iris Recognition

Everyday tasks can be 
made more accessible 
with convenience 
services. Many of these 
services are now available 
online due to 
digitalization.

Example – Online 
Shopping, Mobile 
payment system, online 
food ordering and 
delivery

The hybrid work model 
allows employees to work 
both in the office and 
remotely, allowing them 
to divide their time 
between the two. With 
digitalization, 
implementing this model 
has become more 
accessible.

Example – Video 
conferencing etc



Why is Digital Trust needed?

Digital Trust is like this but for online services. You need to trust that your website or
application is secure and that your personal information will be protected.

Establishing and maintaining digital trust is essential for Privacy, Security, and Digital
Services. Both individuals and organizations must prioritize building trust in their digital
interactions.

Scenario 1 Scenario 2

When you visit the doctor, you must trust that they will keep 
your medical information private and secure. You must also 
trust that they will provide accurate and reliable medical 
advice.

When you visit any bank to open an account, you must 
trust that they will keep your personal information 
private and secure. You must also trust that they will not 
share your name, number, address, etc., with anyone 
without your consent.



How can we build Digital Trust?

Transparency

• Be open and honest about handling 
data, security practices, and privacy 
policies.

• Communicate what data is 
collected and why. Also, how it will 
be used and how long it will be 
retained.

• Provide users with options to 
control their data.

Strong Security

• Implement robust security 
measures to protect data from 
breaches and unauthorized access.

• Use encryption, firewalls, multi-
factor authentication, and other 
security technologies to safeguard 
sensitive information.

Build Awareness

• Educate users about online security 
best practices, such as creating 
strong passwords, avoiding phishing 
scams, and being cautious about 
sharing personal information.

• Change passwords regularly.



How can we build Digital Trust?

Address Concern

• Respond promptly and 
professionally to user concerns or 
complaints about data privacy and 
security.

• Show that individual concerns are 
addressed seriously and committed 
to resolving issues.

Online Credibility 

• Display positive reviews and 
testimonials from satisfied 
customers to build confidence in 
your brand and services.

• This not only helps in reputation 
building and branding of the 
organization, but it also helps to 
promote or sell any product.

Secure Payment Methods

• If you handle financial transactions, 
use secure payment gateways and 
communicate the steps you take to 
protect financial data.



Role of Digital Trust in Digital Society

Confidence

• Digital Trust builds confidence 
among users when engaging in 
online activities.

• It ensures that their personal 
information and data are secure 
and not misused, encouraging more 
people to participate in the digital 
economy.

Growth

• In a Digital Society, trust in online 
transactions and financial systems 
is essential for economic growth.

• People who trust digital platforms 
are more likely to conduct business, 
make purchases, and invest online, 
driving economic activity.

E-Government Services

• Digital Trust is critical for e-
government services.

• Citizens must trust that their data 
and interactions with government 
agencies are secure and private 
when accessing services online, 
such as filing taxes or applying for 
permits.



Role of Digital Trust in Digital Society

Social Interactions

• Digital Trust shapes people's 
interactions on social media and 
other online platforms.

• When users trust the platform's 
privacy settings and content 
moderation, they feel more 
comfortable sharing and engaging 
with others.

Digital Inclusion

• Trust can help bridge the digital 
divide.

• When communities trust that their 
data is protected and treated 
ethically, they are more likely to 
access and benefit from digital 
services.

Loyalty

• Digital Trust fosters customer 
loyalty and long-term relationships.

• When users trust a brand or 
platform, they are likelier to return 
and recommend it to others.



Digital Identity

Identity. Its different characteristics, when put together, define who a person is. Think of things

like their name, race, gender, taste in music, religious beliefs, etc.

A Digital Identity is information about an individual stored or made available in a digitized online

format. Examples include social media profiles, email addresses, online shopping history, etc.



Digital Identity

Understanding that an individual's Digital Identity comprises publicly available and private
information is crucial.

Publicly Available 
Information

Publicly accessible data includes 
information from social media, public 
records, and other public sources. This 
information contributes to a person's 
digital identity.

Example: Professional background, 
educational records, etc.

Private Information

Private data is information individuals 
keep confidential and share only with 
specific entities or individuals.

Example: Personal emails, private 
messages, and information shared 
within closed social media groups.



Ensuring safety of your valuable data 
Three ways of keeping information secure

Technical measures
• Using technology and tools to protect personal information.
• Keep software up-to-date, don't download files from unknown senders, etc.

Behavioural practices
• When staying safe online, we must be mindful of our behavior and how we share and handle personal 

information. 
• This means adopting safe online practices and being cautious with our online activity.
• Avoid posting private data like house addresses, card details, confidential documents, etc.

Monitoring and Reporting
• Monitoring and reporting involve monitoring accounts and online activities for signs of unauthorised

access or suspicious behaviour.
• In case of digital fraud or cyberbullying, report the matter to the concerned authorities.



Session – Key Takeaways

The following are the things learned:

• Technology has revolutionized our lives. We use digital devices to access information, connect 

with others, and complete tasks. But we must use technology responsibly to avoid privacy and 

ethical issues.

• Trust is critical to a safe digital world. Reliable providers and systems ensure seamless functioning.

• It is crucial to exchange information and create a secure digital identity.


