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About C-DAC

• Centre for Development of Advanced Computing (C-DAC) is
the premier R&D organization of the Ministry of Electronics &
Information Technology (MeitY) for carrying out R&D in IT,
Electronics and associated areas.

• Established at Pune in 1988, developed India’s first
Supercomputer ‘PARAM’.

• Now spread over 12 cities about 3,600 employees.

• Application oriented R&D in Project mode.

• Supported by MeitY through GIA and Project modes.

• Engages with other Govt Departments for development of
specific solutions in Project mode.
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Thematic Areas

High Performance 

Computing, Grid & Cloud 

Computing

Multilingual Computing & 

Heritage Computing

Professional Electronics 

including VLSI & 

Embedded Systems

Software Technologies, 

including FOSS

Cyber Security & 

Cyber Forensics
Health

Informatics

Education & 

Training
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Cyber Aware Digital Naagrik
Digital naagrik or citizens are people who are actively engaged in the 

digital world for their day to day activities

Objectives of ISEA’s Cyber Aware Digital Naagrik Program:

Role-based awareness and progression pathways

 Interactive programs for Cyber Kid, Cyber Cadet, Cyber

Women and Cyber Trainer

 User engagement competitions, quizs, Cyber clubs

Amplifying multilingual awareness content, and

resources

 Website, Handbooks, posters, cartoons, videos, curricula

resources

Proliferating mass awareness activities

 Awareness workshops and awareness weeks

 Print, Electronic media, and Community Radio

 Social media platforms & cyber fitness/awareness apps
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Safe socializing online refers to engaging in online interactions while taking 
measures to protect 
• Privacy, 
• Personal information, and 
• Overall well-being. 

Aware of potential 
• Risks and 
• Adopting responsible and secure behavior when using various 

• Online platforms, 
• Social media, 
• Chat applications, 
• forums, and other digital spaces

Safe Socializing Online 
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Advantages and Disadvantages of 

Social Networking
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Advantages:

● Connects people globally.

● Facilitates professional networking. 

● Enables real-time information sharing.

● Supports learning and information exchange

● Raises Awareness

Disadvantages:

● Privacy concerns.

● Risk of cyberbullying.

● Can promote misinformation.

● Potential for addiction and reduced face-to-face interactions. 

● Losing Focus
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Social Media Addiction

Social media addiction refers to excessive 

use of social media platforms

● Leading to a dependency that interferes 

with life activities. 

● Similar to internet addiction, where one's 

emotional wellbeing is tied to online 

interactions & validation.

● Can affect social skills, productivity & 

mental health.
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Negative Effects of Social Media

1. Depression

2. Anxiety

3. Isolation

4.Low self esteem

6.Disrupts daily routine

7.Stress

8.Envy

9. Loss in productivity

5.FOMO (Fear of Missing Out)
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1

Assess your usage or    

time spent on social media.
Set boundaries

2

Create digital free zones

3

Indulge in healthy 

hobbies/pass time activities

4

Mindful Measuring of Social Media Addiction - Staysafeonline

Tips to manage and control usage of Social Media

https://www.staysafeonline.in/assess-socialmedia-addiction
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• Who is viewing the social media information ?

• How is Social Media information accessed?

• For what purpose is the social information used?

• What are the criteria one uses for making judgements about 
social media information?

• What is the nature of “relationships “ in Social Media 

Ethical Questions can be categorized according to 5 Primary criteria
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User data 

in 

Social 

Media 

platforms  
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Ethical Issues of Social Media – Data Gathering 
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•Don't post private information such as my home address, private pictures, phone number, 
or credit card numbers publicly on social media
• Review  social media privacy and Security settings 
•Avoid quizzes, games, or surveys on social media that ask for sensitive personal information
•Cautious about the permissions I accept for all the apps I use
• Computer and phone locked with a password or PIN
• Take care not to disclose private information when using public Wi-Fi
• Understand that using a Virtual Private Network or VPN – especially when using public Wi-
Fi – helps to maximize my privacy
• Make sure any online transactions I make are via a secure website – where the URL starts 
with https:// rather than http:// and there is a padlock icon to the left of the address bar
•Share information about online privacy with family and friends to help keep them safe

Ensuring privacy
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What Personal Information You Share on Social Media
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Be careful while accessing online content and app downloads

With access to a vast variety of content, as

responsible digital citizens we should be aware of

copyright policy and be careful to follow it

downloading applications, music, software etc., from

the internet.

• Copyright is a form of legal protection for the

intellectual property rights of authors of original

works.

• While using the internet, one should be aware

and consider the same.
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Photographs can be taken, altered and distributed on other websites

Exploitation of personal information, identity theft

Cyber stalking, social phishing, cyber bullying

Blackmail

Illegal content

Age-inappropriate content

Exposure to sexual content

Risks 
through 

SNS 
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Younger generations tend to be more trusting

More trusting when someone is a “friend”, even if they‟ve 
never met in person or have a very brief meeting

Revealing private information

Adding people they don‟t know

Arranging meetings with online social contacts

Believing people are who they say they are on their SNS

Reasons for 
SNS Risks 
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WhatsApp Security 

• WhatsApp is the favorite medium for hackers. 

• Malware scripts embedded in photos & videos received 
on WhatsApp can access your media gallery, contacts, 
etc. and transmit them to remote servers.

• There is a simple way to protect oneself from such an 
attack. 
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WhatsApp Security
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Setting password
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Two Step Verification on WhatsApp should also be enabled 
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Offences 

and Frauds 

in Social 

Networking
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Privacy Settings: Review and adjust the privacy settings on your social media accounts. Limit the
• Information visible to the public
• Only share personal details with trusted individuals.

Selective Sharing: Be mindful of the information you share online. Avoid sharing sensitive details
like
• Home address,
• Phone number and email ID
• Financial information unless absolutely necessary.

Strong Passwords: Use strong, unique passwords for your online accounts.
• Avoid using easily guessable passwords
• Combination of letters, numbers, and special characters.

Tips to ensure a safer online social experience
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Two-Factor Authentication (2FA): Enable 2FA whenever possible to add an
extra layer of security to your accounts.

Be Skeptical of Strangers: Exercise caution when interacting with strangers
online.
• Not everyone may have good intentions,
• Avoid sharing personal information with people you don't know well.

Think Before You Click: Be cautious about clicking on links or downloading 
attachments, especially from unknown sources. 
• Phishing attempts or contain malware.

Tips to ensure a safer online social experience
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Regularly Update Software: Keep your computer,
smartphone, and apps up to date with the latest
security patches. Regular updates help protect
against potential vulnerabilities.

Monitor Your Online Presence: Periodically review
your online presence. Conduct a search on yourself
to see what information is publicly available and
make adjustments as needed.

Report and Block: If you encounter suspicious or
harmful behavior online, report it to the platform
administrators.

Educate Yourself: Stay informed about online
safety practices and evolving threats.
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Call  ☎️ 1930
(Helpline number) 

to register any complaint 

about cybercrime.

You can also file your 

complaint 📝 online 

through 

www.cybercrime.g

ov.in

You can also file 

your complaint at the 

nearest police 

station

👮

03 

01 02 



Follow #SSOIndia to Expand Your Cyber Security 
Portfolio

https://twitter.com/SSOIndia

https://www.facebook.com/SSOIndia2

https://www.instagram.com/ssoindia/

https://www.linkedin.com/in/sso-india-1421a4254/

https://www.youtube.com/channel/UC1XlL2kndUEK8l9aRHg1Stw

https://twitter.com/SSOIndia
https://www.facebook.com/SSOIndia2
https://www.instagram.com/ssoindia/
https://www.linkedin.com/in/sso-india-1421a4254/
https://www.youtube.com/channel/UC1XlL2kndUEK8l9aRHg1Stw


Websites : 
https://www.mygov.in/staysafeonline
https://www.staysafeonline.in/

https://www.mygov.in/staysafeonline

