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= INDIA TODAY

Delhi Police nabs cyber stalker for harassing, issuing death
threats to woman

Rizwan Ansari, a 30-year-old man from Delhi, was arrested by the police for cyberstalking
and for threatening a woman on Facebook. He allegedly used abusive language and

PBATIA T B > 1T, HILAe HifSam ur @2 il Rl
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For more information, follow CYBERDOST on €@ DO
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Pedophiles ‘cyber grooming’ children for pornography
Soumitra Bose / TNN / May 28, 2020, 04:56 IST

_ Nagpur: Maharashtra cyber intelligence and
analytical cell has issued an advisory, warning
parents regarding paedophiles ‘cyber grooming”
TH E UGLY children for pornographic posts by luring them
with various incentives and offers. The HAATH g
.ﬂ SIDE government of Maharashtra has launched m a 311_5‘ ﬁ@ ﬁaaﬁ'
. ‘Operation Blackface’ to tackle such child 15 9Tcd Eﬁ Qﬁ?ﬂ ﬁ ﬁ'ﬂT m-m 5T 4 F‘ﬁ m

pornography.

Hier® BRI & AU CYBERDOST B ® DO OO v wiF) 3

A steep rise in browsing of pornographic posts
during lockdown following Covid outbreak has brought with it the peril of vulnerable children falling

prey to paedophiles.
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STOP. THINK. ACT

Think before
you connect

Not every request Share with someone
is a 'friend' request you trust

FOR MORE INFO, FOLLOW CYBERDOST (&) oN Q@OQ0O®

/

Beware of
unknown/shady profiles

Feel uncomfortable?
Talk to someone trusted

Need help?
Call®©1930 or
visit cybercrime.gov.in

Child Helpline number:
©1098

Share your issues
with confidants.
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Shady Bets: How to Protect
Yourself from Gambling
Fraud Online

Int’l gang involving Rs 190c¢cr gaming apps scam busted; 11
held

Varanasi: Busting an international gang of cyber
fraudsters, who duped people of over Rs 190 crore
through various gaming apps, Azamgarh police
arrested 11 of its members and recovered Rs 35
lakh cash from their possession.

The police also ensured freezing of over Rs 2 crore
deposited in 169 bank accounts belonging to the
gang. A total of 71 cases have been lodged
against the gang across the country.
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For more information, follow CYBERDOST on @3 0O 0
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GOT A JOB IN
CAMBODIA

MYANMAR, Lao PDR?

CYBER SLAVE

AND BE FORCED TO COMMIT CYBERCRIMES

¥ TRUST VERIFIED/GOVERNMENT AGENTS.

¥ PLEASE VERIFY THE OFFER CAREFULLY. - - -
@ CHECK DETAILS OF WORK VISA. Operation Cyber Slaves: Stories of "Golden
¥ RESEARCH THE ORGANIZATION OFFERING THE JOB. - - -
Triangle”. network of fake job offers
India Today's special Investigation Team managed to track dowmn some of the survivors of

the cyber slave camps in Southeast Asia. and recorded their stories. These are cautionary
rouowcresroostom: [ in [ 26 o L] 2] tales for all those tempted by dubious job offers from the "Golden Triangle'.




Senior citizen from Bangalore joins training
session online to learn stock investment, ends
up losing Rs 6 crore

A senior citizen from Bangalore was duped into losing Rs 6.41 crore through an elaborate
online investment scam. The fraudsters, posing as investment trainers, lured the victim
via WhatsApp with promises of high returns and professional stock market insights.
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 Pune |
Online Matrimonial Fraud: Pune Woman Loses

Rs 27 Lakh to Fake Groom

Kondhwa, 14th February 2025: A case of financial fraud through a matrimonial
website has surfaced in Kondhwa, where a woman was allegedly deceived of 327
lakh by a man she met online. The victim has filed a complaint against the

accused, Amit Chavan, at the Kondhwa Police Station.

Man cheats 500 single people using fake
matrimonial sites: Modus operandi revealed

The fake matrimonial websites were promoted on social media platforms such as
Facebook and Instagram, using photos of women downloaded from the internet to
fabricate enticing profiles.

indi
matrimony




Elderly woman loses %20 crore to 'digital
arrest' fraud; 3 held & 5
One of the fraudsters posed as a 'CBI officer' to extort money from the woman adding three persons have

been arrested in connection with the crime which took place between December 26, 202 and March 3
this year

Published - March 20,2025 05:38 pmIST - Mumbai

82-Year-0ld Woman Falls Prey To Digital Arrest Scam’
In Ghaziabad; Gets Duped Of Rs 9 Lakh By Fraudsters
Posing As Mumbai Police

An 82-year-old woman from Indirapuram, Ghaziabad, was digitally arrested by some
frauasters posing as Mumbai Police officers, who defrauded her of Rs 9 lakh.



Notarized Supervision Acknowledgement

Issued by: Notary Public of New Delhi
Supervised Personal® =

Case No: 013882024

Hereby confirm received a total Sum of Rs. 50,000

From: M W Aadhaar No. 578 35,
To the supervised personal’s concern, these assets is now under notary public
supervision for asset investigation, proceed by the special crime team of Central

Bureau of Investigation, the inspection is now on proceeding.

Investigator In Charge: Prashant Wholesaler

Date: 30.03.2024
Account No. 2590 0487 3250

Time: 01:02 PM
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Bengaluru Residents Duped Of Rs 95 Lakh By © oo -
Deepfake Videos Of Narayana Murthy And Mukesh -
Ambani

Recently, Bengaluru witnessed a concerning
instance of cyber fraud involving deepfake videos
of two prominent Indian businessmen: Infosys co-

@mmﬁmme%mﬁm founder N. R. Narayana Murthy and Reliance
2l Industries Chairman Mukesh Ambani. As per
3PR ot STqth 7 3MIe! . . :
i e & a1 ¢ 1930 reports, these fraudulent videos were used as bait AN ‘ [
L e to deceive two individuals, leading to collective Put in Rs 21.000 in Feb]‘uary you
financial losses amounting to approximately Rs 95 can earn Rs 1,700,000 in 28 da*s
lakh.

Learn more >
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child sexual abuse material

View all comments

@ cyberdostidc &
‘00 J1 GOOD NEWS - Political News
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25 arrested in global hit against Al-generated

Europol has supported authorities from 19 countries in a large-scale hit against child sexual
exploitation that has led to 25 arrests worldwide. The suspects were part of a criminal group

whose members were engaged in the distribution of images of minors fully generated by
artificial intelligence (Al).
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Threatened by sextortionists, teen Kkills self
VIDEQ: Agra Teacher Dies Due To Heart Attack Following Digital Arrest Scam; Gets Fake Call Claiming TN/ Updated: Jon 2, 2024, 11:43 1T (o) T

Daughter Caught In Sex Racket O ) om0 o 15y boy o s

¥ by
The woman could not bear the news and suffered heart attack and dlied. The incident was caught on the CCTV camera insta//el Student dies by suicide after falling victim to cyberfraud
inside in her house and the video of the incident is gaing viral on social meglia. TNN / Jun 18, 2024, 04:22 IST (> sare | [rortowus @ |l o,

Scientist Duped Of ¥ 71 Lakh After "Digital
Arrest’ By Fraudsters In Madhya Pradesh: Cops

Digital arrests are a new method of cyber fraud in which fraudsters make audio or video calls, pose as
law enforcement officers and confine victims to their homes to scam them.

Bengaluru: A 20-year-old college student allegedly § ., .
died by suicide in her hostel room Sunday night.
She is suspected to have taken the step after

losing a few thousand rupees to a cyberfraud.

The deceased, Pavana from KGF in Kolar district,
was a first-year BSc student at Maharani Cluster

University. Citing preliminary investigation, police
ndia News | Press Trust of India | Updated: October 05, 20241215 am 15T

said the hostel staff found Pavana hanging in her

room at midnight.

Mews | Cities / Pune / After ‘sextortion calls demanding Rs 31 lakh, man commits suicide; probe on

After ‘sextortion’ calls demanding Rs 51 lakh, man commits suicide; probe on
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Report Suspect Data on NCRP Portal
https://cybercrime.gov.in/

/ﬁ‘ REGISTER A COMPLAINT + TRACK YOUR COMPLAINT SUSPECT DATA + CYBER VOLUNTEERS + LEARNING CORNER + CONTACT US

} SUSPECT SEARCH (MOBILE, EMAIL,
ETC.)

» SUSPECT SEARCH (WEBSITE/APP)

This facility has been created for quick reporting of Attempts m i g ious Website URLs, Whatsapp Numbers/ Telegram Handles, Phone Numbers,

Email-IDs, SMS Headers/ Numbers and Social Media URLs etc. This will be used to build up a repository for analysis and monitoring of cybercrime.

If you have become a victim of Cybercrime, please report immediately at https://www.cybercrime.gov.in/ or 1930 National Helpline Number.

State of Incident* ---Select---

What do you want to report ?

© o » 3 & @

Website URL Whatsapp Number / Phone number Email Id SMS Header/ Number Social Media URL Deepfake
Telegram Handle



https://cybercrime.gov.in/

Reporting of Content on Social Media

WIRa WeR | g e
GOVERNMENT OF INDIA | MENISTRY OF HOME AFFAIRS

cwe " National Cyber Crime Reporting Portal

E= Register a Complaint + Track your Complaint Report & Check Suspect + Cyber Volunteers + Learning Corner + Citizen Survey Contact Us

e A Y
» Report Abuse 1o social Med

» Suspect Repository +
* Report Suspect + Report Suspect to 14C
» File an Appeal with GAC Report Abuse to Social Media

Report Abuse to NCMEC

Know your Mobile connections
TAFCOP

Report Abuse to Social Media Intermediary
Citizens can report any online illegal activity directly to social media Intermediaries by using the links provided below.

O XNGcRoNoNoNaN 2

Facebook Twitter (now X) Google Instagram Telegram WhatsApp YouTube Public Koo
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X: https://x.com/Cyberdost

FB: https:/Iwww.facebook.com/CyberDostl4C/

Insta: https://Iwww.instagram.com/cyberdosti4c/?hl=en

WhatsApp: https://whatsapp.com/channel/0029Va3VAQY 8fewrOtXgMw1V

Public: https://public.app/user/profile/1ZCQuF5wrRbR9lcsrtcZgsPkYfC2

ShareChat: https://sharechat.com/cyberdost?referer=bottomNav

Telegram: https://t.me/cyberdosti4c

YouTube: https://Iwww.youtube.com/@cyberdosti4c/featured

LinkedIn: https://www.linkedin.com/company/cyberdosti4c
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CyberDost 14C

2,603 232K 98
posts followers following

Official handle of Indian Cybercrime Coordination
Centre (14C), Ministry of Home Affairs, Gol | Raising
awareness against Cybercrimes | ., 1930

(2) www.cybercrime.gov.in and 1 more
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THINK 5 2
TAKE ACTION HEPORTIANY 1 REGISTER
cyeercriMeaT . ONLINE
COMPLAINT ON
‘ CYBERCRIME.GOV.IN

FOLLOW 14C @CYBERDOST © 0@ 90

CYBERDOST

@cyberdostidc

49.5K subscribers « 896 videos

Official handle of the Indian Cybercrime Coordination Centre
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