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Components
1. Mass Awareness activities  

• Awareness workshops / Webinars
• Awareness weeks
• AIR/DD/ Community Radio programmes
• Educational TV Programs (Digi shala)/YouTube
• Mobile App (Cyber fitness/Awareness App)

2. Multilingual awareness content 
• Website, Handbooks, posters, cartoon, videos, etc.
• Leverage Print, Electronic, Social media for dissemination 

3.  Role-based Awareness & Progression Pathways
• Interactive programs for Cyber Kid, Cyber Cadet, Cyber 

Women and Cyber Trainer
• User engagement: competitions, quiz, cyber clubs

Cyber aware Digital Naagrik(stay safe online)















Basics of Network Security: Threats 
and Defense Mechanisms
Protecting Ourselves in the Digital World

By Harpreet Bawa



Why Network Security Matters?
Every 39 seconds a hacker attacks somewhere in the world

▪ Students → gaming ID hacked

▪ Teachers → email hacked

▪ Parents → bank fraud SMS

“If we are online, we are/can be a target."



Introduction to Network Security
“Network Security means protecting our devices, accounts, and data from 
hackers.”

Network Security = Protecting devices, accounts, and data from hackers

▪ Analogy: Like locking doors at home to stay safe



Importance for Students, Teachers & 
Parents
▪ Students: protect from scams, cyberbullying.

▪ Teachers: safeguard online classes, data.

▪ Parents: safe banking, safe browsing.



Common Network Threats – Malware
“Malicious software that harms devices”

▪ Types: Virus, Worm, Trojan

▪ Case: “A free game download stole photos from a laptop.”

Example – The “EvilQuest” Malware (2020)

o Hackers spread a free pirated version of popular 
games for Mac.

o When users installed the game, it secretly installed 
malware.

o This malware scanned the system, stole files 
including photos and documents, and even 
encrypted them like ransomware.



Common Network Threats – Phishing
“Fake messages/emails to trick people”

▪ Example: SMS ‘Your ATM card is blocked, click here’

“Would you click this link if it came to you?”



Common Network Threats – Man-in-the-Middle
“Hacker between your device & internet”

▪ Real Life example: “A boy used free café Wi-Fi, later found his social account 
hacked.”



Common Network Threats – Denial of Service 
(DoS)

Simple definition: “Making websites crash by overload.”

▪ Real Life example: Result website crashing during exams

Reference: UniNets



Common Network Threats – Social Engineering
“Tricking people, not machines”

▪ Example: Fake bank call asking for OTP



Defense Mechanisms & Best Practices
1. Defense - Strong Password:

▪ Use long, unique, mixed passwords

▪ Fun fact: “123456 is still the most common password”.

▪ Weak vs strong password examples



Defense Mechanisms & Best Practices
2. Defense - Firewalls & Antivirus:

▪ Firewall = Gatekeeper (blocks suspicious traffic)

▪ Antivirus = Doctor (detects & removes malware)



Defense Mechanisms & Best Practices
3. Defense - Safe Browsing Habits:

▪ Check for HTTPS 🔒

▪ Avoid unknown links/downloads

▪ Don’t use pirated apps

Example: Fake vs real shopping website



Defense Mechanisms & Best Practices
4. Defense – Protect WIFI:

▪ Change default router password

▪ Use WPA2/WPA3

▪ Don’t share Wi-Fi openly

“Real life Story: A neighbour misusing Wi-Fi for illegal activity.”



Defense Mechanisms & Best Practices
4. Defense - Backups & Updates:

▪ Backups save data from ransomware

▪ Updates fix security holes

Case: WannaCry spread because of no updates



Defense Mechanisms & Best Practices
5. Defense - Cyber Hygiene for Students:

▪ Don’t overshare on social media

▪ Be careful in gaming chats

▪ Report bullying



Case Study – Hoax Threat Emails to Delhi-NCR 
Schools
▪ On May 1, 2024, over 80-100 schools across Delhi-NCR (including prominent 

schools) received bomb threat emails sent to their official email addresses.
▪ The emails claimed explosives had been planted on premises, leading to panic 

among parents & students; many schools shut early, classes cancelled, students 
sent home. 

▪ The threat emails were traced to a single IP address, from a Russian domain 
(mail.ru).

▪ After investigations (dog squads, bomb disposal units, police), nothing suspicious 
was found at school premises. The threats were declared hoaxes.



Case Study: MobiKwik Data Breach (India)

▪ In March 2021, digital payment / wallet service MobiKwik reported that data of nearly 
110 million users was found on sale on a hacker forum/dark web.

▪ The leaked data included sensitive user details: linked mobile phone numbers, KYC 
documents, Aadhaar card numbers, credit card information.

▪ Impact on individuals:
• Risk of identity theft
• Phishing / fake calls
• Financial fraud

▪ Lessons for us:
• Use unique, strong passwords
• Be careful which apps you trust with personal data
• Regularly monitor statements & OTPs

• Takeaway message: 
      Even trusted apps can have issues; your vigilance is your first line of defense.



Cybersecurity Checklist
▪ Strong Wi-Fi password

▪ Use 2FA

▪ Update devices regularly

▪ Backup important files

▪ Educate kids about online safety



Key Takeaways
▪ Threats are real, but defense is simple

▪ Awareness is the best protection

▪ Lock your digital world like your home



Closing

Stay Safe, Stay Secure! 

Thank you for joining



Call  ☎ 1930 
(Helpline number) 

to register any 
complaint about 

cybercrime.

You can also file 
your complaint 📝  
online through 
www.cybercrime.
gov.in 
 

You can also file 
your complaint at 
the nearest 
police station
 👮 
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