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2)  The Foundation: Passwords & MFA. / siia: 9rdds 3ik MFA

3)  Securing Your Computers. / EFU{ET I Tﬂ'%?—f el
4)  Securing Your Mobile Devices. / FAldSdl f3arsd &l WH h ol

5) Network & Wi-Fi Safety. / sicdh 31X Wi-Fi HI&r

6) Identifying and Avoiding Scams (Phishing, Malware). / TohaT & Fd=T (fhRIT, Heraz)
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Why Security Matters/ ZI&IT T S %'

1) Data Loss/Theft/ S€T mw

o Phishing was the top attack vector (18% of incidents), and

1) Impersonation/Identity Theft / tIB?-IF-I' ﬁ ?ﬂﬂ'

) - \ : . :
Business Email Compromise (BEC) was the costliest root Digital Arrest’ scams (a form of impersonation) resulted in

cause, averaging X215 Million (2024). (Source: IBM Cost of a
Data Breach Report (2024)).

an estimated loss of 32,000 Crore (approx. $240 Million) in
2024. (Source: BioCatch Report (2025))

2) Financial Fraud / faeiTr €N@merar 2) Loss ofTrust/i RATA T ﬂl e

° 36.4 lakh financial fraud cases were reported in 2024 via the ° 77% of Indian companies reported that fraud had influenced
NCRP and CFCFRMS, up from 24.4 lakh in 2023. (Source: customer satisfaction, and 78% noted its impact on customer
National Cyber Crime Reporting Portal (NCRP) & Citizen conversion rates. (Source: LexisNexis True Cost of Fraud
Financial Cyber Fraud Reporting and Management System Study (2024))

(CFCFRMY)).

""Cybersecurity is not an option, it's a necessity. “
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First Line of Defense/{&11 ohl WT chaH

1)  Complexity/ SATeedr : Use a mix of upper/lower case, numbers, and symbols/
d3/BI¢ 38N, HEITU, 3R Ucilenl & AT |

2) Length/ €T : At least 12-14 characters/ F# H &a 12-14 FOT|
3)  Uniqueness/ TafISEdT : Never reuse passwords / 9TdS &l T o g0 |
4)  Tool/ gel: Use a reputable Password Manager / Ueh FATHG, GrAds HelolX &l
39T A
"faffie~T CoIeHIAT G U g GrEds T 39T o
#n
L GenefoDevelopmentofAdvaneed Copputing
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Multi-Factor Authentication (MFA)

1)  What is MFA? An extra layer of security/g&TT hl Teh HTATREFd I

Something you Know =5 Something you Have
ST 39T 9T § it 319 91 §

2) Types/MX: Authenticator App (Best), SMS/Email (Good), Biometrics/
3rdfehel VT (W 37<6T), SMS/SH (3Ta), dAiAcad

3) Action/a?l'ia'l"éi : Enable MFA on all critical accounts (Email, Banking, Social
Media)/ T8 AgcaqUT Wdl I MFA H&TH FI|
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Co guter Security: The Golden Rule/ W HLar:

Regular Updates / foafAa 3193e: 0S, Browser, and Applications. Updates fix
security holes/ OS, SIT33Y 3R U &l 3{92e W 39se ﬂ'\"&:ITEFﬁ'HT &l STh
&

2)  Antivirus/Anti-Malware/ TAGRRY /TE-AAIAT: Use a reputable solution and
keep it active/updated/ Teh $TRITHE THATHTT Tl 3T Y 3R 38 GfhT W |

3) Firewall/STEIarel : Keep the built-in firewall enabled for network protection/
sIcaeh GI&TT o ToIT BrIRdiel sl el W |




Computer Security: Best Practices/ htdcl ?&—'ﬂ ; ConC
220
1)  Encryption/feshRIe : Enable full-disk encryption / W—%}‘cﬁ Uleshole

AT Y|
2) Backups/ dHIHYT: Regularly backup data to an external drive or cloud/ 3T
T [AITAT T F dh379 ol |

3)  Access Control/TariH ﬂ@?*l' Lock your screen when away. Use a complex
PIN/Biometric login/ ¢ STTet UX TshieT ofleh b | Sifcel PIN/STIIATCH

Sl T3TeT SR IUINT Y




Mobile Device Security: The Basics/ ﬁ@éﬁ %HISH _\ﬂTa:IT ; COnC
O A a1

1)  Screen Lock/ ThieT CICE Mandatory use of PIN/Pattern/Biometrics/
PIN/Sea/araafead &1 31faary 39319T|

2)  App Permissions/ ¥F &r Hﬂﬂﬁ'ﬂ'\f : Review and limit permissions
(Location, Contacts, Camera)/ Hﬁﬂﬁ?ﬂ I HIET Y 3 ifaa ™|

3) Official Stores Only/ shael HTTAHIRF TE: Download apps only from
official App Stores (Google Play/App Store)/ UCH shdel HTTRIh T T

HEGRIEETY




Mobile Device Security: Pro Tips/ ?Fﬂw %313_\:[ ﬂ_{a'[ : COMC

1) Remote Wipe/ &I dig4q: Know how to remotely erase your device if
stolen/ﬁﬂ@ﬁW%ﬁ@*Wﬁﬂﬁmwmml

2) Disable unused Features/ 39T o glY 9T &G F: Turn off Wi-Fi,
Bluetooth, and Location when not in use/ Wi-Fi, sel¢, 3R SAh AT I e

™|
3) Physical Security/ siifas HY&IT: Do not leave your device unattended in
public/ TSIl TATAT X F3a8H FI 3hell o BIS|
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Network Safetg ome Wi-Fi/ Acdch {R&:IT I p gﬁj:ﬂgpmc

Router Default/ T3¢ f3Piee : Change the default router password
immediately/ f8hiee I3eX IrHds g{d ol |

2) Strong Encryption/ #olgd TUieShoRle : Use WPA2 or WPA3 security
protocol/ WPA2 IT WPA3 HI&TT YIctehiel &l 3TN &Y |

3) Guest Network/ AT dedesh: Use a separate Guest Network for
visitors/smart devices/ 3-Ildigch\i & foIT Tap 370197 A1EC Aedeh ol 3UATT Hl|




e COMC
Network Safety: Public Wi-Fi/ Acdch &
1)  Avoid Using Sensitive Data/ HaceTelleT ST S¥cIAT hlel & &d: Do not check
banking or confidential emails on public Wi-Fi/ @Tdeifeter Wi-Fi 9 sThar a7

MYAT SHA Ieh o Y, STH 3ITYHT 31T IR BleT Toh GHTIT 96 STl &

2)  VPN: Use a Virtual Private Network (VPN) for a secure, encrypted connection/

gIfard, ufeshtes shalarelel & folt VPN &1 393197 &Y |

3) Use Mobile Data/ Fﬂﬁ'lgﬂ' ST T 3YANT FY: Prefer your mobile data/hotspot
over unknown public networks/ 37T Hcdeh & FollT 3T AGS Scl/glcEie
I grIfAsar ¢
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Recognizing Phishing/ YT I vl CIE?H?T

1)  What is Phishing?/ foRRIeT F=IT §2 Scammers tricking you into giving personal data via
email/SMS/Call/ SHT/SMS/RIel & FATEITH T STTFdd Sl Gol oh 1T GIeTell el dTel
3T9ehT @1 S £ |

2)  Red Flags/ IR fRIET : Sense of urgency, generic greeting, spelling/grammar errors,

suspicious sender address, requests for login/financial data/ STeGeTSll sl HTAAT, HTHY

HAATEA, Tt hr Jfear, Tieer A T gdT, Slifeled/ [T 3eT & forw 31|

3)  The Link Test: Hover your mouse over a link to see the actual URL before clicking/ fFeleh
el H Ugel arEdideh URL §@ & TeIT feleh WX AT3H gATU|




Malware and Ransomware/ ﬂm 3‘ﬁ-{ ConC

Yaraaax

1)  What is Malware? Malicious software (Virus, Spyware, Ransomware) designed to
harm. / ASAAX FAT §? JhdTs Tgdlel d Tl T3S fohaT 1T gAY
JIFedI (TRRY, TISAI, YTHIIT) |

2) Ransomware Threat: Locks your files and demands money for release. / frararcriry
TR : 3TYhT BISAl ol dieh Y &l g 3R Nelrer & fov 38 AeTar g

3) Protection: Keep Antivirus updated, be cautious of attachments/downloads, and

maintain good backups./ GI&IT: TG 7YSC {W, {CTHE U YT Ig, 3R 30T
dh31T W |
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Software Plracy/ W alil

The Risk: Cracked or pirated software 1s a major source of malware infection./

SIEA : Sheh IT YRS ATFCII HIdIT HhAUT I Teh THE HId ¢ |

2)  Trust: Only download software from official, trusted sources (vendor website) and

perform Hash check before installing./ faaT : shddl ATRIFIRG, FRTHS Gidr &
TTFCATX ST3TelS Y|

3) Unofficial App Stores: Avoid third-party app stores that offer "free" paid apps./
JetgaiRe 0T TR T5-97<F 09 TR I 89
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Physical Device Security/ 311 TcToh 3TehLOT FI&TT

1) Public Spaces: Use privacy screens on laptops/devices in public. Be aware of

shoulder-surfing./ HIdotieleh TUTeT : Tdoifeleh TATAT U INYAIIAT ThieT
(Privacy Screens) T 39137 & |

2) Secure Storage: Lock up laptops/devices when leaving your office/home./
AT HSROT: Aeiv/f3arsd 1 dich Hieh Y|

3) USB Danger: Never plug in an unknown USB drive you find./ USB ©dNT:
qTT 370 TohdT 3 37T USB 318d ol hddT 3T Tofar of Y|
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Securing Your Digital Footprmt/ Hqﬁ i g i ?I c ol COMC

U gsT &l GiaTd el

1)  Privacy Settings: Review and restrict privacy settings on social media and apps./

MYIar Afésq : arerer #Af2ar 3k ooy v afeew Hr gaver i

2)  Over-sharing: Limit the amount of personal information you share online
(birthdays, pets' names, etc. — often used for security questions)./ 3TT€I& HTSTT
T HTeTolTSeT TSI AT ST dTell TTFdTd ST hr AT EFAT FY|

3) Delete/Deactivate: Delete old, unused accounts and apps./ Gaﬁlﬁm Co g
e, Y Trdi 3R T i gerv |
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Your Digital Toolbox/3TT9erT f3faicel Tolaiard

Quick list of essential tools:

1. Password Manager/ qrHds HeloX
2. Antivirus/Security Suite/ UﬁT:I'I'qTH/{R&:IT Iqc

3. VPN.

4. Encrypted Messaging/ Tleshte s HATSI4T

5. Secure Backup Solution/ '{Rf&ﬁ?f §h 3T HATHTT |
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Action Plan: Start Today
1) Enable MFA on Email & Banking./ S5l 3R sfehdT ¥ MFA T&TH |

2) Change default router password/ fSthlec 3¢ 9rHds 6ol |

3) Review app permissions and delete unused apps/ U0 Hﬁﬂﬁ?ﬂ hI JHTET L
3R 39gerd UoH gerl|
4)  Start using a Password Manager/ 9TdS HaololX &l 39ATdT & cony
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AEY foTsehy

4 FgeaT gt

1. - YHATONEIOT AT Y GiATad e foh 39 wrafAes grdi, [y
ﬁqﬁ#%sﬂ?m%ﬁamqﬁ -qouiqunUﬂW(MFiT)aﬁm%la‘er Q

(account takeover) & TAGCET Y 3T 19 gl Ghdl g |

2,37 U8 e Rarew e F: 3 T FRT HR AT R o e ot i
e g e,

3.91HdE Yae: 10 fAace of 3 3r9er ] gk T & AT
SRR NG SRR SR SN PRI R L NG SR

4.%@1? . gmﬁﬁtmaﬁmﬁmﬁmwﬁwﬁaﬂ?mﬁ
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Q& A Session
YRel T 3l 9




