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oTar, freTent 3R 3T AT & v :

- T : °ICTell, G1ge] ¥HHT (cyberbullying) & &1

- fRIeTeR : 3isTolgeT HaT3HT 3N ST T FaT

B

STUDENTS TEACHERS PARENTS

PROTECT FROM SAFEGUARD SAFE BANKING,
GAMING SCAMS, ONLINE CLASSES, DATA SAFE BROWSING
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ATHTT dAcdeh ) — Helda

“GHTIATYOT FIFCAIX AT (Malicious software )fSaTSH ! JehdTeT UgaTdT &”

= YT (Types): Virus, Worm, Trojan

- HIACT: "Teh [o1:q[eeh AH SB3AAIS o Ui & JEIN A"

3GIgYUT — “Uldcied¥e” oI (EvilQuest” Malware)
(2020)

250 (e 2504 234 4)

o gl o Heh (MAC) & TeIT Silen 9 313 T Tot:Qoeh
gRIRCS HERIOT el T |

o STd YIRSl AA SETe A &, dl 3EH I[cd &9
g AT ST T SITT AT|

o 3T HIAIT 7 TECH I Tohed TohaT, BleT 31T
GEATdSIl Higd BISel I off, 3R gl ek feh 37
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ATHT dAcdesh Td — ThIET
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“SN3TT T &NET & & FoIT it err/sHel”

= 3CTEIUT: THUHTY ‘3TIhT TEIUH TS selleh &l I1AT &, TET [Feleh oy’

g foleh 39k U1 3TT o AT 3T9 59 WX TFeleh hidl?”

& rrom

* | don't recognize the sender's email a:
someone | ordinarily communicate with

+ This email s from someone outside my organization
and it's not related to my job responsibilities

« This email was sent from someone inside the
organization of fror

Subject: My money

domain (like mic

+ I don't know the sender personally anc they
were not vouched for by someone | trust

ispicious

+ I don't have a business relationship nor any past
ommunicab wi der.
« This s an unexpected or unusual email v
embedded hyperlink or an attachment
ne | mmunicated with 1

* | was cc'd on an ema
personally know the o
s omall et w > sent 10 1 unusual mix of people
t o ny
tart with the sz

le but 1don't

2 my mouse over a hyperink thals displayed in the ema
ink-to address is for a different website (115 ic a big rec f
s long hyperlinks with no further information
of the email is completely blank
mal wih & hyperlink that is a misspelling

Dankofamerica com — i eally to

Date: Monday Decer

m a customer jor, or par
is very unusual or out of character. H 1 o vacation i Lo

3 regular b
was sent at an unusual time [k

SUBJECT

)id | g mail with &
rrelevant or does not match tne

« Is the émail message a
I never sent or requested:

ATTACHMENTS

* The sender included an | was not expecting or hat

makes no sense ir sender doesn't

he only file typ

CONTENT

s the sender asking me to click on a link or open an attachment to avoid a negative
consequence or 1o gain something of value?
out of the ordinary, or do vo bad grammar or spelling errors:

asking me 10 lick a link or open up an atachmant that seems odd of illogical?
uncomfortable gut feeling ab> 1o open an attachment

fink?

s the ema 7 10 look &1 & compromising or embarrassing picture of myself or
someona

18:17
< Phone

< 42 IDFC FIRST BANK @

1 unreaa message

Fraudsters
Are Posing
as India Post

Don't Fai

@ Beware of Scams Impersonating
India Post! 3

Fraudsters are sending fake messages
containing links to fraudulent websites
mimicking India Post portal. These sites
prompt victims to update their address,
claiming a parcel is on hold and ask to
pay a small fee. Once you enter card
details and OTP, your information is
stolen and misused for unauthorized
transactions.

4 stay safe:

« Never share confidential details/OTPs
on suspicious links/sites.

« Be cautious of unsolicited SMS or
emails claiming to be from India Post,
especially if it asks for address
updates or payments.

« Always verify the sender. For any

18:17 il 56 @

< Phone

< 42 IDFC FIRST BANK @

transactions.

4 stay safe:

+ Never share confidential details/OTPs
on suspicious links/sites.
Be cautious of unsolicited SMS or
emails claiming to be from India Post,
especially if it asks for address
updates or payments.
Always verify the sender. For any
suspicious communication received,
contact India Post customer support
directly.
Always remove/scribble over shipping
labels before throwing away delivery
box —they contain personal info.

4 Protect your personal and financial
information.

Please report cyber frauds related
complaints on 1930 or at
cybercrime.gov.in.

Always You First,
Team IDFC FIRST Bank

[(Z) Know More

KnowBe4 +
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“3Tqh f3a18d 3R Sl & og ga”
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ATHATY siedsh o - [2e11del 3% Ifad(Dos)

IS IIRHATIT: "3NIIeAS GART ATHTSCH Rl 5h2l FHlaAT | “

= GIEATdeh Siide] &l 361810T: &I o GRTeT Rolee daAISC shal &l STl
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Bot coordinator
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Botnet

sending requests

T ey
-

Target System

Reference: UniNets
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TATU (Best Practices)
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1. Y& - A ITHds:
- o, 31T 3R AT 9rHas &1 sEadHTe Y

« HOIER d2: "123456 34T off g9@ 3T IrHas & |

«  FHHSIR TATH AT ITHIS o 3618Vl

’
oo

Show Password

Password must include:

8-20 Characters
M Al least one capital letter

A1 least one number

=

>
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I8 a7 i gafas 91T (Best Practices)

2. FI&TT - BrRRdre 3 Téared
= BRIAI = Acha (GTeaer ¢fther i sclieh hidl §)
« UCIARRY = 3iaed (HIdIT &l UdT oI91TdT g 3T gerdrg)

W
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I8 a7 i gafas 91T (Best Practices)
3. T&TT - gRfard sT3feier 3rmed:

= HTTPSHI AT HY §

= 3731 folen/3T3eTells @ o

» ORICS UTH T SEAHTC of

3CIEIUT: Teholl SelTe 3T QM U4T JaHSC
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I8 a7 i gafas 91T (Best Practices)
4. T - G A

= WPA2/WPA3 ST SEIHTH

“IhTS Sl Gel3TH QAT T Y

“qrEATde SfIdeT I hgledl: Teh TSI 313Y ATATI T o foIT ars-%rs &1 geuANT FI @I 1

.(/» 8 findia.indiatimes.com/city/goa/20-year-old-uses-neighbours-wi-fi-for-cybercrime/articleshow .cms B @®& sﬁ’_

City Goa Mumbai Delhi Bengaluru Hyderabad Kolkata Chennai Agra Agartala Ahmedabad Ajmer Amaravati eee Today's ePaper Q_
ADVERTISEMENT Google
Oharavis Subhani Masaue | | Polica Constable Death | | Dalhi Shooting fncidents | | Badrinath pilgrims Desth | [ v (< | >

@ DigiKavach
SAMSUNG <D THIS STORY IS FROM JUNE 2, 2024 Maer e Sate v Grooghe
Galaxy Z Flip7 . , . . .
+ Gootle Gamini 20-year-old uses neighbour’s Wi-Fi for cybercrime

Murari Shetye / TNN / Jun 2, 2024, 00:45 IST (&> sna=re ] (Fouowus & ] &
R cdsalboc ) crore attempts

Buy now
to install high-risk

apps blocked by

Panaji: Cyber criminals have started using
_ Google Play Protect

unlocked Wi-Fi connections from neighbourhoods

or public spots to commit cybercrimes in the state.

This came to light when a 20-year-old boy from an ALSO WATCH TOI ORIGINAL
economically backward family in a remote area of HOUTHIS’ DEADLIEST CLUSTER BOMB
Canacona used a neighbour’s Wi-Fi for allegedly ATTACK ON ISRAEL ‘SPOOKS’ IDF
committing a cybercrime.

The accused, identified as Vinay Gaonkar, a
resident of Nanem, Gaodongrem in Canacona, is
studying at an ITI.

Houthis’ Ballistic Missile with
Cluster Bomb Warhead Fired

www.isea.gov.in
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4. 38T - S 319 3T 3193
« SHITIFAIR A ETIATE

= 3UST YT WAA A T A &

ATV (Best Practices)

HTHIT: Hﬂ?ﬁﬂ@ﬁ*WTWannaCryWW§3ﬂ

Wannacry
ransomws

IQ B ey

kaspersky Busness  Partners

cybercriminals to extort money.

a
Ransomware does this by either encrypting valuable files, so you are unablas

Yyou out of your computer, 5o you are not able to use it

Ransomware that uses encryption s called crypto ransomware. The type

computer is called locker ransomware.

Like other types of crypto-ransomware, WannaCry takes your data hostat

pay aransom.

WannaCry targets computers using Microsoft Windows as an operating sy

demands payment of a ransom in the cryptocurrency Bitcoin for its returr
What was the WannaCry ransomware attack?
The WennaCry ransomware attack was a global epidemic that took place i

This ransomware attack spread through computers operating Microsoft W

hostage, and a Bitcoin ransom was demanded for their return.

Were it not for the continued use of outdated computer systems and poc

to update software, the damage caused by this attack could have been av

oaQg o -
NEWS

Home | lrsel-Gaza war | War in Utraine | Climate | Video | World | Asa | UK | Busiress

: . . - Top stories
Massive ransomware infection hits
@ LIVE Hamas veviewing

computers in 99 countries Gora pesce pian sfes Triep

warne growp to accept termas

Trump's

mificant step -
damental obstacles

]
Human
Component

A massive cyberattack g oots bebevrd o have beea stolen from the US

www.isea.gov.in
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I8 a7 i gafas 91T (Best Practices)

5. T&TT - BIET & ToIT ATSeR T dT

= HIereT HIfSAT 9T FATET AT (Overshare) o7 Y
« ANTHIT I H a8 sl

staysafeonline.in




o ECEI — [eoll-UsTHI3TR o Tholl T HST ITT Hoil &
STHT HY SH

1 #, 2024 1, feeoll-UaHI3N & 80-100 § FATET Tkell (THW Tepell ATE) T 3eleh
méﬁaﬁwwﬁm@rﬁéﬂﬁmﬁﬂﬁﬁm%@wm%qﬁwﬁ

Ta¥mhice TW 91T 8, ISad THATGR! 3R ST H Gg2ld el 915; g Thol STeq] 96 oY
f&T 31T, FHaTTT eg Y &I 315 R BTAT ol 8 FST FET 31T | T 91X SHSA Teh g1 MUT
T IR e, 1 Uk &Y SIA (mail.ru) T 37T AT| ST (3197 TFATS, I TIeTh ShIsT,
qierd) & 916, Tho! TREX H $ 3T GiCIe T8l [Helm| GHThl sl 3Tthdlg 8l fvd & fedr
T

BREAKING | - -

DELHI SCHOO H ¥ R
THREATS DEC @
HOAX AFTER S

Bomb Threats to Two Delhi Schools Declared Hoax Afte
Searches [NewsX
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oy Teal: Alldiadeh 3¢l Ieoddd (IRd)

- AT 2021 #H, 3T HeTdTst/dTele aT Alfdierdeh o T foh SIRTHIT 11 HUS IUATThATHT Hl
SCT Ueh gehY BIHA/STeh A IX fSishl & ol 3Tetetr 9T 72T

= e §U ST H HdeeTlTel 3URANeTehd faavoT QMider : foleh fohT a1 ATl Blet e, Shargd!
ST, 31T SIS 16X, ShiST I3 hI SATeThRT |

« ITFaAl IR AT

o UgdTeT ohl IR T SNTEH
o TORRY9T / Wall lel

o [T eN@rersy

» AR ToIT g

¢ 3 3R AT ITHAS T SEAHTA Y

+ YT T Tob 31T Tehet UoH W 39T foloit Ser giaid T@d &
o TeTHT AR INEMT AT TAITAT [AIRTAT hd

« U
o JgT deh [oh [T Uy & 7 GHEITU gF GohdlT o; 3T9eh! AcddohdT ol 319l Ugell L& Iod &
|

staysafeonline.in




AT J&TT Uehfelke
Q A dT-Pls Irds

O 2FA ST SEAHTS Y
0 o=y o Fafad &9 3 38T
QO HEcaYUT BIScT T Seh3TT of

0 Sl 3TeTelSed GaTT & a1k H RIfaTd s
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OHE ¢eh3la

0 TddEdide &, olfchel ST 3T &

0 SIETRehdl &l o8 <o §d1d g

1 396 f3fSeer gfaar & 319t aX hr aig &g
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Stay Safe, Stay Secure!

Thank you for joining
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Call € 1930

(Helpline number)

to register any

complaint about
cybercrime.

R N\
[ £ B \
[ = |
USER)

isea.gov.i

You can also file
your complaint 7
online through

www.cybercrime.
Qov.in

You can also file
your complaint at

the nearest
police station
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ISEA Whatsapp Number for Incident Reporting

+91 9490771800

Join our WhatsApp and Telegram Channel at

ISEA - Digital Naagrik

To Share Tips / Latest News, mail us to

iIsea@cdac.in

¢/InformationSecurityAwareness /company/information-security-awareness/

Hf Q@ 6 @

/infosecawarenesss/ /InfoSecAwa /infosec_awareness/  /Informationsecuritytips/




