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The Ministry of Home Affairs has
set up the ‘Indian Cyber Crime
Coordination Centre’ (I4C) as an
attached office to deal with all
types of cybercrimes in the
country, mm a coordinated and
comprehensive manner.

VISION

To create a safe cyberspace for the
citizens of India

To create an effective framework and
ecosystem for the prevention,
detection, investigation, and
prosecution of Cybercrime in the
country.



Inclicn

~ . Byber
—=—+Lrime
Coardination
Centre
wead s o Working T ith Vizair

What is a Digital Arrest?

* A Digital Arrest 1s a new kind of online
scam where cybercriminals impersonate
law enforcement agencies (like police,
CBI, RBI, ED, or cyber cell officers) to
intimidate victims into transferring money
or sharing sensitive information.

DIGITAL
ARREST

CYBER SCAM

* It’s called “digital arrest™ because the entire
deception happens online — through video
calls, fake documents, and threats of legal
action, without any real arrest.
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Understanding Digital Arrest Scams

* Victims receive fake calls from
individuals posing as police or
government officers.

k A !_

La@ _ BEWARE OF FAKE
* Scammers claim the victim is FRIEND REQUEST
involved 1n illegal activity or

identity misuse.

create fake social media
profile to befriend
potential victims for
obtaining their
confidential or personal
data

-
‘a . ‘ Cyber criminals often

* Victims are pressured to
transfer money or share
sensitive data to ‘avoid arrest’.

* Fraudsters may use video calls,
fake IDs, and official logos for
legitimacy.
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A Common Signs of Digital Arrest Scam:

Fake callers claim to be from ‘Cyber Crime Police’ or ‘RBI".

Use fake IDs, video calls with false police backgrounds, or forged
official emails.

Mention terms like “digital case’, ‘online FIR’, or ‘video
investigation’.
Demand urgent payments to avoid arrest.
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How It Works (Modus Operandi):

Initial Contact — Victim receives a call, message, or email
claiming to be from police, customs, or cybercrime department.

Fake Accusation — Scammers say the victim’s phone number,
Aadhaar, or bank account was linked to a crime (like drug trafficking or
money laundering).

n Threat & Isolation — Victim told not to speak with anyone and
kept on long video calls for ‘digital custody’.

Extortion — Asked to pay a refundable fine, verification fee, or bail
amount (all fake).

H Disappearance — Once payment is made, scammers vanish.



Inclian

Coordination
Centre
HEA AR« Warking Tapether With Vigour

Modus Operandi [Digital Arrest)

* **Contact & Threat™* — Victim receives intimidating call or
message.

* ‘**Fake Verification™* — Scammers show forged warrants or
[Ds.

* **¥Isolation™* — Victims told not to talk to family or friends.

* **Payment Demand™** — Asked to transfer funds to ‘verify’ or
‘settle’ cases.

* **PDisappear®* — Once money 1s received, scammers vanish.
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Common Storvlines Used in Digital Arrest Scams

« Parcel Interception
Victims receive a call claiming that a suspicious parcel containing illegal items (such as drugs or
weapons) has been intercepted and is linked to their name or address. The scammers then escalate

the situation by connecting the victim to a supposed police officer. who threatens arrest unless the
victim cooperates.

« Family Member Involvement:

Scammers may claim that a family member has been arrested or is involved in criminal activity.
They often demand immediate financial assistance to secure the release of the family member or to
avoid further legal complications.

« Aadhaar or Phone Number Misuse:

Victims are accused of having their Aadhaar number or phone number misused for illegal
activities. The scammers create a narrative that the victim is implicated in crimes like money
laundering or human trafficking, pressuring them to pay fines to clear their name.
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Aadhaar or Phone Number Misuse:

Victims are accused of having their Aadhaar number or phone number misused for illegal
activities. The scammers create a narrative that the victim is implicated in crimes like money
laundering or human trafficking, pressuring them to pay fines to clear their name.

* Explicit Content Allegations:

Victims receive calls alleging that their phone number has been used to share pornographic
content. Scammers may claim that an FIR has been filed against them. demanding payment to
clear their name and avoid arrest.

* Fake Legal Proceedings:

In some cases, scammers conduct fake video calls where they impersonate judges or legal officials.
presenting fabricated court documents. They threaten the victim with legal action and demand
payment to avoid arrest or further legal troubles.
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* Financial Fraud Allegations

Victims are informed that they are under investigation for financial fraud, such as money
laundering or tax evasion. The scammers use intimidation tactics. claiming that failure to

cooperate will result in immediate arrest

* Emergency Situations:

Scammers may create a sense of urgency by claiming that the victim's identity has been used in
illegal activities, such as identity theft or fraud. They often demand immediate action to resolve the
situation, leading victims to panic and comply without verifying the claims
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Some Stories of Digital Arrest Scams

On 12 October 2023, a 23-vyear-old woman from Faridabad was contacted by a scammer who claimed to be a
customs official based in Lucknow, alleging her involvement in a human trafficking ring. She was asked to “digitally
log in™ for an interrogation threugh Skype. during which the other associated group of scammers, posing as police
officers. showed falsified evidence, including a package containing numerous ‘fake’ passports and other
identification documents under her Aadhaar number.

.On 28-29 August 2024, the Chairman and Managing Director of the renowned Vardhman Group— S P
Oswal, 82-year-old, was defrauded of Z7 crore by fraudsters posing as officials from various government
agencies, including the Supreme Court of India. The victim, S P Oswal, was placed under “digital arrest™
for two days as a result of the tactic, which included phoney paperwork and a *““fake™ virtual courtroom. He
was tricked into believing he was under investigation for financial violations connected to a case involving
former Jet Airways chairman Naresh Goyal. Further, the scammers tricked Oswal into thinking that his
identity had been stolen and that he was being investigated for a (false) bank account, which was connected
to the ongoing inquiry against Goval.
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On 13 November 2023, a Noida-based, 50-year-old woman lost 211.11 lakh in a ‘digital arrest’
where cybercriminals claimed a parcel in her name linked to drug smuggling. Similar to previous
cases, scammers were personified as customs and police officials. In her complaint, the victim
informed that she was contacted over an IVR (Interactive Voice Response) call and told that her
Aadhaar card was used to buy a mobile phone SIM card in Mumbai, which was then used for
unlawful activities, including harassment of women. A scammer who claimed to be a Mumbai Police
officer later took over her call, conducted the “initial interrogation’ over the phone, and later on
Skype VC.

On 04 March 2024, a Noida-based IT engineer lost ¥3.75 lakh after scammers posed as customs
officials and claimed that a parcel in her name contained narcotic substances. Via Skype call, the
scammers fabricated a “digital arrest”, intimidating her into providing personal details and
transferring money to ‘clear her name’.

On 01 August 2024, Dr Ruchika Tandon, an Associate Professor at the Neurology Department at
Sanjay Gandhi Postgraduate Institute of Medical Sciences (SGPIMS), Uttar Pradesh, filed a
complaint against unidentified scammers who posed as officials of TRAI (Telecom Regulamr}
Authority of India). The scammer informed her that 22 complaints had been filed against her mobile

SIM card and that a CBI official over Skype would interrogate her. The ‘fake’ CBI official told her
that she was accused of her involvement in a money laundering case, and her bank account was used
for financing illicit activities, including women and child trafficking. To avoid further legal
consequences. the victim paid ¥2.81 Crore to scammers.
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LARGEST DIGITAL
ARREST SCAM
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In the case of the 72-year-old businessman, the fraudsters conducted
fake court proceedings and police interrogations over video calls,

tricking him into transferring 58.13 crore rupees over 40 days, wiping
out his entire life savings.
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Omline Imvestment Scams

Fake investment or trading platforms
promise high, risk-free returns.

Victims see fake dashboards showing
inflated profits.

Pressure tactics: "Limited offer' or
'exclusive opportunity’.

Fake celebrity or government

endorsements increase trust. Online Investment
Scams
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Modus Operandi (Investment Fraud)

Reconnaissance— Gather
personal info via social media or
leaks.

Grooming — Build trust via chat,
social apps, or email.

Execution — Encourage investing
in fake apps or sites.

Fund Movement — Divert funds
through crypto or money mules.

Exit— Platforms vanish:
scammers rebrand and restart.

A friend in need is not always
a friend in deed

. .
. / ‘!{%‘5{& %F

Beware of scammers of
asking money by
impersonating as

your friends "

o e D
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How It Works (Modus Operandi):

n Attraction:
Victims see ads or messages on social media, WhatsApp, Telegram, or

dating sites promoting “high-profit” investment opportunities.
Fake Platforms:

They direct victims to fake trading or investment apps that show false

profits on dashboards to lure more deposits.
Pressure Tactics:

They use lines like “Limited-time offer,” “Guaranteed 200% returns,” or

“Exclusive insider deal” to create urgency.
Payment & Lockdown:

Once victims invest large sums, withdrawals are blocked, and scammers
demand extra fees or taxes to release funds.
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Warning Signs & Red Flags

-

Ofters of high returns with no risk — this 1s always a trap.

Unverified or fake websites and apps claiming to be investment or trading
platforms.

Asking you to pay “tax” or “fees” before getting your own money.
Creating fear or urgency to make you act fast.

No official proof or contact details — only WhatsApp or social media
messages.
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Prevention for Individuals |

Verity any law enforcement call
through official helplines or local

—— - - - Do not share password, OTP

leiCﬂ. through e-mail, chat or any
Never trans fer money PI— ttle : other electronic communication
online ‘cases’. i T i

Check investment offers on VERIFICATION GODE

SEBI. RBI, or official websites.

Enable two-factor authentication .
and keep software updated. RN |||
Avoid clicking on suspicious
links or sharing OTPs.
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For Organizations

Conduct regular cyber
awareness workshops.

Implement KYC and lh
transaction monitoring DID YOU JUST RECEIVE

. AN ONLINE JOB OFFER
systems. IN THE NAME OF A REPUTED

Educate employees about

: ORGANIZATION " " |
TrT|BEWARE -THIS MAY BE A SCAM

Do not click on urverified links

social engineering tactics.
Report suspicious activity
promptly to authorities.

information to strangers
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How to Avoid Digital Arrest /Online investment Scams

* Both Digital Arrest and Online Investment Scams exploit fear and
greed.

* Stay calm and verify all claims through official channels.
* Report any suspicious messages, calls, or websites.
* Awareness is the strongest defense against cyber fraud.



Where to Report:

* - Cybercrime.gov.in
* - 1930 Helpline
* - Police/cyber cell

* - Bank customer care
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Report a
Cybercrime on

1930

Report a Cybercrime on
Www.cybercrime.gov.in
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Report Suspect Data on NCRP Portal
https://cybercrime.gov.in/

_ REGISTER A COMPLAINT + TRACK YOUR COMPLAINT SUSPECT DETA - CY ERVOLUMTEERS + LEARMNING CORMER < CONTACT US

CH (MOBILE. EMAIL,

lous Website URLs, Whatsapp Numbers/ Telegram Handles, Phone Numbers,
il up a repasitony for analysis and monitoring of cybercrime,

If you have become a victim of Cybercrime, please report Immediately at https.www.cybercrimegovin/ of 1930 Natlonal Helpline Number.

State of Incident™ —Selec—

What do you want to report ?

@ 'I'_'|

Emall ld 5345 Header! Mumber
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Report 1930

* The Ministry of Home Affairs has
launched a toll-free Helpline number
“1930°

HELPLINE NUMBER
* In today's digital age. the necessity of P L 155260
a dedicated platform to report and 2 HAS BEEN
combat cybercrimes is more crucial % _ CHANGEDTO

than ever. The helpline plays a vital
role within the National Cybercrime
Reporting Portal, which aims to
establish a safe cyberspace for all
citizens.




Do’s & Don’ts:
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Stay Calm and Think Clearly Do not panic if someone claims you are under investigation

, or arrest.

Report Immediately File a report on www.cybercrime.gov.in

« Educate Family & Colleagues Inform others about this scam so they can recognize and

. avoid it.

Preserve Evidence Take screenshots, record the number, and save any fake documents or

, Videos for reporting.
Don’t:

Don’t Transfer Money — Never send funds to any account to “settle™ or “verify™ a case
. Don’t Share Personal Data — Avoid sharing Aadhaar. PAN, bank details, or OTP with

. anyone over a call or video.

Don’t Stay on Long Calls — Fraudsters keep victims on extended video calls to mentally

, manipulate them.

Don’t Click Suspicious Links — Avoid any email. SMS, or WhatsApp link claiming to be

2 from law enforcement.

Don’t Delay Reporting — Immediate reporting increases the chances of tracing and

, Ireezing the transaction.
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Credit
card Fraud

Invastmant

KYC Fraud




Indicn
‘(:ﬂ__ Cyber
k Coordination

Ceantre

Hefl FEEE - Warking Topether With Vigour

@cyberdost
@CyberDostidc @cyberdost.i4c

W

EF

QS

@ cyberdostidc

@cyberdostidc

CyberDost.-l?;éI"qffFﬂ' BA
A% =N, JRiaid =0



Indian

i - Cyber

—=——=Crime
Coordination

Centre
HEDT AR« Working Tagether Wirh Vigaur

Government Initiative:

* The Central Government has launched a comprehensive awareness programme on
digital arrest scams which. inter-alia, include: newspaper advertisement,
announcement in Delhi Metros, use of social media influencers to create special
posts, campaign through Prasar Bharti and electronic media, special programme
on Aakashvani.

* To spread awareness on cyber crime, the Central Government has taken steps
which, inter-alia, include; dissemination of messages through SMS, 14C social
media account 1.e. X (formerly Twitter) (@CyberDost),
Facebook(CyberDostI4C), Instagram (cyberDostI4C), Telegram(cyberdosti4c),
Radio campaign, engaged MyGov for publicity in multiple mediums, organizing
Cyber Safety and Security Awareness weeks in association with States/UTs.
publishing of Handbook for Adolescents/Students, digital displays on railway
stations and airports across, etc.

* Public Events & Advertisements: Ongoing awareness drives, roadshows, and

digital campaigns against scams like Digital Arrest, Investment Fraud, and OTP
Fraud.
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* Awareness Videos Portal:

Visit: idc.mha.gov.in/cyber-awareness-videos.aspx
» for short films on cyber safety.

* https://idc.mha.gov.in/awareness.aspx
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Law enforcement agencies never demand momey onlime or thmoughr——

video calls.

Always verify the authenticity of any threatening communication

“An Aware Citizen is a Safe Nation”
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PM ON DIGITAL ARRESTS

“Beware of digital arrest
frauds. Thereis no
system like digital arrest

under the law”
NARENDRA MODI, PM

HIS ADVICE

1. Stay calm and do not panic. Record or take
a screen recording if possible.

2. Remember that no government agency will
threaten you online.

3. Take action by calling the national cyber
helpline and also inform the police abrys:the

crime

Source: Mann ki Baat
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