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Agenda
Concept of Blockchain.

Crypto Currency (what it is & how it works).
Types of Crypto Currency (coins, tokens).

Crypto-related Keys (public/private).
Types of Crypto Wallets (custodial vs non-custodial).

Why Crypto Attracts Scammers.
Latest Modus Operandi in India.

How to Invest Safely.
How to Assess Whether a Coin/Token Is Investable.

If You’re a Victim: Act Immediately.
Key Reporting Portals & Resources (1930, NCRP.



What is 
Cryptocurrency??

▪ A digital representation of value that is not issued 
or guaranteed by a central bank or a public 
authority

▪ It is not necessarily attached to a legally 
established currency

▪ It does not possess a legal status of currency or 
money, but is accepted by natural or legal 
persons as a means of exchange 

▪ It can be transferred stored and traded 
electronically
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Cryptoasset   (Virtual Digital Assets)*

Native Cryptocurrencies Tokens

Transparent Privacy focused Fungible Tokens Non Fungible

Bitcoin Litecoin Monero Zcash DAI Tether Poly
math Golem ENS Cryptokittie



What do need to perform crypto 
transaction?



Public Key

• A public key is a cryptographic code used to facilitate transactions 

between parties, allowing users to receive cryptocurrencies in their 

accounts.

• Public Key: Shared address for receiving crypto.

• Example of bitcoin public key is

 “178HGmCfR26dSSiFxJQah1U588p2CjgX7f” 



Private Key

•Private key is a randomly generated string (numbers and letters), allowing 
currency to be spent. A private key is always mathematically related to the 
wallet address.

• Private Key: Used to sign transactions — keep secret.

• Example of Bitcoin Private key is

“5KMUPzQGbCxWofEcCwQAZGjCx2ZpgekDpGUZrF22YvcgWsmJNfb”

Note : If you have the private key, you can decrypt or resolve any public keys 
and/or Bitcoin addresses that came from it but vice versa is not true. 



Public Key Representation

Ethereum 0x71C7656EC7ab88b098defB751B7401B5f6d8976F
Monero 4AdUndXHHZ6cfufTMvppY6JwXNouMBzSkbLYfpAV5Usx3skxNgYeYTRj5UzqtReoS44qo9mt

mXCqY45DJ852K5Jv2684Rge

Dogecoin D6fWVp613N3dyLM6Zoghj3dZaEjbGZ8gpX

TRON TDvt5uA9UBdvWJWvbSg2SqZ3MXSsLmA3oK

Ripple rMX7JTCwp92WX1nyZsL3F8Hgc6ej8Q5Mud

Litecoin ltc1qcju52q8c3vv2a3uddx9zcna2sfg2mal84pa67z

Solana Gc6jm5gJVWE5DnjMMgzijghKYQqLTci9hZs7LYHYJs1g

Cosmos cosmos1sjrfyxwsvsslt4nzwqm0t6shghvylndxzf9tye



How to Get Cryptocurrency?

Purchase through an 
Exchange

Peer to Peer 
Purchase

Mining



Buying Crypto Currency

• Use FIU-IND compliant Indian exchanges.

• Complete KYC with verified credentials.

• Buy via bank or UPI; test withdrawals.

• Avoid P2P or unverified platforms.



Types of Crypto Currency

• Coins – Native blockchain tokens (Bitcoin, Ethereum).

• Tokens – Built on existing blockchains (USDT, SHIB).

• Stablecoins – Pegged to fiat (USDT, USDC).



Types of Crypto Wallets
• Custodial: Managed by exchange (Binance, WazirX).

• Non-Custodial: User controls keys (MetaMask, Trust Wallet).

• Hot Wallets: Online, easy access but less secure.

• Cold Wallets: Offline, best for long-term storage.



How to Invest Safely

• Use registered, compliant exchanges.

• Verify contract address and audits.

• No fixed-return or secret group offers.



How to Assess Whether a Coin/Token 
Is Investable
• Check whitepaper, team, and GitHub activity.

• Verify on OSINT platform like tokensniffer.com and 
Coinmarketcap.com etc.

• Avoid tokens with admin control or poor liquidity.

• See listings on reputed exchanges.



If You’re a Victim: Act Immediately

• Call 1930 immediately (cyber helpline).

• File NCRP complaint at cybercrime.gov.in.

• Inform bank/UPI app for freeze request.

• Preserve chat logs, TX IDs, and screenshots.

• Avoid 'recovery' scam offers.



Crypto Exchanges – Custodial Wallets



How to 
Send, 

Receive, 
Exchange, 

Store 
Crypto 

currency?



Types of Crypto Wallets



Cryptocurrency Wallets

Wallets

Hardware

Hardware 
Based

Trezor Keepey
e

Paper Wallet

Software

Mobile 
Based

Copay Airbitz

Desktop 
Based

Bitcoin 
Core Armory

Web Based

Coinbase Freewallet



Why Crypto Attracts Scammers

• Anonymity and irreversible transactions.

• High-return promises attract victims.

• Lack of awareness and regulation.

• Deepfake videos and celebrity endorsements.



Modus Operandi
 • Task-based Telegram/WhatsApp scams.

• Romance-investment fraud using fake trading apps.

• Fake mining or airdrop phishing links.

• Funds routed: Victim → UPI → USDT → Offshore wallets.



Hardware 
Wallets



Creation of Web Wallets

• https://www.blockchain.com/

https://www.blockchain.com/


Creation of Mobile Wallets

• Go to Play store



Creation of the wallet 



Secret Phrase/Seed Phrase
The recovery phrase is a crucial element for the security 
of your Trust Wallet. If your device is lost, damaged or 
stolen, you can use your recovery phrase to restore 
access to your entire wallet. Therefore, it is important to 
keep your recovery phrase or private keys safe.



Significance of the 
Wallet Seed 

Phrase

https://github.com/bitcoin/bips/blob/master/bip-0039/english.txt

https://github.com/bitcoin/bips/blob/master/bip-0039/english.txt


24 Words  
Seed 

Phrase



Seed 
Phrase in 
Number 
Format



Mnemonics – BIP 39 Wordlist



Safe 
Storage of 

Seed 
Phrase



Creating Desktop Wallets



How to 
buy 
Crypto 



Exchange – 
Virtual 
Account

• Install an App
• Do KYC 
• Transfer Money
• Place order in Exchange



Credit 
Card

• Indian Card Works
• No OTP



Word of Caution – Turn off 
your International Txns

Card can be used for 
Crypto Purchase



P2P

Pay 
in 

INR

Receive 
in Crypto



P2P 
Transactio
n on 
WazirX



Modes of Payment in P2P



Crypto - Crimes

Money 
Laundering Fraud Extortion Ransomware

Scam Theft Terror 
Financing

Drug 
Traffiking

Child Abuse Ponzi 
Scheme



Websites to Visit

Blockchain démo:
• https://demoblockchain.org/blockchain 

Generating Keys:
• https://www.bitaddress.org/ 

Buying Crypto
• https://localcoinswap.com 

https://demoblockchain.org/blockchain
https://www.bitaddress.org/
https://localcoinswap.com/


Websites to Visit
Exploring transactions on 
blockchain:
• https://www.blockchain.com/explorer 
• https://blockchair.com/ 
• https://www.blockexplorer.com/ 
• https://www.chainabuse.com/ 
• https://coinatmradar.com/ 
• https://oxt.me/ 

Other Cryptocurrencies:
• https://ethereum.org/wallets    
• https://etherscan.io/  
• https://tronscan.org/ 
• https://bscscan.com 

Bitcoin:
• https://bitref.com/ 
• https://www.bitcoinwhoswho.com/ 
• https://www.walletexplorer.com/ 
• https://www.blockonomics.co/ 
• https://hashxp.org/ 

Check Crypto Address:
• https://cyniq.in/cryptocheck/home.html 

Open-source tool:
• https://graphsense.info/ 

https://www.blockchain.com/explorer
https://blockchair.com/
https://www.blockexplorer.com/
https://www.chainabuse.com/
https://coinatmradar.com/
https://oxt.me/
https://ethereum.org/wallets
https://etherscan.io/
https://tronscan.org/
https://bscscan.com/
https://bitref.com/
https://www.bitcoinwhoswho.com/
https://www.walletexplorer.com/
https://www.blockonomics.co/
https://hashxp.org/
https://cyniq.in/cryptocheck/home.html
https://graphsense.info/


Email Purpose

dd-i4c4@gov.in Amit Sankholia - Mobile Blocking / Telecom Related Issues

dd-i4c3@gov.in
dir-i4c1@gov.in

Vishal Dhiman, National Cybercrime Reporting Portal related & 
1930

rashmisharma/.1980@delhipolice.gov.in
Singh.jiten96@gov.in

Rashmi Sharma, Jitender Singh - JCCT / JMIS / CAIR

dgmi4c@mha.gov.in
diri4c@mha.gov.in

Rahul Sahu - Content blocking assistance

cyber.i4c4@mha.gov.in
Rushi Mehta, Critical Investigation Issues / Recommendations / 
Suggestions

jcct-itss-cifs1-i4c@mha.gov.in Priya Ghurde - Crypto Investigation Assistance, Pratibimb related 
queries

dd-i4c5@gov.in
dir-i4c4@gov.in

Akhilesh Gaur - Bank related issues / Non Compliances

ceo-i4c@mha.gov.in

mailto:rashmisharma/.1980@delhipolice.gov.in
mailto:dgmi4c@mha.gov.in
mailto:cyber.i4c4@mha.gov.in
mailto:jcct-itss-cifs1-i4c@mha.gov.in
mailto:dd-i4c5@gov.in



