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1. National Cyber Crime Reporting Portal (N

CITIZEN INTERFACE POLICE & BANK / FI / TELECOM INTERFACE
HTTPS://ICYBERCRIME.GOV.IN/ HTTPS://WWW.CYBERPOLICE.NIC.IN/
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1930Call Centers operational in the States/UTs

BIHAR Karnataka Haryana Maharashtra
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| 2y CReirheMinister cautionedcitizensabout "Digital Arrest’ tactics being
adopted by cyber criminalsthrough the "Mann Ki Baat' programson 27 Oct
2024and 24 Nov2024andgavethe Mantra of

STOPITHINKTAKEACTION NS




Threat Vectors

Cyber Stalking Cyberbullying

Online Grooming & O G - Impersonatipn

Social Media
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Online Gaming Fraud

Shady Bets: How to Protect
Yourself from Gambling
Fraud Online

Int’l gang involving Rs 190c¢r gaming apps scam busted;
held

Varanasi: Busting an international gang of cyber
fraudsters, who duped people of over Rs 190 crore
through various gaming apps, Azamgarh police
arrested 11 of its members and recovered Rs 35
lakh cash from their possession.

The police also ensured freezing of over Rs 2 crore
deposited in 169 bank accounts belonging to the
gang. A total of 71 cases have been lodged
against the gang across the cou

e
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Online Job Fraud
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GOT A JOB IN
CAMBODIA

MYANMAR, Lao PDR?
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YOU MAY END UP AS

|CYBER SLAVE|
AND BE FORCED TO COMMIT CYBERCRIMES

& TRUST VERIFIED/COVERNMENT AGENTS.
PLEASE VERIFY THE OFFER CAREFULLY.
CHECK DETAILS OF WORK VISA.
RESEARCH THE ORGANIZATION OFFERING THE JOB.

DIAL CYBER HELPLINE 1930 OR VISIT WWW.CYBERCRIME.GOV.IN

rouowcresrooston: [ B (1 Q@ OO O

Operation Cyber Slaves: Stories of "Golden
Triangle’. network of fake job offers

India Today's special Investigation Team managed to track dowvwn some of the survivors of
the cyber slave camps in Southeast Asia. and recorded their stories. These are cautionary
tales for all those tempted by dubious job offers from the "Golden Triangle'.



Stock Investment Scam

Senior citizen from Bangalore joins training ; i , A o : :
session online to learn stock investment, ends S NN 4 A s & ey g AT g 1 & =
up losing Rs 6 crore N | oA ' it

A senior citizen from Bangalore was duped into losing Rs 6.41 crore through an elaborate
online investment scam. The fraudsters, posing as investment trainers, lured the victim
via WhatsApp with promises of high returns and professional stock market insights.
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Matrimonial / Dating Fraud

 Pune |
Online Matrimonial Fraud: Pune Woman Loses

Rs 27 Lakh to Fake Groom

Kondhwa, 14th February 2025: A case of financial fraud through a matrimonial
website has surfaced in Kondhwa, where a woman was allegedly deceived of 327
lakh by a man she met online. The victim has filed a complaint against the

accused, Amit Chavan, at the Kondhwa Police Station.

Man cheats 500 single people using fake
matrimonial sites: Modus operandi revealed

The fake matrimonial websites were promoted on social media platforms such as
Facebook and Instagram, using photos of women downloaded from the internet to
fabricate enticing profiles.




Digital Arrest ICE.
(Impersonation Scam

Elderly woman loses %20 crore to 'digital
arrest' fraud; 3 held ) §

e v

One of the fraudsters posed as a 'CBI officer' to extort money from the woman adding three persons have

been arrested in connection with the crime which took place between December 26, 202 and March 3
this year

Published - March 20,2025 05:38 pmIST - Mumbai

82-Year-0ld Woman Falls Prey To Digital Arrest Scam’
In Ghaziabad; Gets Duped Of Rs 9 Lakh By Fraudsters
Posing As Mumbai Police

An 82-year-old woman from Indirapuram, Ghaziabad, was digitally arrested by some
rauasters posing as Mumbai Police officers, who defrauded her of Rs 9 lakh.




Fake Police
(Impersonation Scam)

Frautstemposingas: kakeliPelicé ©Officers

Notarized Supervision Acknowledgement

Issued by: Notary Public of New Delhi
=

Supervised Personal®
Case No: 0138812024

Hereby confirm received a total Sum of Rs. 50,000
From: B ;Aadhaar No. 57 T i35,

To the supervised personal’s concern, these assets is now under notary public

supervision for asset investigation, proceed by the special crime team of Central

Bureau of Investigation, the inspection is noy on proceeding.

Date: 30.03.2024 Investigator In Charge: Prashant Wholesaler
Time: 01:02 PM Account No. 2590 0487 3250
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CybercrimeMental Health Fallout

Threatened by sextortionists, teen Kkills self ¢!
VIDEQ: Agra Teacher Dies Due To Heart Attack Following Digital Arrest Scam; Gets Fake Call Claiming TN/ Updated: Jon 2, 2024, 11:43 1T (o) cerny |

Daughter Caught In Sex Racket O ) om0 o 15y boy o s

¥ by
The woman could not bear the news and suffered heart attack and dlied. The incident was caught on the CCTV camera insta//el Student dies by suicide after falling victim to cyberfraud
inside in her house and the vieo of the incident is gaing viral on social meglia. TNN / Jun 18, 2024, 04:22 IST (> sare | [rortowus @ |l o,

Scientist Duped Of ¥ 71 Lakh After "Digital
Arrest’ By Fraudsters In Madhya Pradesh: Cops

Digital arrests are a new method of cyber fraud in which fraudsters make audio or video calls, pose as
law enforcement officers and confine victims to their homes to scam them.

Bengaluru: A 20-year-old college student allegedly § ., .

died by suicide in her hostel room Sunday night.
She is suspected to have taken the step after

losing a few thousand rupees to a cyberfraud.

The deceased, Pavana from KGF in Kolar district,
was a first-year BSc student at Maharani Cluster

University. Citing preliminary investigation, police
ndia News | Press Trust of India | Updated: October 05, 20241215 am 15T

said the hostel staff found Pavana hanging in her

room at midnight.

Mews | Cities / Pune / After ‘sextortion calls demanding Rs 31 lakh, man commits suicide; probe on

After ‘sextortion’ calls demanding Rs 51 lakh, man commits suicide; probe on

gt :




Elderly Karnataka couple dies by suicide after
losing Rs 50 lakh to cyber fraud

The couple, both retired and formerly employed at the Maharashtra Mantralaya, did not
inform anyone about the threats and extortion.
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The cybercriminals claimed that the couple’s mobile number and ID proof had been compromised and -
Ps

demanded Rs 5 lakh as a settlement fee.
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@ Belagavi, UPDATED: Mar 29, 2025 10:04 IST
Edited By: Manisha Pandey




The Base Line

(Zero Trust Appro

Beware if the
offer:

Seems too good ¢
be true

4

— Creating urgency

Instilling greed in
you

How to recognize if a call/ /
online information is Real o

a Trap?

Threatening or
causing fear

Beware of

Unknown Calls/
Video Calls

Calls/ Text Messages b

seemingly known peoplg

but from unknown
numbers
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Report Suspect Data on NCRP Portal

HTTPS://CYBERCRIME.GOV.IN/

ﬂ REGISTER A COMPLAINT + TRACK YOUR COMPLAINT SUSPECT DATA + CYBER VOLUNTEERS + LEARNING CORNER + CONTACT US

} SUSPECT SEARCH (MOBILE, EMAIL,
ETC.)

» SUSPECT SEARCH (WEBSITE/APP)

This facility has been created for quick reporting of Attempts m i g ious Website URLs, Whatsapp Numbers/ Telegram Handles, Phone Numbers,

Email-IDs, SMS Headers/ Numbers and Social Media URLs etc. This will be used to build up a repository for analysis and monitoring of cybercrime.

If you have become a victim of Cybercrime, please report immediately at https://www.cybercrime.gov.in/ or 1930 National Helpline Number.

State of Incident* ---Select---

What do you want to report ?

O, S ] d o ®

Website URL Whatsapp Number / Phone number Email Id SMS Header/ Number Social Media URL Deepfake
Telegram Handle



https://cybercrime.gov.in/

—=eportnag C ontent on >0clal \viedie
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GOVERNMENT OF INDIA | MINISTRY OF HOME AFFAIRS

Coor O«
Contre National Cyber Crime Reporting Portal
E= Register a Complaint + Track your Complaint Report & Check Suspect + Cyber Volunteers + Learning Corner + Citizen Survey Contact Us

Ispect Repository > Report Abuse to social Mediggs Suspect Repository +
* Report Suspect + Report Suspect to 14C

» File an Appeal with GAC Report Abuse to Social Media

Report Abuse to NCMEC

Know your Mobile connections
TAFCOP

Report Abuse to Social Media Intermediary
Citizens can report any online illegal activity directly to social media Intermediaries by using the links provided below.

OVOOO0O6

Facebook Twitter (now X) Google Instagram Telegram WhatsApp YouTube Public

.
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Cyber Hygiene

Protecting sensitive W
data and personal
information

What are the
primary factors Safe Browsing and
that constitute Emuail Practices
cyber hygiene?

Safeguarding
business operations
and reputation

Network security

Data backup and
recovery

Preventing
financial losses and
legal consequences




E https://www.csk.gov.in

Welcome to

Swachhta

The " Swachhta
of Electronics and Information Technology (MeitY) to create a secure cyber space by detecting botnet infections in India and to notify, enable cleaning and

" (Botnet Cleaning and Malware Analysis Centre) is a part of the Government of India's Digital India initiative under the Ministry
securing systems of end users so as to prevent further infections. The " Swachhta " (Botnet Cleaning and Malware Analysis Centre) is set up in
accordance with the objectives of the "National Cyber Security Policy”, which envisages creating a secure cyber eco system in the country. This centre operates
in close coordination and collaboration with Internet Service Providers and Product/Antivirus companies. This website provides information and tools to users to
secure their systems/devices. This centre is being operated by the Indian Computer Emergency Response Team (CERT-In) under provisions of Section 70B of the
Information Technology Act, 2000.

Stop Neglecting security warnings. Protect before you connect.

Passwords are key to your personal information, make habit of using strong
“passwords and change them regularly.

Why have I Reached this page? What should I do?

You have reached this page because your computer / system / device is To remove the malware, you need to scan your computer / system / device
probably infected with malware called 'Bot' and could become a part of a with the tools recommend below and take steps to improve the security of
botnet. If your computer / system / device is part of a botnet, the following your computer / system / device.

could happen: 5 : : % =
PP We encourage you to visit the website of Antivirus Companies who are

< s providing Free Bot Removal Tools for this initiative.
« Information on your computer / system / device could be stolen

For downloading Free Bot Removal Tools and other necessary tools /

software, please visit Security Tools I GET MM section.

* Your computer / system / device may be used to send out spam

« Your computer / system / device could be used for launching
attacks on other computer / system / device

Scan Your Device

4.1%
2K reviews ©

M-Kavach 2

C-DAC Hyderabad (M-Kavach Team)

Rated for 3+ ®

Install
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PuBLIC NOTICES

HELP

APPLICATIONS v CONTACT Us

CEIR SERVICES v

SANCHAR SAATHI

AN INTEGRATED CITIZEN CENTRIC WEB PORTAL

SANCHAR
SAATHI

4 =

Block Stolen/Lost Mobile Un-Block Found Mobile Check Request Status




CYBERDOS|}
14C

000000000 ||




X: https://x.com/Cyberdost

FB: https://www.facebook.com/CyberDostl 4C/

Insta: https://www.instagram.com/cyberdosti  4c¢/?hl=en

WhatsApp: https://whatsapp.com/channel/ 0029Va3VAOY 8fewrOtXgMw 1V

Public: https://public.app/user/profile/ 1ZCOQuF5wrRbR 9lcsrtcZqsPkYfC 2

ShareChat : https://sharechat.com/cyberdost?referer=bottomNav

Telegram: https://t.me/cyberdosti _4c -

YouTube: https://www.youtube.com/@cyberdosti 4c/featured

LinkedIn:

https://www.linkedin.com/company/cyberdosti 4C
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CyberDost 14C

2,603 232K 98
posts followers following

Official handle of Indian Cybercrime Coordination
Centre (14C), Ministry of Home Affairs, Gol | Raising
awareness against Cybercrimes | ., 1930

(22 www.cybercrime.gov.in and 1 more

& E Followed by gulatayyye, venubatra_17
“‘/S 7 and 8 others

Cyber Safe... Report Link Amitabh Ba... 2GawaneKe... StopThin
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CyberDost is the official social media for the
Indian CyberCrimeCoordinationCentre(14C)

Over 21 lakh followers are connected with
CyberDost'scontent and initiatives on 9 different
platforms

CyberDost uses trending memes and reels on
Instagramthat resonatewith youth.
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@cyberdosti4c

49.5K subscribers « 896 videos

Official handle of the Indian Cybercrime Coordination Centre

(46 ik Gl cmers Employs informative carousels and GIFs to
i disseminatecrucialcyberawarenessmessages

Manage videos iy &

Hosts exclusive live sessionson platforms like
YouTubewith expertssharingsafetytips.

Home Videos Shorts Live Playlists

Shorts

e re——y s Aimsto empower citizensto protect themselves
online, fostering awarenessand vigilance
wevversareive [zt ~ S| Interesting contests with attractive prizes
/a w4



Cybercrime Awareness Material By 14C

A https://idc.mha.gov.in/awareness.aspx
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Spot the Scam

Which Offer Looks Suspicious?

E Arwne Copmere
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Account Protection Speciallst @

Interact with Cyber Advocate
on Digital Arrest Scams

Understanding the Law and How to Repart Such Frauds

Join Cur

Live Session
4 ANUJ AGARWAL

Cyter & Digal Privacy Adwcoat
=) {Sunmmn Caurt]

#CyberSafe Live Session 42 | Legal provisions on Digital Arrest Scam |
Cyber Advocate, Anuj Agarwal

#CyberSafelive T ﬁfﬁﬁ Cyber & Digital Privacy Advocate, Shri Anuj Agarwal e
T - T 4 95 T8 & Cybercrime X W9 3118 & 70-70 Scams — ..

#CyberSafe is now Live!

nfeg Shri Anuj Agarwal, Cyber & Digital Privacy Advocate, Supreme
Court, ¥ 3% AT ST session & -

yber Frauds @t Rt
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Follow CyberDost on @ o Q o Jf; @ @ @ WWW.Cybercrime.gov.in




¥ Swng -~ 'h ¢ =wws s
g HOME AFFAIRS I@ ( '_', & HOME AFFAIRS I&(«

CYBER
CRIME

ESSENTIAL

U 35;’;"(@

HANDBOOK
L/
f




e IS 4 e E& ._4.; Hir f""’Tu"j'—’:’-";“‘- "".—“r"‘ f
] o SO0 B e -~ T I~ = | Sl SHiglsizice] SHeecd] 3licdt
,‘3%” e 15 € Wi P ——— T L o T D

49 PAGES | W 5

I sten ol sz e ez mwe 03

T 2 =z dae W R A S Stamm 07

J 3 efta s @R B HTSt 10

4 ot ag 3 Bl E 13

5 waadisfiaesdssmeias 15

6 A iz S AT E = 18

7 o FmdAsEaEs 23

G 8 swia i s fMMAm T 26
- 9 arg ft 3z APk BES & dten 29
== 10 =TS MReISEHIDA 32

i L Il oresadddiesieogadina 35
J 12 ST ieenadsimads 38

|
|
a

14
15
EreE | B2AE
—EESSE 2
1)5.':" > * .
*Vla* nvo
ONS%& 3




Indian
~_. Cybear

=« Crime
Coordinatior
Centre




