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Vision
To create a safer cyber space for the citizens of India.

Mission
To create an effective framework and

ecosystem for the prevention, detection,

investigation, and prosecution of Cybercrime

in the country .

Indian Cyber Crime Coordination Centre (I4C)

Background 

❑ On an average, more than 7,000 

cybercrime complaints are 

registered per Day (May 2024)

❑ 1930 Helpline receiving 60,000 calls 

daily. 

❑ Average 50 Crore reported loss by 

Indian Victims daily.

❑ 4000 Mule accounts reported per 

day.

❑ 35% of Reported Amount more than 

50 lakhs.



Online Financial 

Frauds (6 Months)

26,049

2,57,777

4,52,414

9,66,790

15,56,218
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NCRP ComplaintsGrowth of 113.7% from 2021 to 2022

Growth of 60.9% from 2022 to 2023

11,21,112

2024*
*As on 15.07.2024

Cybercrime Trends 



CITIZEN INTERFACE 

https://cybercrime.gov.in/

POLICE & BANK / FI / TELECOM INTERFACE

https://www.cyberpolice.nic.in/



NCRP (Citizen Interface)

Features : Citizen Interface

Suspect 

Search & 

Report 

Daily 

Digest

Cyber

Volunteer

Complaint 

Filing
Advisories

Year cybercrime.gov.in cyberpolice.nic.in Total

2021 2,81,55,140 8,09,349 2,89,64,489

2022 3,94,60,172 14,56,401 4,09,16,573

2023 4,78,59,548 22,05,439 5,00,64,987

Increasing use of NCRP

https://www.cybercrime.gov.in/



Advisory Daily Digest CFCFRMS

Blocking of 

Mobile No and 

IMEI 

1930 Daily 

Traffic Report

Cyber 

Volunteer

Suspect 

Repository    
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Intermediary 

Nodal Officer

NCMECResources 

Cyber Crime 

Analytics 

Report 

CCTV Footage 

Request   

https://www.cyberpolice.nic.in/

Features : Police / Bank / Telecom Interface



CFCFRMS - Operational Flow

1930 Cyber Crime Helpline

State / UT Police
Avg. 50,000 calls per day (Feb 2024)

CFCFRMSVictim of Online 

Financial Fraud

Over 312 Financial Intermediaries

Benefited around 7.5 lakh victims by saving ₹1

crore (Till, 2572.91 Crores 22nd July 2024)

Year % Lien Amount Amount (in Crore)

2021 6.73 36.38

2022 7.35 169.04

2023 12.32 921.59

2024 12.08 1361.28

Working of CFCFRMS
Citizen Financial Cyber Fraud Reporting and Management System



COMPLAINT BY CITIZENS RECEIVED ON CFCFRMS

WITHDRAWAL FROM ATM AT JAMALGARH, MEWAT

MULE ACCOUNTS



Intelligence - ATM Hotspots

▪ Cash Withdrawal from Overseas ATMs using Indian

Debit Cards of rented Accounts (Dubai, Hong Kong,

Bangkok, Russia)

▪ White Label ATMs – Private ATM being mis-used in

Hotspots Area.

S No. ATM Location Total Number of Transactions

1 Delhi 34,156

2 Alwar 28,629

3 Kolkata 28,124

4 Patna 25,230

5 Bharatpur 19,160

6 Mathura 11,403

7 Kaman 10,496

8 Jaipur 9702

9 Deoghar 9583

10 Nalanda 9486

11 Dhanbad 9000

12 Gurgaon 8659

13 Punahana 8447

14 Dumka 7634

15 Agra 5103

16 Faridabad 4694

17 Dubai 4599

18 Bardhaman 8611

19 Howrah 3267





NCRP (Citizen Interface)

Mule Account Hotspots – CFCFRMS Outcome



A Sample Mule 
Account



Monthly Income : 10,000

One Day Turnover :  40 Lakhs

Cash Withdrawal : 20 Lakh

Account 1: TRANSACTION MONITORING AND AML



Account 2: TRANSACTION MONITORING

















IP Logs of Bank account Access – Must be a 

part of Transaction monitoring



Cybercrime Hotspots

Pratibimb

Point of Sale Hotspots



Cyberfraud Mitigation Center (CFMC) at I4C



Modus 
Operandi



Nature and spread of Cybercrime hotspots (International)

Source : NCRP, UNODC

Evolving Modus Operandi – South East Asia

Illegal Stock 
Market Scam

Illegal 
Investment and 
Fake Gaming 

Apps

Digital Arrest
Romance / 
Dating App 

Scam



Nature and spread of Cybercrime hotspots (International)

Modus Operandi 1 – Digital Arrest Scam



Step 1 : 

Victim is contacted 
via Normal call from 
Indian number

• Call Spoofing used to 

call the Victims.

• Call from Parcel, CBI, 

RBI, NIA, ED, 

Narcotics Control, 

Bank.



Step 2 : Thousand of Skype accounts – Impersonating Agencies

I4C has 

proactively 

reported over 

1500 Skype IDs

to Microsoft for 

Blocking



Fake Police Officer posing as Delhi Police

(Shared by returnee from Cambodia)



Channels of Money Exit

Physical Gold

OPGSP

Cryptocurrency

ATM Withdrawals 

Domestic and Overseas

Cash Withdrawal from BranchesHawalaInternational Fund 

Transfers



Improving Transaction Monitoring



Use of Complex Layering
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Illegal Payment 
Gateway as a 
service using 
Mule Account



Modus 
Operandi 2 –
Stock 
Investment 
Scam



Criminal Infrastructure

Infrastructure Platform

Digital 

Advertisement

Meta (Instagram, Facebook) –

From Foreign Soils. Reaching 

out everyone interested in 

”Finance”

Mule Bank 

Accounts

Majorly in Leading Banks from 

Across India.

SMS Send SMS across Nation –

Hacked headers

WhatsApp Groups 

& Numbers

Initial Stock Market Tips, 

Conducting Classes

Thousands of Advertisement on 

Instagram & Facebook

Bulk SMS distributing 

WhatsApp links

10,00,000 Views - One week



Fake Trading Application – IPO Allocation

1. App Interface when 

Opened 
2.Trade Window of 

Application 

3. Interface for Market Insights 4. Interface for IPO Insights 

and  Subscription



ATM Withdrawals / 

FinTech / POS Withdrawals

Mule Accounts, SIM Cards, 

Servers (Cloud), Illegal Agents

Per day 4000 Mule Accounts are 

reported on CFCFRMS

ATM Withdrawals

Manpower / 

Scam compounds

Thousands of Indian Youths 

working willingly or 

unwillingly in scam centres

UAE

Kazakhstan

Myanmar

Cambodia

Transnational Cybercrime



Modus 
Operandi 3 : 
Investment 
and Gaming 
Apps



Scam 

Compou

nds 

(Myanma

r)



Pictures from inside scam compounds of Cambodia

Multiple telegram sessions active to communicate with victims



Criminal 
Infrastrucucture
- Banking



1. Current Accounts 

• Enterprise

• Trading

• Udhyam Aadhaar



•An Organized business



Money Laundering - Cryptocurrency



Scale of 
Laundering



Modus Operandi : Android Malwares (APK)

• Customer loses money without providing OTPs

• Branches should sanitize victim’s phones and share APK with I4C.





Interaction by 

Organized 

account seller 



Modes of Purchasing VDA (Virtual 
Digital Asset) in India – Crime 
perspective



1. P2P Transaction on Exchange (UPI, IMPS etc.)

Platform :WazirX



Victim

• Investment scam/Trading 
Scams / Digital Arrest from 
South East Asia

Mule Bank Acc (Layer 1)

• Gets fraud money in Bank 
Account

Crypto Seller Bank 
Account )- (Layer 2)

• Receives fraud money and 
sends crypto to fraudster's 
wallet

Relative/Friend of Crypto 
Seller / Shop owner

USDT/BTC Wallet Transfer

UPI, IMPS Transfer

Using P2P Transfer for 
Money Laundering / Tax 
Evasion

Bank account 
of crypto 

seller



1. Mandatory registration of all onshore/offshore exchanges providing Virtual Asset

Services.

2. Criminal proceedings against P2P transactions on Unregistered P2P platforms and

exchanges.

3. Continuous monitoring and blocking of money mules / traders buying and selling

crypto on P2P Platforms.

Recommendations



2. Purchase through Credit / Debit Card
• International crypto platforms onboard themselves as merchants through any PA or Banks on

VISA / Master Card. Using Indian mule accounts cards, crypto is purchased and laundered
outside.

• Crypto worth 5 Crore 52 Lakh transferred during March to May 2024 in Bitget Multi exchange
using Indian Cards in mere 356 transactions (CFCFRMS). Similar pattern also seen in Huobi
and Crypto.com

Acknowledgement 
No Money Transfer From Money Transfer To (Bank / Wallet/PG/PA / Merchant ) Layer Amount Remarks

2.19042E+13Federal Bank Merchant :Bitget Multiexchange 3 600000 5559426xxxx17076
3.21022E+13Federal Bank Merchant :Bitget*Multiexchange 3 600000 5559426xxxxxx747
3.02052E+13Federal Bank Merchant :Bitget*Multiexchange 3 599998 555942xxxxxx0698 Ecm transaction 
3.08052E+13Federal Bank Merchant :BANXA BITGET 13805528 4 570880 555942xxxxxx5122
3.37052E+13Federal Bank Merchant :Bitget*Multiexchange 3 530000 555942xxxxxx8910
3.16042E+13Federal Bank Merchant :Bitget Multiexchange 2,3 414998 ECM transaction 555942xxxxxx8180
3.29042E+13Federal Bank Merchant :Bitget*Multiexchange 3 399999 ecm transaction 555942xxxxxx9709
2.25042E+13Federal Bank Merchant :Bitget Multiexchange 2 399998 555942xxxxxx8180
2.11042E+13Federal Bank Merchant :Bitget Multiexchange 3 350000 ECM TRANSACTION CARD NO 555942xxxxxx9335
3.19042E+13Federal Bank Merchant :Bitget*Multiexchange 3 300002 555942xxxxxx8723
2.02022E+13Federal Bank Merchant :Bitget*Multiexchange 2 300000 555942xxxxxx2487
2.05042E+13Federal Bank Merchant :Bitget*Multiexchange 4 300000 555942xxxxxx3464
2.05042E+13Federal Bank Merchant :BitgetMultiexchange 3 300000 555942xxxxxx7209
2.13022E+13Federal Bank Merchant :Bitget*Multiexchange 3 300000 555942xxxxxx7456
2.13052E+13Federal Bank Merchant :Bitget*Multiexchange 3 300000 555942xxxxxx8910
2.13052E+13Federal Bank Merchant :BITGET MULTIEXCHANGE 2 300000 555942654XXXXXX0
2.15052E+13Federal Bank Merchant :Bitget*Multiexchange 2 300000 555942xxxxxx6302



2. Purchase through Credit / Debit Card / Fintechs (Contd.)



2. Purchase through 
Fintechs (Contd.)

Funds are loaded via 
International Payment 

Aggregators into 
international wallet like 

Pyypl.

From Pyypl, money is 
transferred to Binance. 

(Informal Info.)

Over 700 Crore was 
sent through VISA cards 

to Pyypl in 4 months 
(2023).

(Presently Pyypl is 
banned by VISA –

Mastercard)



Virtual Account 

provided to each 

customer of Crypto 

Platform for Top Up.

3. Purchase through Exchanges 

• Funds are transferred to virtual account

provided by Exchange who has a current

account in Indian banks.

• Using the funds present, crypto can be

purchased.

• Mule crypto accounts being used to launder

crime proceeds.



REQUIREMENTS OF ACTION BY RBI / BANKS (1/4)

Mechanism to identify Mule accounts using AI/ML,

On identification of Mule account generate alert &

Suggest measures (Lean/digital debit freeze/

Restriction on digital transactions).



REQUIREMENTS OF ACTION BY RBI / BANKS (2/4)

Alert Generation for respective customer by fraud risk

assessment and use of suspect repository



REQUIREMENTS OF ACTION BY RBI / BANKS (3/4)

IP Monitoring, VPN access , sudden change in volume and

frequency of transactions, should led to EDD (Enhanced Due

Diligence) further, automated system in banks for taking

appropriate actions to stop the flow of fraudulent amounts within

the digital ecosystem.



REQUIREMENTS OF ACTION BY RBI / BANKS (4/4)

Monitoring should be conducted by the risk management team of

banks to identify multiple bank account logins from a single IP

address. If the IP address originates from outside India, an alert

should be raised for Enhanced Due Diligence (EDD).



i4c.finmod@mh

a.gov.in

mailto:i4c.finmod@mha.gov.in

