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Indian Cyber Crime Coordination Centre (14C)

Background

VI S | on C On an average, more than 7,000
To create a safer cyber space for the citizens of Indial cybercrime complaints are
registered per Day (May 2024)

C 1930 Helpline receiving 60,000 calls
daily.

M SS | on C Average 50 Crore reported loss by
Indian Victims daily.

To create an effective framework and
) ) C 4000 Mule accounts reported per
ecosystem for the prevention, detection,

iInvestigation, and prosecution of Cybercrime day.

in the country . C 35% of Reported Amount more than

50 lakhs.




Cybercrime Trends

15,56,218

11,21,112

2,57,777

26,049

Growth of 113.7% from 2021 to 2022 NCRP Complaints ¢ g6 700
Growth of 60.9% from 2022 to 2023 452 414

2019 2020 2021 2022 2023 2024*

*As on 15.07.2024

Total Complaints 850034
ATTENDED 825619
UNATTENDED 24415

Online Financial

Frau dS (6 MO nth S) Total Amount Reported Total Lien Amount
11,269.83 Cr. 1,361.28 Cr.




CITIZEN INTERFACE POLICE & BANK / FI/ TELECOM INTERFACE

https://cybercrime.gov.in/ https://www.cyberpolice.nic.in/
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Onboarded Entities No. of Entities
Banks 257 ON BOARDED (District & Police Stations) [Total
Wa”et PG PA 24 Total District 038

/ / Total Police Station 12728
Merchant 29 13666

Total

Insurance 2
Total 312




Features : Citizen Interface

GOVERNMENT OF WO | 1aniamm OF HOME AFFAIS https://www.cybercrime.gov.in/
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Coordination

goord National Cyber Crime Reporting Portal A [-1"15111”'-'] - -

REGISTER A COMPLAINT + TRACK YOUR COMPLAINT SUSPECT DATA + CYBER VOLUNTEERS + LEARNING CORNER + CONTACT US

: Suspect
Complaint Search & Cyber

Filing Report Volunteer

Advisories

Increasing use of NCRP

cybercrime.gov.in cyberpolice.nic.in
2021 2,81,55,140 8,09,349 2,89,64,489
2022 3,94,60,172 14,56,401 4,09,16,573

2023 4,78,59,548 22,05,439 5,00,64,987




Features : Police/ Bank / Telecom Interface

Daily Digest CFCFRMS

Cyber Crime
Advisory Analytics
Report

Blocking of Suspect
Mobile No and Re ogitor
IMEI P y
Duplicate 1930 Daily
Tagging Traffic Report NEISE

CCTV Footage Cyber
Request Volunteer

Intermediary
Nodal Officer

https://www.cyberpolice.nic.in/



Working of CFCFRMS

Citizen Financial Cyber Fraud Reporting and Management System

Over 312 Financial Intermediaries
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National Cyber Crime Reporting Portal j

Victim of Online CFCFRMS »'

Financial Fraud :
|
1 ‘ : PhonePe
|
@ 1930 Cyber Crime Helpline i /@5 ®
\ Flipkart g
. \ /
State / UT Police e -’
Avg. 50,000 calls per day (Feb2024)  CETTmTmTmTmomTmmmmmmmmmmmmmmmmmmmmmmm
Year % Lien Amount Amount (in Crore)
2021 6.73 36.38
Benefited around 7.5 lakh victims by saving 1 2022 7.35 169.04
crore (Till, 2572.91 Crores 229 July 2024) 2023 12.32 921.59

2024 12.08 1361.28



_ - COMPLAINT BY CITIZENS RECEIVED ON CFCFRMS
4w |swoumneivatn | TamscsonD | camieats | mamocionAmoun A —————

1 -1006204149 chinh23320663027 16/11/2023 171172023 15:02:.PM 1iii Central Bank of India
AM/PM: AM

2 -1006204149 chinh23320647420 16/11/2023 17/11/2023 15:02:PM i Central Bank of India
AM/PM: AM

MULE ACCOUNTS

Action Taken by Bank [}

Transactionld f UTR Account No./ (Wallet Status by Bank / (Wallet [PG/PA) / Bank / (Wallet Transaction Id / UTR Date of Action Taken By
Number PGIPA) Id Merchant / Insurance PGIPA) ! Merchant / Number Action
Insurance
1 chinh23320662576 - 1006204149 Money Transfer to Punjab National Bank 08251017 BINH23320647420 Transaction 171172023 I Central Bank of India
including Criental 00014524 Amount-:41000 15:10:PM
chinh23320647420 -1006204149 ( 9 & VIVEK MORGAONKAR
Bank of Commerce Renorted Disputed
chinh23320663027 -1006204149 and United Bank of e_po © ispute = vmorgaonkar? 7@gmail.com
Indiia) 3 times Amount: 41000
Layer : 1 29185917545
™ MANAGER
4 CBINH23320663027 0825101700014524 Money Transfer to Canara Bank 11014374 32015513134 Transaction IMPS-OUT/332015513134/  17/11/2023 Il Punjab National Bank (including Oriental
(including Syndicate 1364 Amount-40000 CNRBO000032/110143741  16:26:PM Bank of Commerce and United Bank of
CBINH23320662516 0325101700014524 :
Bank) i 364 India)
0525101700014524 Reported Disputed
w— 4 times Amount: 40000 & Rashmi Raghav
Layer:2 & cybercrimecell@pnb.co.in
09953795523
H ™ \lanager
8 332015513134 10143741364 Withdrawal through ATM Canara Bank Transaction CASH-MCRMSG600-VILLAG ~ 17/11/2023 I Canara Bank (including Syndicate Bank)
Laver:3 Place of ATM - (including Syndicate Amount-:49500 EJAMALGARHJAMALGAR  16:53:PM & Cyber Police Coordinating Cel
ver: VILLAGEJAMALGARHJAMALGARHHRIN Bank) HHRIN-16/11/23 y g
ATM ID -MCRIM5500 & birccp@canarabank.com

\ 08147169430

WITHDRAWAL FROM ATM AT JAMALGARH, MEWAT "



ATM Location Total Number of Transactions

©

Delhi 34,156
Alwar 28,629
Kolkata 28,124
Patna 25,230
Bharatpur 19,160

Intelligence - ATM Hotspots

A Cash Withdrawal from Overseas ATMs using Indian
Debit Cards of rented Accounts (Dubai, Hong Kong,
Bangkok, Russia)
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. : .. . . . Mathura 11,403
A White Label ATMs T Private ATM being mis-used
Hotspots Area. Kaman 10,496
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ATM Withdrawal Details

m Acknowledgement No. State / District / Police Station Sub Category Account No./ (Wallet /PG/PA) Id ATM ID Place of ATM m Date of Withdrawal | Date of Complaint

20202240006869
2 20202240006869
3 20203240008163
4 20203240008474
5 20203240009867
6 20402240001384

ANDHRA PRADESH /
Annamayya / Madanapalli | Town
UPs

ANDHRA PRADESH /
Annamayya / Madanapalli | Town
UPS

ANDHRA PRADESH/ YSR/ V-N
- PALLI

ANDHRA PRADESH / KAKINADA /
KAKINADA | TOWN

ANDHRA PRADESH /
Ananthapuram / Tadipathri Rural

ASSAM / NAGAON/ NAGAON

Fraud Call/Vishing

Fraud Call/Vishing

UPI Related Frauds

Internet Banking

Related Fraud

Fraud Call/Vishing

Demat/Depository
Fraud

50100658624004

50100658624004

50100696537313

50100682508006

50100682477652

50100696394705

E5001138

E4010979

SDU0255

E4010151

E4011552

E4070021

DUBAI

DUBAI

DUBAI

DUBAI

DUBAI

DUBAI

¥ 296895.70

¥ 296895.70

¥ 198902.00

¥ 199307.00

¥ 49706.73

¥ 199043.00

30-09-2023

01-10-2023

14-02-2024

01-01-2024

19-03-2024

18-02-2024

16-03-2024

16-03-2024

05-03-2024

07-03-2024

19-03-2024

25-02-2024

ATW-418021XXXXXX2907-
E5001138-DUBAI, 30-09-2023
20:17:43,

ATW-416021XXXXXX2907-
E4010979-DUBAI, 01-10-2023
22:50:58

ATW-652166XXXXXX4774-
SDU0255-DUBAI

ATW-652166XXXXKX4533-
E4010151-DUBAI Disputed :
129549.2

ATW-418021X00(XX1449-
E4011552-DUBAI (19-03-2024
19:12:57)

ATW-419188XXXXXX5012-
E4070021-DUBAI



Mule Account Hotspots T CFCFRMS Outcome

"Mule Accounts Reported (One Month)
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A Sample Mule
Account



Account 1: TRANSACTION MONITORING AND AML

Occupation SALARIED PERSON

Monthly Income less than Rs.10,000

Monthly Income : 10,000
One Day Turnover : 40 Lakhs
Cash Withdrawal : 20 Lakh

Date Particulars ‘T-_:: Cheque Detals | Value Date Withdrawals Deposis Balance DriCr
Opening Balance 000 Cr
05-Jan-24 |FT IMPSAFI/400612714526/dgdg/IMPS TRF 05-Jan-24 300000.00 300000.00| Cr
05-Jan-24 |FT IMPSAFI/400612714980/dodg/IMPS TRF 05-Jan-24 200000.00 50000000 Cr
05-Jan-24 |FT IMPSAFI/400612715403/dgdg/IMPS TRF 05-Jan-24 25000043} 75000043] Cr
05-Jan-24 |FT IMPSAFI/4006127 18007 /dodg/IMPS TRF 05-Jan-24 200000.00 95000043 Cr
05-Jan-24 |FT IMPSAFI/400612716794/dodg/IMPS TRF 05-Jan-24 280000.79| 123000122] Cr
05-Jan-24 |MPM:SELF CASH 10700367 05-Jan-24 S00000.00 330001.22 Cr
05.Jan24 |FT IMPSAFI/40061271 7558 /dgdq/IMPS TRF 08- Jan.24 220000.00 58000122 Cr
05-Jan-24 |MPM:SELF CASH 10700368 05-Jan-24 S00000.00 50001.22 Cr
05-Jan24 |FT IMPSAFI/400613728046R V ENTERPRISE 2024010612 TRF 05-Jan-24 35000021 40000143 Cr
05-Jan24 |RTGK R K AGROPUNBRS2024010613083777/PUNJAB TRF 08-Jan-24 200000.00 600001.43] Cr
05-Jan-24 | To NIVABUPA TRF 05-Jan-24 1000.00 59900143 Cr
05.Jan.24 |MPM-SELF CASH 10700269 05-Jan-24 £50000.00 4900143] Cr
05-Jan-24 | TO ATM/S347/FBL-MALAPPURAM \BAVA'S ARCADEE TRF 05-Jan-24 20000.00 2000143 Cr
05-Jan-24 | TO ATM/S348/FBL-MALAPPURAM \BAVA'S ARCADEE TRF 05-Jan-24 20000.00 00143 Cr
05-Jan-24 | TO ATM/S349FBL-MALAPPURAM 'BAVA'S ARCADEE TRF 4 9000.00 143 Cr
Grand Total 2000000.00 2000001.43




Account 2: TRANSACTION MONITORING

Statement of Account No: 04

Printed By: 5178318
DATE: May 20, 2024 4:34:56 PM

Customer Name: KOLKATA COLD STORAGE PRIVATE LIMITED AND AJAY SINGH AND
CKYC No.: 2000000
Customer Address: SAMSUL HUDA ROAD

KOLKATA

WEST BENGAL 700017

. \.'I_| L *.'-_' )

Branch Address: 50.]%%%‘% e
ROAD WEST BENGAL

KOLKATA 700071

Branch Contact No.:

Customer Care No.:

IFSC Code: MICR Code: WA
Acct Currency: INR

Statement for Period : 01-04-2024 to 20-05-2024



Statement for Period : 01-04-2024 to 20-05-2024

Date Withdrawal Deposit Balance Alpha | CHQ. NO.
02-04-2024 1.00 1.00 Cr.
03-04-2024 1.00 0.00 Cr.
03-04-2024 10.00 10.00 Cr.
03-04-2024 1.00 9.00 Cr.
04-04-2024 9.00 0.00 Cr.
17-05-2024 101.00 101.00 Cr.
17-05-2024 100.00 201.00 Cr.
17-05-2024 22.00 179.00 Cr.
18-05-2024 101.00 280.00 Cr.
18-05-2024 106.99 173.01 Cr.
18-05-2024 173.01 0.00 Cr.
18-05-2024 101.00 101.00 Cr.
18-05-2024 21.00 B0.00 Cr.
18-05-2024 75000.00 7508000 Cr.
18-05-2024 100000.00 175080.00 Cr.
18-05-2024 50000.00 Z225080.00 Cr.
18-05-2024 37500.00 26256000 Cr.




Date Withdrawal Deposit Balance Alpha |CHQ. NO.
18-05-2024 40000.00 297744.00 Cr.
18-05-2024 50000.00 347744.00 Cr.
18-05-2024 30000.00 377744.00 Cr.
18-05-2024 99900.00 277844.00 Cr.
18-05-2024 50000.00 327844.00 Cr.
18-05-2024 50000.00 377844.00 Cr.
18-05-2024 321007.00 56837.00 Cr.
18-05-2024 72000.00 128837.00 Cr.
18-05-2024 50000.00 178837.00 Cr.
18-05-2024 52240.00 231077.00 Cr.
18-05-2024 26500.00 257577.00 Cr.
18-05-2024 99440.00 158137.00 Cr.
18-05-2024 99440.00 58697.00 Cr.
18-05-2024 100000.00 158697.00 Cr.
18-05-2024 25000.00 183697.00 Cr.
18-05-2024 20000.00 203697.00 Cr.
18-05-2024 270000.00 473697.00 Cr.
18-05-2024 25000.00 498697.00 Cr.
18-05-2024 10000.00 508697.00 Cr.
18-05-2024

300000.00

808697.00 Cr.




18-05-2024 499700.00 308997.00 Cr.
18-05-2024 75000.00 233997.00 Cr.
18-05-2024 34000.00 267997.00 Cr.
18-05-2024 499700.00 F67697.00 Cr.
18-05-2024 100000.00 667697.00 Cr.
18-05-2024 1499816.00 517781.00 Cr.
18-05-2024 26000.00 543781.00 Cr.
18-05-2024 75000.00 468781.00 Cr.
18-05-2024 99500.00 369281.00 Cr.
18-05-2024 93000.00 276281.00 Cr.
18-05-2024 20000.00 296281.00 Cr.
18-05-2024 150000.00 146281.00 Cr.
18-05-2024 50000.00 196281.00 Cr.
18-05-2024 75000.00 271281.00 Cr.
18-05-2024 150000.00 121281.00 Cr.
18-05-2024 100000.00 21281.00 Cir.
18-05-2024 25000.00 46281.00 Cr.
18-05-2024 S0000.00 96281.00 Cr.
18-05-2024 37500.00 133781.00 Cr.
18-05-2024 612281

478500.00

00 Cr.




18-05-2024 S00000.00 112281.00 Cr.
18-05-2024 109835.00 2446.00 Cr.
18-05-2024 20000.00 92446.00 Cr.
18-05-2024 20000.00 102446.00 Cr.
18-05-2024 99500.00 2946.00 Cr.
18-05-2024 30000.00 32946.00 Cr.
18-05-2024 S0000.00 82946.00 Cr.
18-05-2024 40000.00 122846.00 Cr.
18-05-2024 100000.00 22846.00 Cr.
18-05-2024 F0000.00 92946.00 Cr.
18-05-2024 20000.00 182846.00 Cr.
18-05-2024 20000.00 232846.00 Cr.
18-05-2024 20000.00 282946.00 Cr.
18-05-2024 100001.00 182845.00 Cr.




Date Withdrawal Deposit Balance Alpha | CHQ. NO.
18-05-2024 50000.00 232945.00 Cr.
18-05-2024 45000.00 277945.00 Cr.
18-05-2024 40000.00 317945.00 Cr.
18-05-2024 200000.00 117945.00 Cr.
18-05-2024 99500.00 18445.00 Cr.
18-05-2024 10000.00 8445.00 Cr.
18-05-2024 219120.00 227565.00 Cr.
18-05-2024 100000.00 327565.00 Cr.
18-05-2024 200000.00 127565.00 Cr.
18-05-2024 50000.00 177565.00 Cr.
18-05-2024 235636.00 413201.00 Cr.
18-05-2024 50000.00 463201.00 Cr.
18-05-2024 46500.00 509701.00 Cr.
18-05-2024 400000.00 909701.00 Cr.
18-05-2024 466420.00 443281.00 Cr.
18-05-2024 209374.00 233907.00 Cr.
18-05-2024 1989580.00 34927.00 Cr.
18-05-2024 800000.00 834927.00 Cr.
18-05-2024 15000.00 849927.00 Cr.
18-05-2024 50000.00 899927.00 Cr.




18-05-2024 20000.00 989927.00 Cr.
18-05-2024 499000.00 490927.00 Cr.
18-05-2024 S0000.00 240927.00 Cr.
18-05-2024 250000.00 290927.00 Cr.
18-05-2024 270000.00 260927.00 Cr.
18-05-2024 250000.00 310927.00 Cr.
18-05-2024 25000.00 335927.00 Cr.
18-05-2024 12000.00 347927.00 Cr.
18-05-2024 S300300.00 47627.00 Cr.
18-05-2024 180000.00 227627.00 Cr.
18-05-2024 &00000.00 827627.00 Cr.
18-05-2024 750000.00 157 7627.00 Cr.
18-05-2024 1.00 157 7628.00 Cir.
18-05-2024 200080.00 1377548.00 Cr.
18-05-2024 S00000.00 877548.00 Cr.
18-05-2024 218800.00 658748.00 Cr.
18-05-2024 1.00 658749.00 Cr.
18-05-2024 249949.00 408800.00 Cr.
18-05-2024 343728.00 65072.00 Cr.
18-05-2024 11825.00 T6897.00 Cir.
18-05-2024 38000.00 114897.00 Cr.
18-05-2024 21500.00 136397.00 Cr.




18-05-2024 38000.00 114897.00 Cr.
18-05-2024 21500.00 136397.00 Cr.
18-05-2024 260000.00 396397.00 Cr.
18-05-2024 300000.00 696397.00 Cr.
18-05-2024 90000.00 786397.00 Cr.
18-05-2024 490001.00 296396.00 Cr.
18-05-2024 250000.00 46396.00 Cr.
18-05-2024 40300.00 86696.00 Cr.
18-05-2024 30000.00 116696.00 Cr.
18-05-2024 99501.00 17195.00 Cr.
18-05-2024 S0000.00 67195.00 Cr.
18-05-2024 98000.00 165195.00 Cr.
18-05-2024 20000.00 215195.00 Cr.
18-05-2024 17800.00 232995.00 Cr.




IP Logs of Bank account Access T Must be a

91.199.84.136

149.28.133.214

27.34.65.123

91.199.84.136

91.199.84.136

27.34.65.123

part of Transaction monitoring
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Cybercrime Hotspots
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Evolving Modus Operartdbouth East Asia

lllegal
lllegal Stock Investment and
Market Scam Fake Gaming

Apps

Romance /
Digital Arrest Dating App
Scam

Source : NCRP, UNOD(



Modus Operandit&Digital Arrest Scam



Step 1:
Victim is contacted

via Normal call from
Indian number

A Call Spoofing used to

call the Victims.

A Call from Parcel, CBI,
RBI, NIA, ED,
Narcotics Control,

Bank.

@ cyberdosti4c &

Scammers pose as customs
‘ officers, police, surveyors,
_relatives, and delivery agents to
' trick you.

FOR ANY CYBER CRIME COMPLAINT REPORT TO: https://cybercrime gov.in

In case of online financial fraud DIAL 1930 @ FOLLOW US ON: n L ( o o .

©QVv W

25 likes

cyberdostidc Scammers may pose as customs
officials, police, surveyors, relatives, or delivery
personnel to deceive you. Stay alert and protect your
family!

| <@ rpcjeffmartin112@g...

@) cyberdosti4c @

 BEWARE OF

Email Notification: Your package
cannot arrive due to incorrect
address. Please update your
address within 24 hours or your
item will be returned and re-
shipped at your expense:

https://indiapostgov-in.com/in

(Answer "Y" then exit SMS and

' open SMS activation link again

or copy link to open in Safari)

FOR ANY CYBER CRIME COMPLAINT REPORT TO :  hitps//cybercrime.govin

In case of online financial fraud DIAL 1930 FOLLOW US ON: n @‘ < o @ o .

Qv W

117 likes

cyberdosti4c Beware of fraudulent messages in the
name of undelivered parcels. Do not click on suspicious
links or provide personal details! Always verify with
official sources. Stay safe and vigilant!




Step 2 : Thousand of Skype accounts T Impersonating Agencies

Vasant Kunj North Police Station ) CBI(Central Bureau of Investigat
® live.cid.64d2c40743ceal53 ' © live:cid.11826e31803b8a15
vasant Kunj North Police Station o Central Bureau Of Investigation-
® live:.cid.395d4f5aabcad13c ® live:.cid.174ff326c5f6f57f
Vasant Kunj North Police h CENTRAL BUREAU
© live:.cid.dabe9fa571c8d2e6 2/ © live:.cid.8ffbab55a17¢7b01
vasant kunj north police f!\ Central Bureau of Investigation 14C has
® live:.cid.476815595196ac63 ® live:.cid.1b5c52540e01523d
vasant I.<unj north police . Central Bureau of Investigation proactively
© live:cid.7i3b8cfaee0ec312 ® live:.cid.7c830021c5¢6982
\;as_ant !(unJ North Police o central bureau of investigation reported over
® live:.cld.a6790c21df194b29 ® live:.id.7945728773131bb0
. Vasant Kunj North Police Station , C
@ 7 J 7N CBI (Central Bureau of Investigat 1500 Skype IDs
o © live:.cid.66f42bd998760921 QQ}’

® live:.cid.d00d37758f501891
Gopal Behera_Piovan to Microsoft for

GB | ® live:piovan.north Central Bureau Of Investigation-

® Delhi, India ® live:.cid.cc9862403a941a77 .
Blocking
Vasant Kunj North Police @ Central Bureau Investigation GO
® live:.cid.25f44e15f0fb8b67 \':-J ® live:.cid.8ec9e9d2d3bf4679
Terre Des Hommes Germany Ind #=¥, CENTRAL BUREAU OF INVESTIG/
TD | ©® tdhnro @ ® live:.cid.a8d09c30b9072756
® New Delhi, India
#=YN, CENTRAL BUREAU OF INVESTIG/

Vasant kunj north police
® live:.cid.5ffae3b33f6515b7

= ® live:.cid.babc71e9b5a64bc8

Vasant Kunj North Police Station

® lve: ci
® live-cidbd1179ead 1904820 8 live:.cid.4d56b7608fddfb65

CENTRAL BUREAU OF INVESTIG/

Vasant Kunj North Police
©® live:.cid.83e66f91a8eaf3af

\ =4
Q CENTRAL BUREAU OF INVESTIG/
® live:.cid.90089ccc60d19dae
o

e Vasant Kuni North Police &3  Central Bureau Investigation



