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Vision
To create a safer cyber space for the citizens of India.

Mission
To create an effective framework and

ecosystem for the prevention, detection,

investigation, and prosecution of Cybercrime

in the country .

Indian Cyber Crime Coordination Centre (I4C)

Background 

Ç On an average, more than 7,000 

cybercrime complaints are 

registered per Day (May 2024)

Ç 1930 Helpline receiving 60,000 calls 

daily. 

Ç Average 50 Crore reported loss by 

Indian Victims daily.

Ç 4000 Mule accounts reported per 

day.

Ç 35% of Reported Amount more than 

50 lakhs.



Online Financial 

Frauds (6 Months)
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NCRP ComplaintsGrowth of 113.7% from 2021 to 2022
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Cybercrime Trends 



CITIZEN INTERFACE 

https://cybercrime.gov.in/

POLICE & BANK / FI / TELECOM INTERFACE

https://www.cyberpolice.nic.in/



NCRP (Citizen Interface)

Features : Citizen Interface

Suspect 
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Year cybercrime.gov.in cyberpolice.nic.in Total

2021 2,81,55,140 8,09,349 2,89,64,489

2022 3,94,60,172 14,56,401 4,09,16,573

2023 4,78,59,548 22,05,439 5,00,64,987

Increasing use of NCRP

https://www.cybercrime.gov.in/



Advisory Daily Digest CFCFRMS

Blocking of 

Mobile No and 

IMEI 

1930 Daily 

Traffic Report

Cyber 

Volunteer

Suspect 

Repository    

Duplicate 

Tagging  

Intermediary 

Nodal Officer

NCMECResources 

Cyber Crime 

Analytics 

Report 

CCTV Footage 

Request   

https://www.cyberpolice.nic.in/

Features : Police / Bank / Telecom Interface



CFCFRMS - Operational Flow

1930 Cyber Crime Helpline

State / UT Police
Avg. 50,000 calls per day (Feb 2024)

CFCFRMSVictim of Online 

Financial Fraud

Over 312 Financial Intermediaries

Benefited around 7.5 lakh victims by saving 1

crore (Till, 2572.91 Crores 22nd July 2024)

Year % Lien Amount Amount (in Crore)

2021 6.73 36.38

2022 7.35 169.04

2023 12.32 921.59

2024 12.08 1361.28

Working of CFCFRMS
Citizen Financial Cyber Fraud Reporting and Management System



COMPLAINT BY CITIZENS RECEIVED ON CFCFRMS

WITHDRAWAL FROM ATM AT JAMALGARH, MEWAT

MULE ACCOUNTS



Intelligence - ATM Hotspots

ÁCash Withdrawal from Overseas ATMs using Indian

Debit Cards of rented Accounts (Dubai, Hong Kong,

Bangkok, Russia)

ÁWhite Label ATMs ïPrivate ATM being mis-used in

Hotspots Area.

S No. ATM Location Total Number of Transactions

1 Delhi 34,156

2 Alwar 28,629

3 Kolkata 28,124

4 Patna 25,230

5 Bharatpur 19,160

6 Mathura 11,403

7 Kaman 10,496

8 Jaipur 9702

9 Deoghar 9583

10 Nalanda 9486

11 Dhanbad 9000

12 Gurgaon 8659

13 Punahana 8447

14 Dumka 7634

15 Agra 5103

16 Faridabad 4694

17 Dubai 4599

18 Bardhaman 8611

19 Howrah 3267





NCRP (Citizen Interface)

Mule Account Hotspots ïCFCFRMS Outcome



A Sample Mule 
Account



Monthly Income : 10,000

One Day Turnover :  40 Lakhs

Cash Withdrawal : 20 Lakh

Account 1: TRANSACTION MONITORING AND AML



Account 2: TRANSACTION MONITORING

















IP Logs of Bank account Access ïMust be a 

part of Transaction monitoring



Cybercrime Hotspots

Pratibimb

Point of Sale Hotspots



Cyberfraud Mitigation Center (CFMC) at I4C



Modus 
Operandi



Nature and spread of Cybercrime hotspots (International)

Source : NCRP, UNODC

Evolving Modus Operandi ʨSouth East Asia

Illegal Stock 
Market Scam

Illegal 
Investment and 
Fake Gaming 

Apps

Digital Arrest
Romance / 
Dating App 

Scam



Nature and spread of Cybercrime hotspots (International)

Modus Operandi 1 ʨDigital Arrest Scam



Step 1 : 

Victim is contacted 
via Normal call from 
Indian number

ÅCall Spoofing used to 

call the Victims.

ÅCall from Parcel, CBI, 

RBI, NIA, ED, 

Narcotics Control, 

Bank.



Step 2 : Thousand of Skype accounts ïImpersonating Agencies

I4C has 

proactively 

reported over 

1500 Skype IDs

to Microsoft for 

Blocking


