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ABR cll:
AR AR & THY THR

(Virus)

® HraldIX (Malware)
o fhrfaraT (Phishing)

o AT+

HIIY (Ransomware)
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HATeldIY (Malware)
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® E-mail safety: g-Adl-
® Safety in Social Networks: Tl
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E-mail safety: %’-ﬁlﬂ L&

. spam mail TIH A
. malicious links and how to avoid clicking

them GHTIATLOT foieh 3R 37 W fFeteh il
T 8 &, fraud emails with lucrative
offers, etc.
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Email with attachment from
Xyz@abcbank.com for updating the
personal information to avaid blocking
of his debit/credit card.
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SCENARIO 3- SPOOFED EMAIL:

Consider Mr. Siddharth whose email
address is siddharth@hotmail.com.
His friend Ajay's email address is
ajay@yahoo.com. Using FakeMall,
Siddharth can send emails claiming to
be sent from Ajay's email account. All
he has to do is enter ajay@yahoo.com
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Safety in Social Networks:

. ldentity protection,

. confidentiality and caution while dealing with

anonymous or unknown;
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Password Safety:
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Communication Ethics and soft skills while using email, chat, messenger
or social networks;

lllegal Content

sexually explicit, illegal images of sexual abuse, violence, criminal activity or accidents,
from video clips, promotes extreme political views, potentially used in the radicalization of
vulnerable members of the community

child abuse and unlawful hate speech. Age-inappropriate content on the sites, such as
pornography or sexual content, violence

fake friends,

Online bullies

Hate speech:

Malicious links:

Always check the authenticity of the person before you accept a request

Don'’t give or post any personal information like your name, address of the school /
home, phone numbers, age, sex, credit card details

Never post photographs, videos and any other sensitive information to unknown
persons in Social network sites
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Cyber Crime, IT Act, Cyber Law, Hacking,
other online frauds — caution and how to deal in such events;
Copyright, Plagiarism and IPR issues; Software licensing -Proprietary
software, Free and Open source software, Copyrighted vs Free
resources, Creative Commons;
E-waste, Radiation issue, Green Computing. ICT and potential of digital
divide, mobile security, mobile app security(Health issue to be

addressed)
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/ Threatening texts or unwanted e-mails

Harassment

Denigration

Impersonating
Outing:Sharing someone's secrets or embarrassing information or images online
or
Uploading victim’s images by editing and uploading to a social networking sites
Flaming:Online fights using vulgar messages or texts

IT Act Provisions Applicable:

Sending threatening or extortive messages via e-mail/SMS/MMS. Sending of threat-mails
and SMS is also punishable under section 506 (“punishment for criminal intimidation”)
and section 507 (“criminal intimidation by an anonymous communication”) of the IPC.

Section 67 (“publishing or transmitting obscene material in electronic form”), IT Act.

Section 499(“Defamation”)too can be used against the online abusers who try to harm
the reputation through words.

Section 509 (“word, gesture or act intended to insult the modesty of a woman”) of the
IPC

Creating a dedicated website with jokes, cartoons, gossip, and rumors about victim to
damage his or her reputation.
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