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Session Objective it Hew

Understanding Cyber Threat Landscape

= Human Intelligence in Cybersecurity

Understanding Human Centric Cyber threats

= Common Modus Operandi

Strategies to strengthen the Human Firewall
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Cyber Space ity o

Cyberspace 1s a complex environment consisting of interactions between people, software
and services, supported by worldwide distribution of Information and Communication
Technology (ICT) devices and networks."

- National Cyber Security Policy, 2013, Government of India (MeitY)

Cyberspace 1s the complex environment resulting from the interaction of people, software
and services on the Internet by means of technology devices and networks connected to 1it.

- NISTIR 8074 / NIST CSRC Glossary
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Cyber Threat Landscape- Human Centric Trend ek ST

» It refers to the overall ecosystem of cyber risks, threat actors, attack techniques,
vulnerabilities, and emerging trends that affect individuals, organizations,

governments, and critical infrastructure.

 Landscape in 2026 1s characterized by Al-enabled attacks, i1dentity-centric
compromises, Increasingly sophisticated social engineering, supply chain attacks,

ransomware evolution, and geopolitical cyber operations.

» Attackers are moving faster, automating reconnaissance and exploitation, and
increasingly targeting the human element rather than exploiting only technical

vulnerabilities.
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Cyber Threat Actors : Who are the Adversaries? ek ST

Cyber Criminals Nation-State Actors

Financially motivated Espionage
Sabotage

Hacktivists Insider Threats

Malicious or negligent
employees

Ideological motivations

Script Kiddies
Low-skilled opportunistic
attackers
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Threat Actor Motivations st Wiw
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Human Triggers

Fear

Urgency

Greed

Authority impersonation

Curiosity

Trust exploitation
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CYBER ATTACK TRENDS:
HUMAN ELEMENT

Attackers don’t break in through systems... they walk in through people.

WHY HUMANS ARE THE TARGET TRENDING HUMAN-CENTRIC ATTACK METHODS

EASY TO MANIPULATE PHISHING & SPEAR PHISHING
Deceptive emails that trick users into

Emotions like fear, trust, urgenc : : BN 2 :
i sharing credentials or clicking malicious links.

and curiosity are easily exploited.

VISHING & SMISHING
TRUST AND AUTHORITY Fraudulent calls or messages that exploit
People tend to trust familiar brands, @ URGENCY trust and urgency.

colleagues and authority figures. - & 22 IMPERSONATION & BEC
" — Y . & Attackers impersonate executives, colleagues
RUSHED DECISIONS Qg{j TRUST @ GREED S or trusted entities to manipulate decisions.

Under pressure, people act quickly REMOTE ACCESS SCAMS
WILIRUEVerifying: Tricking users into installing tools that give

7 S attackers control of their devices.
HUMAN ERROR _. CURIOSITY ) SYMPATHY
“ SOCIAL MEDIA EXPLOITATION

Mistakes, negligence and lack of < S : ;
Using public information and fake profiles
awareness open the door to attackers. : ;
to build trust and deceive.

Al-POWERED SOCIAL ENGINEERING

Al-generated emails, deepfakes and voice
THE REALITY cloning make attacks more convincing.

b A o STRENGTHEN THE HUMAN FIREWALL
85% $4.88M |

22 En 2 &6 @ O 0 @ @

|

BREACHES INVOLVE OF BREACHES INVOLVE OF ATTACKS START WITH AVERAGE COST OF A BE AWARE THINK CRITICALLY VERIFY ALWAYS REPORT PROMPTLY  BUILD A CULTURE
THE HUMAN ELEMENT SOCIAL ENGINEERING HUMAN INTERACTION DATA BREACH IN 2025 . r y o s
Stay informed about  Question unexpected Validate through Report suspicious Create a security-first

(Verizon DBIR 2025) (Proofpoint 2025) (Microsoft 2025) (IBM 2025) the latest threats. requests and offers.  independent channels. activities immediately. mindset together.
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Social Engineering ek e

Preparing the ground for attack

Deceiving the victims to gain foothold

Obtaining the information over time

Closing the interaction, a natural end.

The Human Firewall: Understanding Social Engineering



Al-Driven Phishing and Human Manipulation ek ST

Notable Points

The most significant trend in 2026

* Generate convincing phishing emails
» Personalize attacks at scale
*  Mimic writing styles

* Conduct multilingual phishing

* Automate reconnaissance

Humans remain the primary attack surface.
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Deepfake and Voice Cloning Fraud ity WD

CDAC
Notable Points
e CEO fraud

* Business Email Compromise
» Fake emergency calls
« Banking fraud

* Video impersonation

Outcome

Al-generated voices are now sufficiently convincing to bypass traditional trust mechanisms.

The Human Firewall: Understanding Social Engineering



Identity-Based Attacks ey U2

Notable Points

Modern attackers target:

* Passwords
* Session tokens
* (Cookies

MFA fatigue

Outcome

Digital identities

Identity has become the new security perimeter.
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Al powered Malware ipek TE

Malware is malicious software designed to damage, disrupt, or spy on systems.

Commonly seen with Al Assistance:
Viruses
Trojans

Spyware

Research and intelligence communities warn that Al is reducing the time required to develop and execute

sophisticated attacks.
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Ransomware istx Wi

Ransomware is a type of malware that prevents or limit user from accessing their systems, either

by locking the system’s screen or locking files unless a ransom is paid.

LIFECYCLE OF A RANSOMWARE INCIDENT cert

How the CERT NZ Critical Controls can help you stop a ransomware attack in its tracks.

INITIAL ACCESS GONSOEIDATION *

% . @ AND PREPARATION . RAPACTONTARCET,
Attacker looks for a way into 2 ” 3 Attacker steals and encrypts
e setunt Attackor sttompts to gan access to Ui Hen i

=] 2

Valid

il
(©)

@==

Phishing dontial
: l ! credentials ‘ Data
@ N fiiternels exfiltration
= = exposed
L | service
Activation and Ransom Payment and Password movement
i Data Exfiltration - vessng
5 e Exploit, Expand, : Encryption Request Recovery W Command | @ —
Understand and Extortion and > > Destroy
A 3 control ‘ . backups
@
1 . Py - E i Privilege
ar bea AI'COd:fIs used t<? seﬁnd e e Now the attack is The victim receives If you pay, your files vuln:,r;;%ic"ty oot
bV Friod o a line of communication commorily demand executed, meaning a message should be decrypted.
= - back to‘the attacker, BaVment for the payload is containing a ransom If not, you lose Encrypt
" i allowing the|:n. to e oo executed and files demand, along with valuable customer data
distibition method download additional victim pays to are encrypted. amount, timeframe data. Either way, it's a
e 5 malware to your system prevent their data and consequgnces learning experience Email zi'l'fr:::‘st ‘ Malware
e Directorv (AD and evaluate what fomibeing|lcake of non-compliance. that allows you to
access they currently otline evaluate your current
have. system.

CRITICAL CONTROLS KEY

Backups

NewZealand Government

4 6
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Supply Chain Attacks ity Wi

COMC

Cybercriminals target a company’s suppliers or service providers to gain access to their systems

and compromise the company indirectly.

Software Supply Chain Attacks Hardware Supply Chain Attacks Credential Theft

Where Organizations Where Organizations
Have Visibility Need Visibility

Organizations focus on
protecting themselves
here
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Cyber Attack Lifecycle

sty Wi

COMC

NAIDOANLUE

The attacker researches the target to gather
information and identify potential weaknesses.

The payload exploits a vulnerability to
gain execution on the target system.

WEAPONIZATION
The attacker creates a weapon or payload
designed to exploit a vulnerability.

The attacker installs malware or tools
to establish persistence on the system.

ACTIONS ON OBJECTIVES

The attacker achieves their goals, such as

data theft, disruption, or lateral movement.

DELIVERY

The weaponized payload is delivered to
the target via email, web, USB, etc.

COMMAND AND CONTROL
The compromised system connects back to the
attacker's infrastructure for remote control.

Understanding the kill chain enables defenders to interrupt attacks at multiple stages.
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Human Centric- Direct Challenges R conc

Insider

Threats Data
Sharing

CHALLENGES

Shadow
IT
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PHISHING

HUMAN IS THE

SOCIAL
ENGINEERING

WEAK
PASSWORDS

MALWARE

DATA BREACH

LOGIN

SIGN IN

FAKE WEBSITES

AWARE

THINK

VERIFY
PROTECT

AWARENESS

& TRAINING VERIEY

. BEFORE YOU
STRONG TRUST
PASSWORDS

J@n_rrox

SUSPICIOUS
ACTIVITY

SECURE
PRACTICES

e 7
-

[,; MULTI-FACTOR

AUTHENTICATION
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Why Human matters in Cybersecurity? ipex ST

Role of Human Intelligence

Technologies detect anomalies but Human detect:

* Intent

« Behaviour

« Context

« Manipulation

« Suspicious activities

Building the Human Firewall
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as AP

#FA eonc

Understanding Security Features
&

Building Human Firewall
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A conc

First Line of
Defense

Cyber Hygiene
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QlliCk Fixes- rirst Step in the Direction

1

Implement Strong
Password & MFA
Policies

Beware of
Phishing Scams

2 3

Update Devices
and Software
Regularly

Secure Wi-Fi
Network

Always check
app publishers

Backup Data
Regularly

Secure Trusted
Platforms

Do not share
your
Personal
Information

Install and Update
Antivirus Software

Do not trust on
information
shared over

chat
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Implement least privilege access controls R coac

e Grant users the minimum access needed

for their roles.

e Regularly review and adjust permissions.
sularly Justp STEP O1 STEP 03 STEP 05
e Limit administrative privileges to essential A NEED:TOKNCT ACCESSRETemn
resL;T:zea'sc ?Jeassse:joon STEP 02 Usirstfcceszogly STEP 04 :t?:eictfce«::;i(;’vr:lz
what's needed,

user roles. Simplify authorization

ersonne I . access by providin reducing risk.
p only what‘z Fr)1eeded ?or DEFAULT DENY "US;E.':E;S’GH
job functions. Default "deny” access R
for users. Evaluate Aeresk e ioh
e Use role-based access controls (RBAC). requests against access RSt

rules.

e Monitor and log access activities.
e Revoke access promptly when no longer

needed.
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Monitor and Respond to Security Incidents 754 conc

e Use SIEM, IDS, and IPS for continuous tracking.
e Configure notifications for suspicious activities.
e Form Cyber Crisis Management Plan

e Develop and document response procedures.
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Strong Passwords

Never use personal information as your password

Use a longer password; At least 12 characters, but 15 or more is far better
Try to include numbers, symbols, and both uppercase and lowercase letters
Don't use the same password for each account.

Random passwords are the strongest.

Password: brian12kate5

"l doubt anyone could guess my password! It's my kids'
names and ages. Who else would know that?"

The Human Firewall: Understanding Social Engineering



Mobile Device Security Measures gtk T3

1. Secure installation

2.  “Need-to-know” access

3. Multi-factor authentication
4.  No default passwords

5. Security & Privacy Features
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Prevention Framework sty HE®

Does this make sense? I H I N K ’

Confirm independently.

ACT/Report suspicious activity V E R F I ' ) AC I

immediately.
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Incident
Reporting




COMC

REPORT WITHIN THE GOLDEN HOUR

THE FIRST 1 HOUR CAN MAKE ALL THE DIFFERENCE.

Golden

MDIAL 1930

INDIA’S CYBERCRIME HELPLINE. Hour R“le
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AWARE @+ THINK @ VERIFY REPORT PROTECT
Stay Alert 0" B Question | NA / Always Report Protect Yourself
R N
@ Everything & Double-Check Immediately & Others

66 The strongest firewall is not a machine—it is an informed human mind. 92

Thank You !



