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Session Objective

▪ Understanding Cyber Threat Landscape

▪ Human Intelligence in Cybersecurity

▪ Understanding Human Centric Cyber threats

▪ Common Modus Operandi

▪ Strategies to strengthen the Human Firewall
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Cyber Space

Cyberspace is a complex environment consisting of interactions between people, software 

and services, supported by worldwide distribution of Information and Communication 

Technology (ICT) devices and networks."

- National Cyber Security Policy, 2013, Government of India (MeitY)

Cyberspace is the complex environment resulting from the interaction of people, software 

and services on the Internet by means of technology devices and networks connected to it.

- NISTIR 8074 / NIST CSRC Glossary
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Cyber Threat Landscape- Human Centric Trend
• It refers to the overall ecosystem of cyber risks, threat actors, attack techniques, 

vulnerabilities, and emerging trends that affect individuals, organizations, 

governments, and critical infrastructure.

• Landscape in 2026 is characterized by AI-enabled attacks, identity-centric 

compromises, increasingly sophisticated social engineering, supply chain attacks, 

ransomware evolution, and geopolitical cyber operations. 

• Attackers are moving faster, automating reconnaissance and exploitation, and 

increasingly targeting the human element rather than exploiting only technical 

vulnerabilities.
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Cyber Threat Actors : Who are the Adversaries?

Cyber Criminals
Financially motivated 

Hacktivists
Ideological motivations 

Script Kiddies
Low-skilled opportunistic 
attackers

Insider Threats
Malicious or negligent 
employees 

Nation-State Actors
Espionage 
Sabotage 
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Threat Actor Motivations

Financial Gain
Ransomware 
Fraud 

Political Influence
Election interference 

Espionage
Intellectual property theft 

Cyber Warfare
Critical infrastructure 
targeting

Disruption
DDoS attacks 
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Human Triggers

Fear

Urgency

Greed

Authority impersonation

Curiosity

Trust exploitation
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Social Engineering

Investigation
Preparing the ground for attack

Hook
Deceiving the victims to gain foothold 

Play
Obtaining the information over time 

Exit
Closing the interaction, a natural end. 
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AI-Driven Phishing and Human Manipulation
Notable Points

Outcome

The most significant trend in 2026
• Generate convincing phishing emails 

• Personalize attacks at scale 

• Mimic writing styles 

• Conduct multilingual phishing 

• Automate reconnaissance

Humans remain the primary attack surface.
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Deepfake and Voice Cloning Fraud
Notable Points

Outcome

• CEO fraud 

• Business Email Compromise 

• Fake emergency calls 

• Banking fraud 

• Video impersonation

AI-generated voices are now sufficiently convincing to bypass traditional trust mechanisms.
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Identity-Based Attacks
Notable Points

Outcome

Modern attackers target:

• Passwords 

• Session tokens 

• Cookies 

• MFA fatigue 

• Digital identities

Identity has become the new security perimeter.
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Malware is malicious software designed to damage, disrupt, or spy on systems.

Commonly seen with AI Assistance:

• Viruses

• Trojans

• Spyware

AI powered Malware

Research and intelligence communities warn that AI is reducing the time required to develop and execute 

sophisticated attacks.
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Ransomware
Ransomware is a type of malware that prevents or limit user from accessing their systems, either 

by locking the system’s screen or locking files unless a ransom is paid.
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Supply Chain Attacks 
.Cybercriminals target a company’s suppliers or service providers to gain access to their systems 

and compromise the company indirectly. 

Software Supply Chain Attacks Hardware Supply Chain Attacks Service Provider Attacks Credential Theft
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Cyber Attack Lifecycle

Understanding the kill chain enables defenders to interrupt attacks at multiple stages.
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Human Centric- Direct Challenges

CHALLENGES

Insider  

Threats

Shadow  
IT

Data  
Sharing
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Why Human matters in Cybersecurity?
Role of Human Intelligence

Building the Human Firewall

Technologies detect anomalies but Human detect: 
• Intent 

• Behaviour 

• Context 

• Manipulation 

• Suspicious activities
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Understanding Security Features 

&

Building Human Firewall
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First Line of 
Defense

Cyber Hygiene
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Quick Fixes- First Step in the Direction

1
Implement Strong 
Password & MFA 

Policies

2
Update Devices 

and Software 
Regularly

Secure Wi-Fi 
Network

3

Secure Trusted 
Platforms

4

Install and Update 
Antivirus Software

5

6

Beware of 
Phishing Scams

7

Backup Data 
Regularly

Always check 
app publishers

8
Do not share 

your 
Personal 

Information

9
Do not trust on 

information 
shared over 

chat

10
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Implement least privilege access controls
● Grant users the minimum access needed 

for their roles.

● Regularly review and adjust permissions.

● Limit administrative privileges to essential 

personnel.

● Use role-based access controls (RBAC).

● Monitor and log access activities.

● Revoke access promptly when no longer 

needed.
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Monitor and Respond to Security Incidents
● Use SIEM, IDS, and IPS for continuous tracking.

● Configure notifications for suspicious activities.

● Form Cyber Crisis Management Plan

● Develop and document response procedures.
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Strong Passwords
• Never use personal information as your password

• Use a longer password; At least 12 characters, but 15 or more is far better

• Try to include numbers, symbols, and both uppercase and lowercase letters

• Don't use the same password for each account.

• Random passwords are the strongest.
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Mobile Device Security Measures

1. Secure installation

2. “Need-to-know” access

3. Multi-factor authentication

4. No default passwords

5. Security & Privacy Features
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Prevention Framework

Pause before acting.

Does this make sense?

Confirm independently.

ACT/Report suspicious activity 
immediately.

PAUSE, THINK,
VERFIY,ACT
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Incident 
Reporting
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Golden 
Hour Rule
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Thank You !


