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PHISHING, VISHING, SMISHING &

— THE MODERN TRIO —
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Fake emails and
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@ STAY ALERT. STAY SAFE. STAY SECURE.
malicious links t q incaming Cal Deceptivg phone calls
' O8O0 nhox ; P v ’ Unknown Ca/lef and voice scams
From: SUPPOAE yourbank-vecure.com o 2 . ;'. i :‘--L_,
Toc You

Subject: Urgant: Veerify Your Account

T YOUR BANK

A Unusual activity detected! Your account is suspe
Cal
Dear Customer, now: ’BOO-XXX-XXXX

We noticed a suspicious Jogin 1o your 8CCOurt.
Plaase verify your ientiy immediately
10 avoid ACCOUN SUSpENsion

R, B TS
i https:h‘secw.e"oﬁ“ﬂ‘i’b”" ‘Ma'g&WLY

WARNING SIGNS
* Unsolicited calls

« Pressure to act quickly

» Asking for QTR/PIN

+ Thraats of account
suspensian

AP0

+91 98765 43210

) SMISHING }

Fake SMS and

Texs Mursage
Tondury, TH30 AN

Congratulations! &

© PROTECT YOURSELF
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*What is Phishing?

*Phishing is a cyber attack where attackers try to
trick people into sharing sensitive information such
as:

Passwords

*Bank details

*OTPs

*Credit card numbers
*Personal information

*Attackers usually pretend to be trusted
organizations like:

*Banks

Companies
*Government agencies
*Social media platforms
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*They use fake:

*Emails

*SMS messages
Websites

*Phone calls

*Social media messages

Suspicious URL detected!
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5 Types of Phishing Attacks

o

Email Phishing Spear Phishing Whaling Smishing and Angler Phishing
Vishing
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*Use Case of Phishing
*Scenario: Employee Email Phishing Attack

An employee receives an email that appears
to be from the company’s IT department.

*The email says:

*“Your email password will expire today.
Click here to reset your password.”

*The email contains:
Company logo
*Official-looking message
*Fake login link
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* Email Phishing
eAttackers send fake emails
pretending to be a bank or company.

Example:
“Your bank account is locked. Click
here to verify.”

*Goal:
Steal login credentials or banking
details.

5%
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Eom: noreply@rbi-india-gov.net
To: agm.operations@[yourbank].com
Subject: Urgent: Compliance action required by 17:00 hrs today

Dear Sir/Madam,

As per RBI circular dated 02 June 2026, all AGM-level officers are required to verify their digital signing
credentials on the updated CIMS portal by end of business today. Failure to comply will result in temporary
suspension of your transaction approval rights.

Please click the secure link below to complete verification:
https://rbi-cims-portal-update.net/verify

Regards,
Department of Regulation -
Reserve Bank of India
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Gadgets News AI New Bing Tech News Gadgets Reviews Top Gadgets Slideshows

Pune-based company loses 4 crore to whale
phishing scam: What is it and how you can
protect yourself

TOI Tech Desk / TIMESOFINDIA.COM / Updated: Feb ‘ > SHARE ’ [@] [AA] ‘FOLLOW us &

14, 2024, 11:24 IST

New For You A Pune-based real estate developer suffered a Rs 4 crore loss
in @ whale phishing scam. The scammers impersonated the
company's chairperson and managing director to deceive the
senior accounts officer into transferring funds. Cybercriminals
targeted high-level executives, celebrities, and influential
individuals.

el

After fastest fifty, India Read Less
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It's sent from
outside the
organization

Demanding

Subject Line

- Sent: Thursday, Decem a
rersomined | TO: Smith, David D,
vy Subjectmion Error-You Must Update Immediate[y>
http://www.imstealingyourpassword.com
trl+Click to follow link
at risk of not be being paid, you must update your information
Grammar

and spelling
errors

Thank you

Parking your cursor on top of a link will \
show the actual destination
. PRIMARY INDICATOR OF A SCAM
@ pen sation Depa rt@ It takes you to a webpage that’s not
associated with the contents of the email,
k UTMB, or the organization that sent it )

No point of contact,
no association with an
organization
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Let’s see it in action!
Real examples. Real attacks. Real awareness.
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SMISHING

Phishing gets fwo new

neighbours, and they
are just as deadly

VISHING




What Is Smishing?

Smishing is a type of phishing attack

that uses text messages (SMS) to deceive
recipients into sharing personal
information, clicking on malicious links,
or downloading malware.
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Use Case of Smishing (SMS Phishing)
*Scenario: Fake Bank SMS Alert
A customer receives an SMS saying:

*“Your bank account has been blocked.
Click the link below to reactivate
immediately.”

*The message contains a fake banking link.

*Attack Process
*Customer clicks the SMS link
A fake banking website opens
*Customer enters:

* Username

» Password

« OTP
Attackers steal banking credentials
*Fraudulent transactions are performed

*Why Smishing is Dangerous

*SMS messages appear trustworthy
*Users react quickly due to urgency
*Mobile users may not verify links carefully

DON'T GET

SMISHED!




c:nc

*Phishing through phone
calls.

eAttackers pretend to be:
Bank officials

*Police

*Technical support

Example:
“Your ATM card will be
blocked. Share your OTP.”

Goal:
Steal financial information.

e
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*Use Case of Vishing (Voice Phishing) St
*Scenario: Fake Bank Support Call \
A customer receives a phone call from someone
pretending to be a bank officer.
*The caller says: '

*“Your bank account will be blocked due to
suspicious activity. Please verify your OTP
immediately.”

*The attacker sounds professional and creates
urgency.

eAttack Process
«Customer trusts the caller
*Shares:
« OTP
« ATM PIN
» Card details
*Attackers access the bank account
*Fraudulent transactions are performed



User Ignorance in Cyber Security
User ignorance in cyber security refers to the lack of
awareness or understanding of cyber threats, safe
online practices, and security policies, which can
unintentionally expose systems and data to attacks.

Common Examples

Clicking suspicious links

*Using weak passwords

*Sharing OTPs or passwords
Ignoring software updates

*Opening unknown email attachments
*Using unsecured public Wi-Fi

Risks Caused by User Ignorance
*Phishing attacks

*Malware infections

Ransomware attacks

*Data breaches

*Financial fraud

*Unauthorized access
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When you think you've closed all the security gaps,

but your employee clicks on a phishi

0
0

ng email!

This looks
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HANK YOU!

Your awareness today is
the strongest defense for tomorrow.

¥ | o o e

Stay Alert ‘ Stay Safe Stay Secure Stay Protected
~
(44 Cyber security is a shared responsibiity.
Together, we build a safer digital world. 29
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