


•What is Phishing?
•Phishing is a cyber attack where attackers try to 
trick people into sharing sensitive information such 
as:
•Passwords 
•Bank details 
•OTPs 
•Credit card numbers 
•Personal information 
•Attackers usually pretend to be trusted 
organizations like:
•Banks 
•Companies 
•Government agencies 
•Social media platforms



•They use fake:
•Emails 
•SMS messages 
•Websites 
•Phone calls 
•Social media messages 





•Use Case of Phishing
•Scenario: Employee Email Phishing Attack
•An employee receives an email that appears 
to be from the company’s IT department.

•The email says:
•“Your email password will expire today. 
Click here to reset your password.”
•The email contains:
•Company logo 
•Official-looking message 
•Fake login link



• Email Phishing
•Attackers send fake emails 
pretending to be a bank or company.
•Example:
“Your bank account is locked. Click 
here to verify.”
•Goal:
Steal login credentials or banking 
details.













Use Case of Smishing (SMS Phishing)
•Scenario: Fake Bank SMS Alert
•A customer receives an SMS saying:
•“Your bank account has been blocked. 
Click the link below to reactivate 
immediately.”
•The message contains a fake banking link.
•

•Attack Process
•Customer clicks the SMS link 
•A fake banking website opens 
•Customer enters: 

• Username 
• Password 
• OTP 

•Attackers steal banking credentials 
•Fraudulent transactions are performed 
•

•Why Smishing is Dangerous
•SMS messages appear trustworthy 
•Users react quickly due to urgency 
•Mobile users may not verify links carefully



•Phishing through phone 
calls.
•Attackers pretend to be:
•Bank officials 
•Police 
•Technical support 
•Example:
“Your ATM card will be 
blocked. Share your OTP.”
•Goal:
Steal financial information.



•Use Case of Vishing (Voice Phishing)
•Scenario: Fake Bank Support Call
•A customer receives a phone call from someone 
pretending to be a bank officer.
•The caller says:
•“Your bank account will be blocked due to 
suspicious activity. Please verify your OTP 
immediately.”
•The attacker sounds professional and creates 
urgency.
•

•Attack Process
•Customer trusts the caller 
•Shares: 

• OTP 
• ATM PIN 
• Card details 

•Attackers access the bank account 
•Fraudulent transactions are performed



User Ignorance in Cyber Security
User ignorance in cyber security refers to the lack of 
awareness or understanding of cyber threats, safe 
online practices, and security policies, which can 
unintentionally expose systems and data to attacks.

Common Examples
•Clicking suspicious links 
•Using weak passwords 
•Sharing OTPs or passwords 
•Ignoring software updates 
•Opening unknown email attachments 
•Using unsecured public Wi-Fi 

Risks Caused by User Ignorance
•Phishing attacks 
•Malware infections 
•Ransomware attacks 
•Data breaches 
•Financial fraud 
•Unauthorized access




