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Why This Matters

The human element remains the weakest link in cybersecurity

(1 1)
(( )]
Human Element Al Phishing Click Rate
of breaches involve human manipulation vs 12% for human-crafted emails
Source: Verizon DBIR 2025 4.5x more effective
e
$25.6M
Vishing Surge Deepfake Fraud
increase in voice phishing attacks Single incident loss (Arup case)
Late 2024 data Hong Kong, 2024

66 The weakest vulnerability in cybersecurity is no longer technology—

$2.77B

BEC Losses

Business Email Compromise in 2024

Source: FBI IC3 Report

Al Content
of phishing emails use Al by 2025
Source: ENISA
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What is Manipulation?

The Attack Chain
B] Definition
Human Target Manipulation is the intentional use of techniques to influence
The vulnerability
an individual's emotions, perceptions, or behavior, causing them to make
N decisions that serve the attacker's objectives.
Trust Building ) ) . : : :
Establish credibility Unlike technical hacking, manipulation exploits human psychology rather than
software vulnerabilities. Attackers leverage trust, authority, and cognitive biases to

\l, bypass security controls.

Manipulation
Psychological exploitation

of corporate breaches involve manipulation

Action
Desired behavior UK Cyber Security Breaches Survey 2024

] " [ L)
Compromise Ll

Data breach achieved Psychology Trust Exploit
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The Psychology Behind Manipulation

Attackers systematically exploit these 8 cognitive biases

W Q

Authority Curiosity
People obey authority figures

Threats trigger compliance

] _ Novel information attracts
Time pressure reduces judgment

CEO, Manager, IT Admin

"Immediate action required” Account suspension, fines "Exclusive preview inside"
y b .
- -
L. 1
as ()] @
Reciprocity Social Proof Commitment
Obligation to return favors Limited availability drives Following others' behavior

Consistency with past actions

action
Free gifts, helpful advice

"Your colleagues approved" Small requests escalate

"Only 3 spots remaining"

@ Al amplifies these principles by at scale, making each attack uniquely tailored to the victim's psychological profile
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Traditional Attack Walkthrough

A step-by-step visualization of a typical phishing attack chain

Attacker Step 1 Collects Info Step2 Crafts Email
Cybercriminal initiates campaign OSINT and reconnaissance Manually writes phishing email
Plans attack strategy Social media, LinkedIn Hours of writing
Believes email is legitimate Interacts with malicious content Data breach accomplished
Psychological manipulation 12% click rate average 7.5% credential submission

3.4B 170.9B

phishing emails daily of email traffic is spam spam messages daily
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How Al Transforms Manipulation

Generative Al creates a multi-vector attack ecosystem

N 0
Emails Voice
Personalized phishing Voice cloning Deepfake meetings Synthetic media
54% click rate 3 sec sample Real-time synthesis StyleGAN faces

\

Al Brain
Central Engine
B Y
W/
Documents Websites
Fake credentials Clone portals Fake support

Synthetic personas

Al-generated IDs Pixel-perfect copies 24 /7 engagement Complete profiles

4x

95%
more effective than manual phishing uses Al content cost reduction




T e ga = % =t
ga=n e saraa 2 P INabe
MINISTRY OF | = 4
ELECTRONICS AND

National
Informatics
— Centre

; Digital India
INFORMATION TECHNOLOGY ' "

Al Attack Pipeline

End-to-end automated attack execution in minutes

O
Prompt

Attack instruction

N LLM N Content -

Content generation Email creation Audio synthesis

"Create phishing email for CFO" GPT-4/Claude processing Personalized message TTS model execution

© <1 min © <30sec © <1 min
Victim contact Data capture Financial gain
Call/email delivery Login harvesting Wire transfer/fraud
.
~
* Total Execution Time Speed Improvement
Minutes vs days for traditional attacks

500x faster than manual methods

v
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Comprehensive comparison across 8 critical dimensions

Dimension Traditional Impact
Personalization Generic templates Hyper-personalized Critical
Automation Manual execution Fully automated Critical
Cost High (labor intensive) 95% reduction High
Speed DEVARORIET S Minutes to hours Critical
Language 1-2 languages 50+ languages Medium
Scalability 100 victims/attacker Millions automated Critical
Detection Easily detectable Extremely difficult Critical
Human Involvement High (continuous) Minimal (setup only) High

40% 50+

click rate increase cost reduction faster execution languages supported
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Al-Powered Manipulation Techniques

The arsenal of Al-enhanced cyber attacks

~ Al Phishing & Al-Powered Digital Arrest

Scam
LLM-generated personalized emails with _ ) g _ )
OSINT + LinkedIn data creates highly targeted attacks Police impersonation leading to forced bank transfers

context-aware content

Success Rate: click rate Success Rate: higher than generic Losses: in India

@« Deepfake Video

Voice cloning from 3-second samples for vishing Fake executives joining video conferences with Al-generated faces, fake IDs, complete synthetic
attacks real-time synthesis personas

Surge: increase Case: loss (Arup) Avg Loss: per incident

®, Al Chatbots # Fake Websites

Fake customer support, banking assistants, HR Autonomous reconnaissance, engagement, and Al-cloned authentication portals for credential

recruiters exploitation harvesting

Capability: engagement Speed: vulns/hour Scale: domains
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DAILY-LIFE SCAMS

Al Phishing, Smishing and Cloned links

a =
\ @
A
’ —
Al makes messages look polished, personalised and o Zall\ n
local-language friendly. D\ ] |
! 1 )
Bank / KYC “Update KYC today or account will be blocked.”
Parcel / courier “Confirm delivery, dial code / click link.”
FASTag / e-challan  “Pay now to avoid penalty.” Traditional Phishing 12% click rate

UPI / reward “Cashback received — collect now.” Al-Generated Phishing

Improvement
Do not click links from SMS / WhatsApp.
Open the official app or website yourself.

Sources: RBI cautions on fake websites / fictitious offers; [4C advisories including FASTag impersonation and delivery-agent USSD scams.

RBI cautions
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Al-Generated Fake Websites

Pixel-perfect clones for credential harvesting

Attack Workflow
( 2\
. Legitimate
. | Al Analyzes Website 7
Scans layout’ CSS’ functionality httpS://bank.Com httpS://bank-Secure.Com
Valid SSL certificate Self-signed cert
J Correct domain Typosquatting
. J/
, | Clones Design
Replicates visual elements
Statistics

Fraudulent Domains

Fake Login Page Common Targets Microsoft, Banks

Captures credentials

Detection Difficulty

Data sent to attacker

Credential Harvesting ( @ Defense: Check URLs, use bookmarks, enable MFA J
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Al Voice Cloning — “Mummy, I am in trouble”

What happens

e Scammer collects a short voice clip from reels, status, calls or
videos.

e Al creates a crying / panicked voice that sounds like a family
member.

e Victim is asked to send money immediately through UPI or
bank transfer.

e The caller avoids a normal callback and keeps the victim
under pressure.

Best defence: call back the person on a saved
number and use a family safe word.

. . . . . . . L. N lai
Sources: Indian Express coverage on Al scams, voice cloning and deepfake impersonation; FTC public alert on Al family-emergency scams. el
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2024 Arup Deepfake Video Conference Fraud

ATTACK TIMELINE

Virtual Meeting — Employee invited to video
A — o= % call with "CFO" and others

A G _4_#:.._._ I\ Deepfake Executives — Al-generated faces of
= senior leaders appear on call
g Employee Convinced — Finance staff

authorized secret transaction

LESSONS LEARNED

N Video is no longer proof of identity @ Real-time deepfake detection is critical Financial controls cannot be bypassed
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Digital arrest is not a legal process. It is a
fear trap. e

: . Money transfer
Personal details n Video call drama Isolation y

“Verification deposit

-
w

They mention Uniform, fake office,  «pg not inform / settlement / B =
real-looking datato  fake notice, legal family; stay on call”  penalty.” > =
appear credible. sections.

Remember: no agency demands money over phone Digital Arrest Losses India

or video call. Rapid Growth

Police Impersonation

Avg. Loss per Victim

Sources: PM India Mann Ki Baat 115th episode, 27 Oct 2024; PIB / MHA on digital arrest incidents and 14C actions.
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Deepfake Investment scams — Celebrity, Expert or “Official” advice

How people get trapped

A familiar face appears in a video: celebrity, business
m— a leader, influencer or market expert.
3 , e Al-generated voice promises “guaranteed returns”, insider

tips, crypto gains or government-like schemes.

| e A WhatsApp / Telegram group or app link is shared to
é: collect deposits.

' e Initial fake profit screenshots are shown; later

withdrawals are blocked.

Rule for Public: If returns are guaranteed and
urgent, it is likely fraud.

Sources: Reuters report on NSE warning against deepfake videos; 14C advisories on investment scams and synthetic identity threats. NSE warning / news
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Fake Customer care, job and Chatbot scams

What Al adds

e 24x7 convincing conversations in English, Hindi and regional
languages.

 Fake support agents can patiently collect account details, OTPs
and documents.

« Fake recruiters can ask for registration fees, Aadhaar/PAN scans
or remote-app access.

e Chatbots can guide victims step-by-step without a human

scammer being online.

Rule: Search customer care only inside official apps
or official websites — not from random web search
results.

Sources: 14C advisories on fake customer care numbers, fake job offers and WhatsApp/social media scams. 14C advisories
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Synthetic Identity

Al-generated complete fake identities passing verification

— Centre

Identity Creation Process

Average Loss

o | Al-Generated Face _

StyleGAN creates photorealistic portrait Enterprise Average

0 Detection Rate

Fake Government ID

(23] i
Aadhaar, driver's license, passport Verification Bypass
N « KYC/AML checks
Fake Email & Phone +/ Document verification
Professional email, VoIP number  Biometric matching

v/ Background checks

Fake Social Media
LinkedIn, Twitter with Al-generated posts @ Defense: Multi-layer identity verification, liveness detection

Fake Employment

Employment history, references
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WHAT IS CHANGING
The new Al-powered scam chain

Social media, leaked Al voice, deepfake WhatsApp, SMS, call, Fear, urgency, secrecy, UPI;eC)n'i‘(l;,tEI:C(izrslzlals,

data, public profiles video, fake message video, Telegram guaranteed reward documents

Earlier: one scammer targeted a few people. Now: one scammer can use
Al to target thousands with personalised language, voice and images.

Sources: [14C advisories on Al-driven authentication bypass, synthetic identities, phishing and impersonation techniques.
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Target: Families

Target: General public

Target: All users

UPI Fraud
Target: Digital payers

-
[0

Deepfake Investment

Target: Investors

~

KYC / Customer Care

Target: Bank users

CTDAC

Method: Al-cloned Method: Fake police Method: Method: Fake payment | | Method: Celebrity Method: Fake KYC calls
voices calls Impersonation links IELGH Scale: 10,000+
Scale: 1000+ Scale: Rs. 1200Cr+ lost Scale: 500+ daily Scale: Rs. 500Cr+ Scale: Rs. 700Cr+ lost complaints
cases/month reports \annually )L )L J
4 )

GOVERNMENT INITIATIVES

e CERT-In: Al threat advisories e MeitY Guidelines: Deepfake detection rules e Digital Arrest Awareness: Police

campaigns

e 1930 Helpline: 24 /7 cybercrime reporting e RBI Alerts: Banking fraud warnings

e IT Act Amendments: Al crime provisions

e National Cyber Crime Portal: e SEBI: Investment scam advisories

cybercrime.gov.in e 14C: Indian Cyber Crime Coordination

The 1930 helpline has saved over Rs. 3000 Crore through rapid intervention. Every report helps prevent future victims.
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Universal red flags — across all Al scams

Secret “Do not tell family, bank or police.” Urgent “You have 10 minutes.”

“Pay verification fee / security

Threat “Arrest / account freeze / FIR. Money st
OTP / PIN “Share OTP to confirm.” angmte “Install this app so I can help.”

Unknown “Click to update KYC / delivery /

link fine” Too good “Guaranteed high returns.

Any one red flag is enough to stop and verify
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BEFORE SENDING MONEY OR DATA

The 3-minute verification rule

STOP VERIFY REPORT

: : Call the person back on a Dial 1930 quickly for financial
Do not click, pay, install or .
) saved number. Open official fraud; report suspect
share OTP while the caller s :
. : app/site directly. Ask a family numbers, URLs and handles
is still pressuring you. ) :
safe word. at cybercrime.gov.in.

Family rule: No emergency money transfer without one callback + one safe word

Cybercrime
portal

Sources: PM India digital security advice: Stop, Think, Take Action; Cybercrime.gov.in reporting portal.

Public awareness deck | Al-Powered Manipulation | India-focused 22
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Call 1930 immediately

Keep UPI ID, bank account, transaction ID, _ ﬁ‘:{ ‘ 7 A
amount and time ready L =
File complaint online -

Use cybercrime.gov.in and upload screenshots,
phone numbers, URLs and chat records

Inform bank and preserve evidence

Do not delete messages. Do not negotiate with the
scammer. Do not pay “recovery agents”

Sources: PIB / [4C on CFCFRMS and 1930; Cybercrime.gov.in reporting and suspect reporting facilities. LR e
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Final message for every citizen

Al can imitate voice, face, document and writing style —
but it cannot force you to act without verification.

Pause Verify Protect Report

Do not panic. Break Use a saved number Never share OTP, PIN Dial 1930 and use
the pressure or official channel or remote access cybercrime.gov.in
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e PIB / MHA: I4C update, 1930 helpline and CFCFRMS savings, 04 Feb 2026

e PIB / MHA: Incidents of Digital Arrest, 25 Mar 2025

e PM India: Mann Ki Baat, 27 Oct 2024 — Stop, Think, Take Action

e [4C: Cyber awareness videos and advisories, including Al-driven
authentication bypass and digital arrest

e RBI: Cautions on fake websites, fictitious offers and impersonation frauds

e Indian Express: Al scams in India — voice cloning, deepfakes and OTP frauds
e Reuters: NSE warning on deepfake videos of CEO recommending stocks



