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Oversharing is the act of disclosing more personal information, in more contexts, to a wider and often unintended
audience than the discloser actually intends or realises.

Digital profiling is the process of collecting and analysing information from a person's online activities to understand
their identity, interests, habits, and behaviour.
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Two Types of Oversharing

Explicit Oversharing Implicit Oversharing
Deliberately posted content Leaked without realizing it

e Photos & life events e Photo metadata (EXIF)
e Locations & check-ins e Posting-time patterns
e Relationship status e Device fingerprints

e Workplace & opinions e Who you interact with
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Profiling Techniques Used Today

Demographic profiling

Age

Gender
Education
Income level

Psychographic profiling

Personality traits
Values
Beliefs
Lifestyle choices

Behavioral profiling

Shopping behavior
Click patterns
Engagement behavior

Predictive profiling

Using Al to predict:
Future purchases
Voting preferences
Creditworthiness
Mental health risks
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Profiling Techniques Used Today...

Machine Learning

Profiling
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Likely age range
Estimated income
Political orientation
Relationship status
Shopping habits
Sleep schedule
Religious interests
Fitness level
Career stage

Someone who:

1. Uses a premium smartphone,

2. Frequently travels internationally,
3. Books luxury hotels,

4, Shops for expensive electronics,
5. may be classified as:

"High purchasing power consumer."

This influences:

. Ads shown,
. Loan offers,
. Insurance pricing,

. Marketing campaigns.



Aggregation Beats Disclosure

“‘What can be inferred” matters more than “what you posted.”

Fragments that look harmless individually — a like, a
timestamp, a location tag — become a detailed profile
once combined and cross-referenced.

A simple selfie can reveal:

Location

*Device model

*Time

*Frequent places visited

638

Facebook likes

...were enough to predict a
user's race, political views,
sexual orientation, and
personality traits — with
high accuracy.

Kosinski, Stillwell &
Graepel, University of
Cambridge (2013)




PART 2 — HOW PROFILING WORKS

Three Layers of Data Collection

First-Party Data S Second-Party Data
What you knowingly provide: posts, bio, What the platform tracks passively:
photos, stated interests. clicks, dwell time, scroll speed.

Even a privacy-conscious user controlling Layer 1 is still exposed through Layers 2 and 3.

Third-Party Data

What data brokers aggregate across
unrelated platforms and sell on.
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PART 2 — HOW PROFILING WORKS

Metadata: The Hidden Layer

EXIF Data in Photos Phones embed GPS coordinates, device model, and exact timestamp into every
image file — even if the caption says nothing.

Timestamp Patterns Consistent posting hours reveal routines, time zones, and work schedules — even
when you're away from home.

Device Fingerprinting Screen resolution, fonts, and hardware IDs re-identify you across sessions, even
after clearing cookies.



PART 2 — HOW PROFILING WORKS

Connecting the Dots Across Platforms

Behavioral Profiling

Collaborative filtering — behavioral clusters infer traits beyond
what you stated

Psychographic modeling — profiles built on personality & values
(see Cambridge Analytica)

NLP on text — word choice reveals mood, politics, even mental
health signals

Facial Recognition as a Profiling Tool

Controversial company Clearview Al, which scraped billions of public
photos from social media

to build a facial recognition database now used by law enforcement in
multiple countries

a strong real-world example of how a single public photo can become a
permanent biometric identifier outside the user's control.

Cross-Platform Correlation

Stylometry — sentence structure & word choice match an
anonymous account to a known identity

Posting-time correlation — narrow shared activity windows are a
strong de-anonymization signal

Shared social graph — overlapping connections expose identity
through pattern matching

Reverse image search — reused photos matched via tools like
TinEye or PimEyes
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PART 3 — CASE STUDIES

Cambridge Analytica / Facebook (2018)

87M

users' data harvested — most never
installed the app themselves

22

Exposed via friends' app permissions

A personality quiz app harvested data at massive scale through the Facebook social
graph. (from roughly 87 million Facebook users)

Built psychographic profiles using the OCEAN / Big Five personality model.

Used to microtarget political advertising during the 2016 US election and the Brexit
referendum.

Teaching point: this case demonstrates that your data exposure isn't limited to your

own choices — privacy is networked, not individual — your friends’ choices can
expose your data too.
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PART 3 — CASE STUDIES

Scale of Major Data Exposure Incidents
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AOL Search
Logs (2006)

Netflix Prize
Dataset (2008)

Strava
Heatmap (2018)
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Cambridge
Analytica (2018)

Why this matters

° AOL & Netflix: “anonymized”
datasets re-identified via
cross-referencing

° Strava: aggregated fitness data
exposed military base locations

° Cambridge Analytica: scale shows
network effects of data sharing
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PART 3 — CASE STUDIES

When “Anonymous” Isn't

Strava Heatmap (2018)

A published “anonymized” global heatmap of running/cycling routes
revealed the layout of secret military bases — soldiers' fithess
trackers had mapped them.

Takeaway: aggregated data at scale reveals sensitive patterns
even with no individual identified.

Netflix Prize & AOL Logs

e Netflix (2008): “anonymized” ratings cross-referenced with
public IMDb reviews re-identified users

e AOL (2006): 20M “anonymized” search queries — users
identified from search content alone

Anonymization is far weaker than most people assume.
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Examples of information people unknowingly expose:
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Why We Overshare

®

Social Validation Loops

Likes & comments trigger dopamine,
reinforcing more disclosure to sustain
engagement.

Birthdays

Family details

Schools and workplaces
Vacation plans

Daily routines

Location information

PART 4 — PSYCHOLOGY

©,

FOMO

Pressure to document experiences in real
time without weighing audience or
permanence.

@

Context Collapse

Social feeds flatten family, employer &
strangers into one invisible audience.
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PART 4 — PSYCHOLOGY

Generational Differences

e Younger users (Gen Z) tend to show more sophisticated audience management — using finstas

(fake/private Instagram accounts), close-friends lists, and ephemeral content (stories) to control context
collapse, even while sharing high volumes of content.

 Older users often share less frequently but with weaker privacy-setting awareness, making isolated
posts (e.g., a single location-tagged photo) more exposing relative to their overall activity.
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Anonymization Techniques — and Their Limits




PART 5 — ADVANCED / TECHNICAL

The Data Broker Ecosystem

Companies like Acxiom, Experian, and LiveRamp aggregate data from
hundreds of sources into profiles sold to:

e Advertisers
° Insurers
e Political campaigns

e Background-check services

Most users have never heard of these companies — yet they may
hold richer profiles than any single social platform.

M Loyalty cards & purchases M Browsing history MPublic records M App permissions
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PART 6 — MITIGATION & ETHICS

Digital Hygiene & Legal Frameworks

Practical Digital Hygiene

e  Strip metadata (EXIF) from photos before posting
e Audit privacy settings & connected app permissions

e Basic OPSEC (Operational Security): avoid real-time travel posts;
vary routines

Legal & Regulatory Frameworks

GDPR (EU) General Data Protection Regulation

“Right to be forgotten” + access, correction & portability rights — strongest
global enforcement.

CCPA / CPRA (California)

Right to know & opt out of data sale — narrower scope, weaker
enforcement.

Both struggle with cross-border enforcement once data is already copied or
resold downstream.
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PART 6 — MITIGATION & ETHICS

India’s Digital Personal Data Protection Framework

Key ideas include:

India introduced the Digital Personal Data
Protection Act,

2023, to regulate the processing of digital
personal data. .

Consent-based processing
User rights over personal data
Responsibilities for organizations handling data

Penalties for serious violations

This law is particularly important because India has one of

the world's largest populations of internet and social media

users.
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The future of privacy will not be determined only by technology
companies or governments. It will also depend on how societies

choose to balance convenience, innovation, and human dignity in
the digital world.

Thank you



