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What is Digital Impersonation?

Digital Impersonation is the unauthorized act of pretending to be another person, organization, or
trusted entity online to deceive others. Cybercriminals may use fake emails, social media accounts, phone
numbers, websites, or Al-generated content to steal personal information, commit fraud, or spread
malware.

Examples:
e Fake social media profiles
e  Email or Caller ID spoofing
e Fake websites
e Al voice or deepfake scams




Common Techniques

1. Email Spoofing — Sending emails that appear to come from a
trusted person or organization.

Example

o Fake bank emails
o CEO fraud

®  Phishing emails requesting credentials

2. Fake Social Media Profiles — Creating fraudulent accounts to
impersonate individuals or brands.
3. Caller ID Spoofing — Displaying a fake phone number to appear

as a legitimate caller.
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Common Techniques

4. Website Spoofing (Phishing) — Creating fake websites that
mimic genuine ones to steal credentials.

Examples

® Fake banking websites

® Fake login pages

® Fake shopping website.

5. QR Code Scams (Quishing) — Using malicious QR codes that
redirect users to fake websites or login pages.

Examples

e Afake QR code pretends to be from a bank.
e A scammer places a fake QR code over a genuine payment QR
code.
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Common Techniques

e A QR code in a fake email claims to be from a trusted company.

e A fake parking or restaurant QR code mimics the official one. SCAN ME!
e A QR code redirects to a fake login page that looks like a .' . ®y ° v
legitimate website. N A

6. Al Deepfakes — Using Al-generated voices, images, or videos to Enter & Win
impersonate someone.

Example

A scammer clones a family member's voice and urgently asks for

money.




Common Techniques

Al Voice Cloning

Artificial Intelligence replicates a person’s voice using short
audio samples to make convincing fake phone calls.
Example

A scammer clones a family member’s voice and urgently asks
for money.

Risks

® Financial fraud
® Misinformation
® Reputation damage

®  Social engineering attacks

7. Messaging App Impersonation — Pretending to be a friend,

family member, or colleague on apps like WhatsApp or Telegram.
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Digital Arrest Scam

A Digital Arrest Scam is a cyber fraud where scammers impersonate police, cybercrime officials, or government authorities and

falsely claim that you are involved in a crime. They use fear, urgency, and fake legal threats to pressure victims into sharing

sensitive information or transferring money.

How It Works
e Victim receives a call or video call from a fake official.
° Scammer claims the victim is linked to illegal activities.
) Victim is threatened with immediate arrest or legal action.
) Victim is instructed to transfer money for "verification," "security,*
or "bail ."
How to Stay Safe

Real authorities do not demand money over calls or video calls.

Never share OTPs, banking details, or personal information.

Verify the caller through official government contact channels.

End suspicious calls immediately and report them to the cybercrime authorities.
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Digital Arrest Scam

How It Works
e Victim receives a call or video call from a fake official.
° Scammer claims the victim is linked to illegal activities.
) Victim is threatened with immediate arrest or legal action. -
° Victim is instructed to transfer money for "verification," "security," or
"bail."
How to Stay Safe

Real authorities do not demand money over calls or video calls.
Never share OTPs, banking details, or personal information.

Verify the caller through official government contact channels.

End suspicious calls immediately and report them to the cybercrime
authorities.
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Warning Signs of Digital Impersonation

% Unexpected requests for passwords, OTPs, or financial information.
¥ Urgent or threatening messages pressuring you to act immediately.
¥ Suspicious email addresses, phone numbers, or usernames that
closely resemble legitimate ones.

% Poor grammar, spelling mistakes, or unusual language in

messages.

»” Unfamiliar links or attachments asking you to log in or download
files.

»” Requests for secrecy, such as "Don't tell anyone."

WARNING

»” Al-generated voice or video that seems unnatural or inconsistent.
WARNING

» Profile changes or duplicate accounts pretending to be someone

you know. ] &
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How to Protect Yourself = =

MULTI-FACTOR

e Enable Multi-Factor Authentication (MFA) on all important AUTHENTICATION

accounts. Never share your

° Verify identities through a trusted communication channel SR e

before sharing sensitive information.

° Use strong, unique passwords and store them in a password
manager.

° Check email addresses, URLs, and website domains

carefully before clicking links or logging in.

° Never share OTPs, passwords, or personal information over
calls, messages, or emails.

° Keep your devices and apps updated to protect against

LOGIN 00000000
i A

PASSWORD 00000000
4 N

security vulnerabilities.

e  Limit the personal information you share on social media.

° Report and block suspicious accounts, emails, or messages

immediately.




If you Targeted

Stay calm and do not respond immediately to suspicious messages or
calls.

Verify the person's identity using a trusted contact method (official
phone number, website, or in-person confirmation).

Do not click suspicious links or download unexpected attachments.
Change your passwords immediately if you think your account has
been compromised.

Enable or update Multi-Factor Authentication (MFA) on affected
accounts.

Report the fake account or message to the platform or organization
being impersonated.

Monitor your bank accounts and online accounts for any
unauthorized activity.

Report the incident to your organization's IT/security team or the

appropriate cybercrime authority.
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Key Takeaways

Verify before trusting any person, message, or website.
Never share OTPs, passwords, or verification codes.

Stay alert to phishing, spoofing, and Al-powered impersonation tactics.

Report and block suspicious emails, calls, messages, or accounts immediately.

Enable Multi-Factor Authentication (MFA) to strengthen account security.

Stay informed about emerging cyber threats and scams.
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