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T & YHW 3637 @ ok Ntz

» gISeT W & adAT Tufa
ATSe GI&TT H AT e IHT (Human Intelligence) T §{fHehT

« HAld-chigd ATSe Wk

» HISa AT & ATHTT di-addid (Modus Operandi)

ATAd G&TT had hl AT Sallel oh FATAT 3UTH

The Human Firewall: Understanding Social Engincering



ST T (Cyber Space) @ oa Wi

ST AT JI&T Alfd, 2013 (MeitY) & 3]dR:

ISR T ag T3Taicd giaan §, STel $edeic, hycy, Aldgd, Acde AR Jlddrsd

QT3 o ATETH F ST, HEATU 3R IURIOT 3M9H H 53 I8 & I GIedT T 37T

geTed i g |
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HIZR TR FT agelal IR : AT -Hiad ugrar Q@ ok

« I WdX I UREW (Cyber Threat Landscape) 3«7 T TSR SNTQAT, §HTARI, §Hel hl
dehailehl, FAGNRIAT TAT FHIA TSl BT AT T g, S ATFAT, GISaAl, AIhRI 3R Agcaqu)
ITEITATHAT (Critical Infrastructure) I FHITAT A & |

gy 2026 H S WX &l IR

S IAA T THTT (Al) IMUTRA ST gHell H JEfe
ggdieT (Identity) T T8 TolTehT TohT STet ATl §H
31Teh IRseh @rerer ST ReT 3R AHiTarssT ararysT
JTTS el (Supply Chain) TR 6 TSR gl
YATHAIII §Hll &l TITaR A i glar

ITSTATA (Geopolitical) 3662t | AR ATZER AT
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HIZR TR FT agelal IR : AT -Hiad ugrar Q@ ok

* 3MTST & ISR gHIN Ygel ¥ AW dof IR TTdfeld (Automated) & Joh g1 I shdel dehoilchl
HHSIIT T BIICT 76l 361, dTedh A9 T ITATaT, AT 3R TR I [FATT T AT5eR

gHA L o
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IS gHATAY (Cyber Threat Actors) @'3%% s

TSN R (Cyber Criminals)

S-S gHATaR
(Nation-State Actors)

gidera¥e (Hacktivists)

3TdRe WX (Insider Threats)

fEsree forsiat (Script Kiddies)

r B
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Threat Actor Motivations

(Espionage)

ﬁ i P \
(Political Influence) (Cyber Warfare)

cIdTe] 3c9ool hadl
(Disruption)
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CYBER ATTACK TRENDS:
HUMAN ELEMENT

Attackers don’t break in through systems... they walk in through people.

WHY HUMANS ARE THE TARGET TRENDING HUMAN-CENTRIC ATTACK METHODS

EASY TO MANIPULATE PHISHING & SPEAR PHISHING
Deceptive emails that trick users into

Emotions like fear, trust, urgenc : : BN 2 :
i sharing credentials or clicking malicious links.

and curiosity are easily exploited.

VISHING & SMISHING
TRUST AND AUTHORITY Fraudulent calls or messages that exploit
People tend to trust familiar brands, @ URGENCY trust and urgency.

colleagues and authority figures. - & 22 IMPERSONATION & BEC
" — Y . & Attackers impersonate executives, colleagues
RUSHED DECISIONS Qg{j TRUST @ GREED S or trusted entities to manipulate decisions.

Under pressure, people act quickly REMOTE ACCESS SCAMS
WILIRUEVerifying: Tricking users into installing tools that give

7 S attackers control of their devices.
HUMAN ERROR _. CURIOSITY ) SYMPATHY
“ SOCIAL MEDIA EXPLOITATION

Mistakes, negligence and lack of < S : ;
Using public information and fake profiles
awareness open the door to attackers. : ;
to build trust and deceive.

Al-POWERED SOCIAL ENGINEERING

Al-generated emails, deepfakes and voice
THE REALITY cloning make attacks more convincing.

b A o STRENGTHEN THE HUMAN FIREWALL
85% $4.88M |

22 En 2 &6 @ O 0 @ @

|

BREACHES INVOLVE OF BREACHES INVOLVE OF ATTACKS START WITH AVERAGE COST OF A BE AWARE THINK CRITICALLY VERIFY ALWAYS REPORT PROMPTLY  BUILD A CULTURE
THE HUMAN ELEMENT SOCIAL ENGINEERING HUMAN INTERACTION DATA BREACH IN 2025 . r y o s
Stay informed about  Question unexpected Validate through Report suspicious Create a security-first

(Verizon DBIR 2025) (Proofpoint 2025) (Microsoft 2025) (IBM 2025) the latest threats. requests and offers.  independent channels. activities immediately. mindset together.
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faman s AR

NGESIGRIRE Q ek iz

ST &l AAIAAToTeh diehl T THTAT hlh AT IMTATT FATThRT T ST AT 3o ITdd PRI el
T aRaaarg

& TRA/TTSeT b I H STAhRT TehT el 3R gl T Ald JIR HIaAT|

IS I R H Seh 30 AT &l TThaT YE T

-4 ST o ATETH @ AT oAb gl ol hiaT|
=TT Teg Uer fohT Tuch TATCT e, difeh gl AT ol |
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faman s AR

RS Sefaeid (Al Harfard hRIeT @ iptx W

NCSERT

Al-Driven Phishing Teh 3oaid AI8sX g§HT dhaild g ToldH TR RIT scioiaid (Al) T 39T Fh
sTehell elfohet 37cTd [92aTAT (convincing) SHA, TG, Ficl AT ITHTST AAR I SATCAT & | SoThl 3667
3UAIThal3il T Haga2el TR i TIAdE, OTP, S faaT0T AT eTaeTTcHh 2T UTod el gidT & |

¢ 3cITF AIEATAH (realistic) Boil SH 3 TS TATT

o STFT I HNT 3 cTIER FT [2ATIT Fleh personalized TNWTST el
* Deepfake TdTaT 3R AT AT 3T HTAT

o TSl AT A SATTRRT oo targeted attacks ST

2026 #H THTRIT §Hel shdel deheilehl sTal STeeh e T G UHT 3R AlTd SdgR TR &l

I &, Taw AT’ GRaT  Tahdr 3R off 3170 Agcayul &) a7s B
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faman s AR

Srathes 3R Al Fallfeler GramersT @ wex Wiz

+ 3Ytheh Ueh Al dohelleh g oIl [hal SATFd o dgl 3 gTa-HTd (facial expressions) ol AIf3T AT &id H T
e gcof &l ¢ Toh a8 Tdedel arEdideh ofdl |

o gisy Folleldr | Al fhdr eafFd FT 3mara ago-lJ;Lo:I (voice samples) W%QWWWF—I?TWTW
sToholl 37TAToT AR Y ST &

SETEraT Sy hl STl 87

 CEO IT1 aR=& TR &7 dchell 3TATT T U SAHT hLdlal

« URAR & TEEY I HTATST T wAchel hleh SHISTHT T S[ST HG2M ST
o STcholl AITSAT SolThY AIRMT Sl [T IT Gl dhall

+ Soh T AR HTAFRY TeAR SATARRT YTCT el
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Ul -3 gt iy Wiw

gdTel-3TeTRd g8 UH TSN g8 8ld & Toladd gHaaY fordl eafaa ar {red &1 Bioed dgdled
(Digital Identity) sl TR, IHHRT GEUANT Hlch AT I sTehel hlch [AECH, ST IT HAT3HT deh
HeATHd (unauthorized) 9§ 9T I 2|

S8 TN & gH H AT T&T IR hl Tedlet” §lcil ¢ - ST PII (Personal Identifiable Information)
YoiiaiH 3R urgas STFAIN Tgdlel A STTeTehRT

OTP ar MFA cranad
e Session cookies

 Biometric AT authentication credentials
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faman s AR

AT EHeIT @ i5ex i

NCSERT

Malware (Malicious Software) VAT gl eh gIFedIX % &4 ciowicx, J—I\Icllsoi, A AT Acdah H 3-]3@%
92T leh ST IR, [AECH T FJhdTe] Ug Tl AT HAT3HT ol ST el o 366 H ST ST & |

HARR &F TG TFR

«  IIIRH: BIgell H S[ShT T BIgell H theldT g |

o VSTt I AIFEAIAR T FT ol fATcH & gaer adr g

o {THHAI: 3T ! Uleshte Y THIAT (Ransom) ATITAT g |

o TISAIX: YTl I ATAATAT 3R TdeaMe ATHAPRT dr
feAaRTety T & |

» FIAR: HEE W Y I IS AR, ST qrgas, Repls Har g

The Human Firewall: Understanding Social Engineering



HIAAT §HeT

A S IR
NNNNN

AT FH Werar §2

o« IHTAT (Infected) ITHSC

+ GOl HieTger oo
«  FIFCITT I FASNRAT (Vulnerabilities) T GEIATIT
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GEEHATI @ 43tk it

A S IR
NNNNN

IHITT T ThR &7 HAIIX § Sl 3TARTRdT I 319 [BEcH I TFaT T § Uehdl g AT
30 TFAY o AT AT g, I1 T Reea Hr ThieT I1 Breat &1 ofics Har g, 59 dob foh
TR ST SqaTcITeT AET T ST

Hohd

. AU BISeT TleohClel (FPISel Ugel 19 AgT glet)
. Thled W TORIT & ey a1 AT

. Tleshte Fl 918 BISal W AT Bisel TFgc 2l

. T8¥cH Y A fRrac

. SATFAA IT IS FIsol
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S T

oo Tdclel Sl HRATSAT HI sTehel T &, olfche] dEAd H, GHITATYOT RIS AT gohd GaART
Hanfera foram Srar §

HUCYUT AT HTHS dehelleh TTGH TS JIRTEN NISAT I HdcaT2lel STARRT AT TAECH deh Ugd YeTd
el oh Tl gTHT el IT ASTEY el oh 18T o 1Y Flefel Il TATHAT STH I8 YITRIT gled Al

fea@rar sy Ni2at F [Femar g ra &

Chronicle A
Digital arrest and Rs 7 crore heist: How |

Vardhman Group head was tricked

The fraudsters used fake court orders and impersonated the Chief Justice of India to convince Oswal he was
part of a money laundering investigation

Home » Southern States » Telangana

Hyderabad: Elderly man loses 10 crores to Digital Arrest
scam

TS GIAT 3R FRAT FRFehar TG - ER



s ATeHT ThA U4 Sifg ThA @ i it

NCSERT

HUE A FAY A 30F HATH & olard  IUE Bofl Al 1 el gl el & 99,
ST AR O 32T g € 3R a9 # 3daT  IFa9Td STy AT o fa3or ured sd 2
4T SRt IS @Y ST & |

A aliF HTH Tk

. rerer A3IT W fAaer & oA . ST & [T AL T T

+ Toll ¢f3aT/3ra¥eHe VT . Yforeeere, efeer ar R g fr #fer
- WhatsApp/Telegram fder g . Aholl Ul T JTHSE AT HR YIRS

. sTeholl AT AThe T foheeT faerwar . Work From Home & 1137 9X &I @rerar

. "100% IREIS Reet" 1 grar
- AT AT TXHRT TEAT & FATH T GHUATT
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(Shadow IT)
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PHISHING

@ i '\“'
mAHE s :
NCSERT

HUMAN IS THE

SOCIAL
ENGINEERING

WEAK
PASSWORDS

MALWARE

DATA BREACH

LOGIN

SIGN IN

FAKE WEBSITES

AWARE

THINK

VERIFY
PROTECT

AWARENESS

& TRAINING VERIEY

. BEFORE YOU
STRONG TRUST
PASSWORDS

J@n_rrox

SUSPICIOUS
ACTIVITY

SECURE
PRACTICES

e 7
-

[,; MULTI-FACTOR

AUTHENTICATION

The Human Firewall: Understanding Social Engineering



HIgaT Y& 7 AT Fr s7fAr @ i

TSR GI&T H Tehelleh IR ATAT G TUHTT Th-GEY o [T §—dehsileh WX &l Hohd &l &, STdich ST
3T FAT 3 ITHRAT I TSR Fal v T T & |

HAld gajﬁw (Human Intelligence):

o GHTAY T HIT (Intent) T FHSTAT &

. e (Context) T THSTAT &

« Tl TF XX (Manipulation) T gl &

- gfesyr arfafafoay o1 3merda 3T AT ad g

Building the Human Firewall
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ca R GI&T 39T

2

Holqd Irgas T
3YIIT he dAT
Multi-Factor

Secure Wi-Fi shaol
Vel
Ta2aqaT Wi-Fi

Authenticatior)
(MFA) T&TH |

P iy g
EEGRIEEIGE:]
ggol 394
YehIArh
(Publisher) &r
ggaigar S
|
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faman s AR

o U ITANIehl hl IHehT HFHRI & AR

Shdol TALTh «TcTH THAH (Access) TGTeT o

| STEP 01 STEP 03 STEP 05
. . LIMIT ACCESS ACCESS CONTROL
o W Wm ﬁ ﬁaﬁ-a’ m—a:n— arﬁ- | Limit access to STEP 02 PERCHNOR STEP 04 Limit access with

resources based on Users access only authentication &
what's needed, authorization

user roles. Simplify duci i<k
reducing risk.

¢ access by providing JUST ENOUGH
o RS HTUPR oot TP UTFAUT e onywnacsnecsestor DEFAULT DERY
job functions. Default "deny" access

Grant minimal
for users. Evaluate S
5 access for job
requests against access

o S{[AT-ITUTRA TeFAH fIAUT (RBAC) AT Y |
o TFAH ITATATEAT T [AITRIAT U ATTNT HL |
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AT FI&T GeA3AT Fr AIREAT v gaerT

A S IR

o SIEM, IDS TF IPS S HI&TT AT GaNT fAlc
IGERGIETY
o Ifeaer srfafafeat & fore Taanfora 3rere

(Notifications) T&TH Y |

o YIS Hehe Yol Aloledl (Cyber Crisis Management
Plan) dIR Y|

o YT UCATHI 9T TTATehaT shl TGS UiehdT (Incident
Response Procedure) dX U4 Tl T&@d i |
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faman s AR

Q’g %1% g$
A IIHaS @ o i

qrAds H 39611 ATH, SeATATY, ATSISel e IAT 3T e TFdTd ST bl STATAT of Y|

S H A 12 &R I IrEdS IW; 15 T 3AY 3T 38R o qrads 3R 3t griga giarg |
qrads H 92 Ud BI 38T (Uppercase/Lowercase), 378 (Numbers) 3R faW RIsg (Special
Characters) 3T TdToTeT W |

&Y TTd (Account) a TOIT 3ToT9T-37613T TS ShT ITATIT hy |

3T HeJHT 19Tl aTel ITHas d a4

Password: brian12kate5

"I doubt anyone could guess my password! It's my kids'
names and ages. Who else would know that?"
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Ao 3asd JI&T 3u™

1. GI&ld SECTIRAS (Secure Installation)
2. 3TaRYehdl & IR & TeHad Jalel &

(Need-to-Know Access)

3. dg-shh JHATUNTRIUT (Multi-Factor Authentication -
MFA) T&TH Y
4. T3Wlec UTHAS &I 3TN o Y (No Default

Passwords)

5. wmwmmwgﬁmﬁwww (Security

& Privacy Features)
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Prevention Framework @ 35 Sac

FIT Ig HeT, il IT IR Far 3R

fregaeir oerar &7 ﬁﬂR‘ﬂv‘i‘
et 31 Taeawely AT & sudT gite \—,ﬁ’%’r mma%

T S|

Ife P15 A d@fger @1, @ A
Heiftr AfAHRY A1 e /ATSaR JRAT &
& giad |
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REPORT WITHIN THE GOLDEN HOUR

THE FIRST 1 HOUR CAN MAKE ALL THE DIFFERENCE. *
5 E* : 'x"... 73 3;
" il - Vi V] &
WAL (ool :
; id CoY >

INDIA’S CYBERCRIME HELPLINE. S
Golden Hour Rule

www.cybercrime.gov.in

The Human Firewall: Understanding Social Engincering



SHeLD

~EEE COMC

3
g
El
( E§ 'S
£l
3
4
)
1]

AWARE @+ THINK @ VERIFY REPORT PROTECT
Stay Alert 0" B Question | NA / Always Report Protect Yourself
R N
@ Everything & Double-Check Immediately & Others

66 The strongest firewall is not a machine—it is an informed human mind.

Thank You !



