Q fhen s gevrgd
@gﬁ s & % Information Security ﬁ
3 -

CDAC BEf) Leatiame A &
mgﬁas ms'cr\' it Y fawst

Q-
crp SRR  omD

ol SHeT 41 dGHSE & AreAH |
gt S ST g

Wi Bt & AT A HATIH! @ 3
Hagafta s A1

From:  support@yourbark com

’x< Subject: 3T TTY A wade B

il s ¥

YA WA H FeTa ‘ R W
d g:m ot &
login.com/up 250,000 &1 g9TH |
hitp:/fsecure- '& Q N
L http://bit.ly/claim-prize
f S = sifew it & o

o, auel, ﬁmﬁmsai' smsmﬁﬁa%mmﬁwﬁﬂfﬁaﬂaﬁ
Gfgr 38, Tadh @ | A




COANC

fof2T (Phishing) @=IT 22

fosfenT ues Trsay gHen g, foraH drsay srarrelt faadt
faeaaia Tz (S 9, IXERT faymT a1 Su=t) &1 $9
&IROT SBIb 3TYeh! MUHIT SITHBRT IR BT UITH HId &

@ fosfonT &6 aATegs | RS A Il TSR

QO 6 006

sfae/afee &= @ra Hit ZfaoTa ATHHE
HTE H B ATABT (3meR, PAN anf2)

@ AT [FAsT T URUT HA B2

XX -X-

e iz E-wimd oE IT |9 /
e feeilaft @ad T Fa

e 39
18 ft 5, grET AT g1 HuHt it ft S3e, SMSaT B &
HIegH ¥ 399 OTP, urdas, UPI PIN a1 CVV F21 HiTTd |







sicl fefamr wftae ffeimr  @ifel (@< fewfaim)




Ao TR FHAR &I BT S8 ured g
O ) G S W B 2, o e A

HYHt & | T fIUTT gRT A 747 ueliid giar 2|
- eHa o T giar e:

-« “3TUHT SHA UTHTS TS AT BT SATUIT |
3YAT gTHES e A & forw I8! faas il

g e ¥ fPraferfea s gid €:
- gy Ul &1 eSS A
B nfteRe S fewa arar deer
& ATAH A foidw

@ Ia:
Wﬁmmwéw
IHHT IoRAH 3R qrHas g |




TrseR U dep, hyAT a1 fopdt
farg=it Geen & ©Y YR0T 3%
Jheil SHA Hold 2 |

’ JGIelUr:
“3T9hT deh @IdT ¢l gl AT g |
FHUAT A9 o feIg T@l fectas e 1”

- : -
Aom: noreply@rbi-india-gov.net

To: agm.operations@|[yourbank].com

Subject: Urgent: Compliance action required by 17:00 hrs today

Dear Sir/Madam,

As per RBI circular dated 02 June 2026, all AGM-level officers are required to verify their digital signing

credentials on the updated CIMS portal by end of busin
Y

suspension of your transaction approval rights

Please click the secure link below to complete verification:

https) sims-portal-ug

date.nat/verify
Regards,
Department of Regulation

Reserve Bank of India

s today. Failure to comply will result in temporary




@ uaa: éﬁl 3w s syt 5
CDAC ISER . D

O fofai b | Ca "
. - - RT
@' hIAMIT gﬁﬁ HIT AT (Anatomy of Phishing Email) |
e~ o o i g 30 @ A Y 91 FhdT &, Afe- 390 B3 AfeTer Tba (Red Flags) HISIE &1 et
W i‘ﬂﬂhtml'l s “; @ From: Amazon Support <support@arnazon-help.com> o ared S8 (_‘ . e wfery srtade
(arnaz'c;::azeo:.;;r;lnz a4 o user@gmail.com > J, -=-¥ PDF wigetr 3129 @, forasd
amaz'on) Date: 24 May 2024, 10:32 AM - erdae 8§ wwar 8
Ay _.-» Subject: 31U Amazon WA H HENfUT &Y - J¥a HRAE B! ,/
| fasa (Subject | ’,/' ot i i
9 J ) | g amazon &~ o WIST Q4 gt gﬁfm
27 3R Sreeantt far A -_— > wraT F =rasoT/deft S
2 v e a—— e AF, Rl sie sigara e
— ,/'émaﬁﬂwmnﬁﬁﬁmmmzlgmmémm HIST T HAT
3 q 1. =3 et ¥9 | @ w3 Ran ar 2 '
© o : ©) o s $ A
@ e A T & {o afk smaA gg nfafafe 58 H 2, @ o 24 € S R I @@ F@REHY, | >
A =F g aes frar ) .| YT HTISHT Wl T 9 F @7 &2 Bar smemm IR F A |AT FATTT
g _J -4l & @Er gt FAifT
O = i @nar weanfaa s ., S S S
24@#“‘#%&# * a1 9 Ry ¢ & o= e % -7. —
. https://amazon-login-security.xyz/verify-account g Tl S T FifsT
Q¥ @TaT @¢ B HY gHSY | v g
J ,,’ Gommbm—- > c, S T ITATT HIE oA |
] A IT9F wEA & fore a=aars, @Y Ay fazE @ v
9 dferey o le»?" Amazon Hzain &n =y
6, ot zor . : g © 2024 Amazon.in | ¥t fdsr PRiaa @ e (Motive)
C (amazon-login-security.xyz) ug e waarfara §9@ 8, goar 3w A &) _A==P 3o FHfE ST, argad
AR IRSIITS! % Amazon_Account_Statement.pdf ,"/ @ e ; !
it - e @--mmememeecmeeae- | a1 AerdreR Seefer BT

/o o~ ot oft <iftver $8a, fofes a1 ardwile w fFas
& %ﬁi”t--)(?\)mﬁaaﬁ--) & e e 2 1Y i o

9 B 3R g¥a 391 1T S & gfaa 3




M gy usg wERe @a ) e dEweEad GK @ dfE¥m @am e

& == [ 5a [ wgrg /[ PUNE CRIME NEWS: g0t & ®1geR His &1 931 Garar! 3mEdt uithaqd | 4.43 &g &t aift

Pune Crime News: ol & H1geR Whis Al d2T
GATHT! 3Nl MhaFe | 4.43 &S i ot

Pune Cyber Fraud: qut # Uep T8¢! UtaR & TiLTeT HITSAT & STRY Well IR ¢isi ThiH H
STIgeh? SARTEIY dleh & ATH W Tcllq Y FIeHTT JU 9 4.43 Ils UL <hl GIseR 371 gs.

Written Ry - |l InAastoard af «- N0 - IONOLE N2 DAA [TcT) Py
vritee By . Qé'd QSR g %-RB | Z_.;-.)\;;:‘H:_’U at : 08 Jun 2026 03:36 PM ‘I.“, Sty intormed & <

Never Miss An Update

\

AN
.'?\

s



g =t I5a RS Qe ot faeag ATHERA GK e e e

& BT TIaT fifs2a &t

39 QU # “A" 91H &l Yo Afgel = AT (Group Admin) &ft. #fgeT gg ol gk a3t
fAaer fafias JareRr o ol R FT9TR H 9= GATh ol oflerd adt oY, IS SiFerrsA
Y2 3R Bsit Re & ThiF2iTe R & [Aderen! a1 w=-T Siar S 3@T o1,

Heatwave Impact: HgRTE | THI &l &Hg! G« Aq J @3t 5 Mizai STaahe @,
o | ga=asitg &t ot 183 5=

sdh d1g HIf3d &l Tk wsil ¢fat QU (Fake Trading App) SI3AdIS dhRlche 39H AT
3 I hel TAT. U H IR dadT HATHT fa@mrar Sirar g1, [Srad difsa ot wi=i<ar gt 4.

4.43 S YA &I JhATH

Y dlerd 3R WA H 3T dIf3d = g gt 80l | el T-3HelTT dap @rdl # Had 4.43
HIS TUA TAHR I Q. o f3AT a1 Si9 difa 9ax 3 39 ¢u & 39+ 99 3R HHIY 7Y
HATH ol HapTer hY AL i af IT d-Ih! fAaepd 3= afl 3R 3R 31fdep 9T Y #iwT
kY ST Y. ST R I/ Uk 3T SR S he+ UR IdT Il foh ORT Aedsh 3R ¢f$m gu
ol .

gfaw 7 == & ama & stig




COAC L

fafaa

(Vishing)

B hidl & ATegH I
RBI, h&cHT HI A’
T TY ERUT BT

IRATST ehAT | )
@ ¥op a1 TRB AT Bofl B W
v a At ST e T |
KYC 3ra3e 9% @rar g OTP &aTEY 31TaehT ATM g B R RS Aar W

B arer &ileh g1 ST HIcT Xk g HR |



= R § syt

caeh fomz A
NCEERT

@ fafer =T 82 (Vishing / Voice Phishing)

B Bicl &b ATEH H fHHT dp 31faarl, gfas, RBI,
BIEHT BUR TG BT FY &ROT B eNATeST HIAT|

g Use Case of Vishing (Voice Phishing) )
S

cenario: Fake Bank Support Call
e UF ATED B B BId 14T &, 58 Biar B33 arar Ga &1 8@ ifasrt garar 21
» iRk Fedl &:
‘\” “H19b db @ra # dferer nfafafer & sRor 39T @rdan
“‘ el @Y f&aT ST | 9T 3791 OTP gia ARBTE BY 1"

I o EHGITAR U9IaR A1 A 91d AT & 3R did PRaTs B4 Bl ga1d g47dT 2|
J

Attack Process (889« &b ufssar) =

[TAT BT 8: &1 I9ATT HIAT &

oTP =3

ATM PIN

@18 faavor
(Card Details)

eNETerst WY SA9-a4
fresma &

TRANSFER
¥ 50,000
@

e OTP, PIN, 9GS, H18 faavor fadt & arer Iarsm 9 &3 |
o &5 HHT M B9 9 OTP, PIN F&1 HiTTAT |

« Bt +ff T & AT A, ga 397 §& S fHRS Far TR JIH B |



COMC

. -
c> €& Messages

(Smishing)

A gy &
NCEERT

F = SR & forg gt R &t |
bit.ly/track123
: 3uanT fasrett faer arar 21
SMS a1 WhatsApp Hagl HsTdh A T YA
Aehoil foiar UR foreiep ehram=r ot bit.ly/paybill55s
11:15 AM
AfRITd STHBRT IRAT|
_* FurE g 31U g1 Sftar g1
Tl fre &3 3R 399 urd|
o™ AHTUSHT UPI 31932 ST 21
farsteft faret g & LIPIP sme a3 % forg agt s %)
_* T Gﬁ.ﬁ.q bit.ly/upiupdate77 A,
L) UPI 33T & . >

@ IgaR SIFTRchdT 8l HTgeR TREM hl Ugall Higl gl



Today, 11:30 AM

f&f2i (Smishing) &1 39T &Y

"i FASTDELIVERY

gt yrfer fEeftad ofEn g1
| _ . a1 A g9 & fog A=
il gt fEefladl CUUaTd B e 4 pftw awh o g 2 e s o R w1
. fEeftadt arst &1 e &
U® Algd G2l s Sﬁ&' §ﬂ'ﬂ'\' CE (/0 v Wt e fofep fan g & https://fd-delivery-pay.com
& A9 A U THUHTH AT gl 2| @ ACHTA PHATE I BT GaTd FTT ST & g

Wl B i ufshar (Attack Process)

O 4

9 f3ee af &Y

fi fd-delivery-pay.com a
MY Y

0 eceee

& ane TES I TSN HXal & HgarR HUER a3 B e
AqHIEE Jord! (T, Harge AR, FE f3e, TSI R A & -3 fasar Siran @
CVV, OTP)
: o 39RfAa gaoaa/Ads 7 Y foie W o grdd Wey $ Siig ghen FRAR St o & +ft OTP, CVV, ATM PIN TT §fd7 STHSRY

& faia 7 )| &1 anfaeR® dadrge a1 0y @ ¥ | SMS/AAS & HIead | [T 4 P




CDAC 1S '

3 v o R E IR A
B ae NCERT
® °

~ ﬂ a. -
~ \_(LEARN)
Nl a ( 13 @t ang,
4 e = R & ar & o
31TSU, U dIdfdeds 9T & HIegd & IHsd 2! o 3R gefEa A B aned
'\ frefaa o
A U ATYRU-H ATIRETE TST JHAT B bl 2 , |
fageisor B /
(ANALYZE)
T ot &,
difery $der, ol o STt & g

(PROTECT) fEarsd 3T e
h gam B




HY Test 1: BT (Phishing) J g&inc .52%;‘ @

cAA I A
NCEERT
A B
= T ?
From: support@yourbank-secure.com v _gra:rr .
e R gﬂﬁ It g 371 To: rahul@gmail.com 9 o e
@ o 9@ # foran am: myoUR BANK I AT I HEEA R 393 oTP At
. gas 3R OTP H1AT| ot a2 faam
SNSOSE S | | S, arerad ok e
W It B9 A 4T B R T | | 3y ¥ @ gean Swoi A s =
21 Puar 30 fie & offar o | | w9 R dg w5 R §)1 g 30 e S R
KYC aafoa &31” & fiar 39T KYC Feanfia &30 & s oTe 3:
| . B UsorName wp| 246751 |Wp 2 465 1
01 7 ¥ 1 A 3R :
L escsccse e e
nfareRes S e aren (=E fofes 30 fime & g w=r &) / M— a4 =%
foies oft am © Your Bank. All Rights Reserved. | | \ http:fsecure-login.bankverifyin £ | e
2 )
o s
fill YOUR BANK 3o @ el § !
Welcome Rahul » 22,50,000 &1 Transferred
Balance: ¥2,75,430 HiAeTS giAwy | Successhully
& e mam °
_
'\_ - . ,

@ Hdsb I8, gGefera ! | TSR SANTHEHAT &1 ATSeR & B Ugelt i 2 |




a5
. %1,80,000 #

gs o1 afe 3nft OTP
&1 adrT, daf 39T
@TdT sl B e

o en | (1 ® FEMdFsEIw
OTP, PIN, CVV a1
SN S 1234 5678 9012 3456 mméqﬁnmml

F 1 N P B | ™ 12/28  cwy 123



e & syt

Y ¥Sl 3: COVID-19 fHf2i "leren 3§ it AT )
& TBell COVID-19 R Gofiepror iR

N

[
- TRGA —
COV|D_19 ﬂ% ﬂ :::m: E:?:;;'::I[:ir;r;quwin@reg'slr.ltion‘in' W =
m#ﬁaﬁ Uh gﬁa 3ﬂ? Subject: COVID-19 35 — fr:g[w Toftsrm
areq FrrTr HRd SIS (COWIN):
SMS '§3ﬂ'l :,w:.,“mwm mcovm-w:mt
Heor ¥ forar om: h——4 forg ursy &1 319 W
e Co-WIN e
Winning Over COVID - 19
fA:g[7 COVID-19 R Iuereer 21 T TRST % e B e 3 Ioere 81 mﬁiﬁ;ﬂm o
YT Tl g B34 &> foig i gE s PR R Rew st | | register :
agt favrs =31~ el faers B3 (Faw 3= @ SAwsm Y
Haor F Iwerl @i, CoWIN a1 fRsms= & '
3R Uk Adheil daarse o1 foiss far mar em
) ¥
l a m Argar e 3 A R L e nera R s — R e
T ra A 99 A oo ' | ! i f
A o SMS_ i ' | ol Y ' ﬁﬁﬂm‘{lﬁ?
&—zl 3R 3R =f@ e : :/yc!x‘x;;:a o:;t::d , | | e :
=== i mma?r S 15/05/2021 e
Avail bal: 22,350 b ; :
a ¢ @il &6 gEE (1dentity) wsiise @ | 123456 : 10
- BT ZHIATT B oAl @i x &
@t U IR . T s ey ok b - )
S IEGIE K GRS IGIE:] =
§ ez | Sl ST Al o) ] g1 Hell @1 329w | 21 (Fear) 3R Sieearsit (Urgency) &1 &3 a1l
= : = N
0 "tﬂa &aet CoWIN ar fas<it st SMS ar e A OTP, & faazor ar AguTse &1 URL
W nfasiiRe e g foies gv @i H1E H THBRT Bt (WW:W' g e A
AGHIST BT 3TN BN | faots A B qrETA B . Q ST |




CDAC @
L. 37ST, =Y IR § 2! - T
(ANALYZE) ardfdes IGTEX0T| Irdfdes gHel | adfde SIReahdT! mm;?éﬁaﬁ
. ' | 3R g e B anred

fafaa &)
3R Geen @1 e fAvka &,
TES A fagergor &) %

o SfEmi g ad
g?félﬁ?% 3R gt ST,
(PROTECT) fearsyg 3k e
A &Y e |

-
-

® )



ATSSR JR&T # IWAPTRdl B 3FeEl st @)

HIEaR &N # 39GPTHdT B 3FeE! BT Adaid & HIgaR Wavi, JRfard iaensa
FEER 3R YRa Aifdd) & aR F§ APSGar a1 aus B B,
S fRen 3R 2er 3o & gxell & Ay 3rgRfaéa 8 =i &1

ici -link.
RS
)

.9. PSR UIHES BT ITATT BT | 123456 ) e
: ; DETECTED
== oTP
o OTP IT YTHAE IS HAT ’ ~

( : HIYEATR HIST B ARG HAT ectnes Ktakse

= i-Fi CFREES T (?
? 3IRRfET Aresiffias Wi-Fi &1 39811 &A1 :w"'flg 2) :o-., e

ACCESS
GRANTED

A wE, JWaaw! | @ s




IRfard fafSieet YRa & AATOT #§ 39T a1 Agcayui & |



