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Types of Online Harms to Children

Sexual Exploitation

Online grooming, CSAM creation and 
distribution

Cyberbullying

Harassment, doxxing, and psychological 
harm via digital platforms

Privacy Violations

Data harvesting, profiling, and targeted 
advertising aimed at minors

Harmful Content

Exposure to violent, extremist, or 
age-inappropriate material

Commercial Exploitation

Addictive design, in-app purchases, and 
manipulative algorithms

Identity Theft

Impersonation, phishing, and misuse of 
children's personal data



Constitutional Foundations
The Indian Constitution provides the bedrock for all child protection legislation

Article 15(3)
Special Provisions for 
Children

Empowers the State to make special laws for the welfare and protection of children. POCSO 
derives its legal strength from this provision.

Article 21
Right to Life and Dignity

Guarantees the right to life, personal liberty, and protection from exploitation. Online 
sexual abuse violates a child's dignity under this article.

Article 39(e)(f)
Directive Principles

Mandates the State to protect children from abuse, ensure their healthy development, and 
protect childhood and youth against exploitation.



India's Legal Framework: Key Laws

POCSO Act, 2012

Sexual offences against children

IT Act, 2000

Cyber offences including CSAM

IT Rules, 2021

Intermediary accountability

DPDP Act, 2023

Children's data privacy

BNS, 2023

Criminal law for child exploitation

JJ Act, 2015

Care and protection of juveniles
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POCSO Act, 2012
Protection of Children from Sexual Offences



POCSO Act: Key Provisions
Purpose and Scope
Enacted in 2012 to protect children (under 18) from sexual abuse and 
exploitation. Gender-neutral law covering both boys and girls. Provides 
child-friendly procedures during investigation and trial.

Key Offences Covered

• Penetrative sexual assault (Section 3-4)
• Aggravated penetrative sexual assault (Section 5-6)
• Sexual assault and aggravated sexual assault (Sections 7-10)
• Sexual harassment of a child (Section 11-12)
• Use of child for pornographic purposes (Section 13-14)
• Storage of pornographic material involving children (Section 15)
• Obligation of intermediaries Section 20 requires media, studios, and 

photographic facilities to report cases of child sexual exploitation, 

which extends to digital platforms.

Mandatory Reporting
Any person who has knowledge that a child 
has been sexually abused must report it to 
local police or Special Juvenile Police Unit.

Failure to report is a punishable offence 
under Section 21.

This includes teachers, school administrators, 
and all education professionals.



POCSO: Online Offences & Section 15
Section 15 defines three separate offences related to child sexual abuse material:

1
Failure to Report

Failure to delete, destroy or report CSAM in one's possession
Fine

2
Transmission

Actual transmission, propagation or distribution of CSAM
Up to 5 years + fine

3
Commercial Intent

Storage or possession of CSAM with commercial intent
Up to 7 years + fine

The Supreme Court clarified in 2024 that mere possession of CSAM is a punishable offence.



POCSO Amendments & Recent 
Developments

2012 POCSO Act enacted — first comprehensive child sexual abuse law in India

2019
Amendments introduce death penalty for aggravated sexual assault on children under 12; stricter 
punishments for all categories

2024
Supreme Court overturns Madras HC ruling, criminalizes downloading/storing of CSAM; replaces term 
'child porn' with CSEAM

2025
Rajya Sabha discusses POCSO Amendment Bill 2024 for victim-centric reforms; NCPCR reports 1.2 lakh 
CSAM takedowns
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Information Technology Act, 2000
India's Primary Cyber Law Framework



IT Act: Key Sections for Child Protection

Section 66C Identity theft — punishment up to 3 years + fine up to ₹1 lakh

Section 66D Cheating by impersonation using computer resources

Section 66E Privacy violations — publishing private images without consent

Section 67 Publishing or transmitting obscene material in electronic form

Section 67A Publishing or transmitting sexually explicit material electronically

Section 67B Publishing/transmitting material depicting children in sexually explicit acts (CSAM)



Section 67B: Deep Dive
Punishment for material depicting children in sexually explicit acts in electronic form

What Is Criminalised
• Publishing, transmitting CSAM
• Creating, collecting, browsing, downloading CSAM
• Advertising, promoting, exchanging CSAM
• Inducing children into online relationships for sexual 

purposes
• Facilitating online abuse of children
• Recording abuse in electronic form

Penalties

First Conviction:
Up to 5 years imprisonment
Fine up to ₹10 lakh

Subsequent Conviction:
Up to 7 years imprisonment
Fine up to ₹10 lakh

Offences are non-bailable



IT Intermediary Guidelines & Digital Media Ethics 
Code Rules, 2021

Rule 3(1)(b) Restricts hosting content that is harmful to children, obscene, or promotes violence

Rule 3(2)(b) 24-hour takedown for non-consensual intimate imagery and related content

User Awareness Intermediaries must inform users about consequences of sharing unlawful content

Content Removal Act expeditiously upon court orders or government intimation

Grievance Redressal Appoint Grievance Officers; resolve complaints within 72 hours



Platform Obligations Under IT Rules
Significant Social Media Intermediaries (SSMIs) face additional requirements:

Content Moderation

Proactively identify and remove child-harmful content 
using automated tools

Traceability

Identify first originator of messages when ordered by 
court or government

Compliance Officer

Appoint Chief Compliance Officer and Nodal Contact 
Person based in India

Safe Harbour

Non-compliance may lead to loss of safe harbour 
protection under Section 79 of IT Act
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Digital Personal Data Protection Act, 
2023
Protecting Children's Data in the Digital Age



DPDP Act: Section 9 — Children's Data
A child is defined as any person who has not completed 18 years of age — broader than COPPA (US), which sets the bar at under 
13.

Section 9(1)

Verifiable parental consent required before processing any personal data of a child

Section 9(2)

No processing that is likely to cause any detrimental effect on the well-being of a child

Section 9(3)

No tracking, behavioural monitoring, or targeted advertising directed at children

Applies to: EdTech platforms, gaming apps, social media, OTT services, and all child-focused digital services



DPDP Rules 2025: Verifiable Parental Consent
Notified on 14 November 2025, the DPDP Rules operationalise the Act with precise verification systems.

Step 1

Age Verification

Verify the user's age with reasonable 
accuracy using reliable methods

Step 2

Parental Identity

Ascertain the legitimacy of the 
relationship between the user and 

parent/guardian

Step 3

Record Consent

Obtain and record verifiable evidence of 
parental consent via government tokens 

or Digital Locker

Challenges:
Digital divide • Low digital literacy • Shared device usage in low-income households • Linguistic heterogeneity • Circumvention by 
tech-savvy children



DPDP Act: Penalties & Enforcement

₹200 Crore
Maximum penalty for violations related to 

children's data

Enforcement Bodies

Data Protection Board (DPB)
Primary enforcement and adjudication

TDSAT
Appellate tribunal for appeals against DPB decisions

Significant Data Fiduciaries
Must conduct annual audits and impact assessments

Additional Requirements for Companies
• 90-day deadline to respond to data rights and grievance requests
• Publish clear data processing notices with itemised lists
• Verify safety of algorithmic tools used for processing children's data
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Bharatiya Nyaya Sanhita, 2023
Modernised Criminal Law for Child Protection



BNS 2023: Child Protection Provisions
Chapter V (Sections 93–99) consolidates all offences against children under a single chapter — a first in Indian criminal law.

Section 95 Hiring/engaging a child for any offence

Covers sexual exploitation and pornography
3–10 years + fine

Section 96 Procurement of child for illegal sexual activities

New provision not in old IPC
Up to 10 years + fine

Section 78/79 78 Cyberstalking.  79 Using electronic/digital 
means to outrage modesty
Covers deepfakes and morphed images

3–5 years + fine

Sections 294-295 Obscene acts/content in public and electronic 
form
Includes social media and OTT content

Up to 5 years



Preservation of Digital Evidence
Important Steps:
• Take screenshots immediately
• Preserve chats, emails and URLs (identifiable 
information)
• Note date and time (Timestamp)
• Record the call
• Do not alter evidence
• Keep the device safe. (Cloud)

Example:
• Save abusive messages before blocking the sender
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Institutional Framework
Key Bodies Driving Enforcement and Awareness



Key Institutions for Child Online Protection

NCPCR
National Commission for Protection of Child Rights

Monitors implementation of child rights laws, issues cyber 
safety guidelines for schools, published the Manual on Safety 
and Security of Children in Schools

I4C
Indian Cybercrime Coordination Centre

Coordinates cybercrime investigation across states, operates 
the National Cyber Crime Reporting Portal (cybercrime.gov.in)

CWC
Child Welfare Committee

District-level body for care and protection of children in need. 
Cases under POCSO must be reported to CWC within 24 hours

SJPU
Special Juvenile Police Unit

Dedicated police units trained to handle cases involving 
children as victims or offenders, with child-friendly procedures



NCPCR Cyber Safety Guidelines for Schools
Key NCPCR publications and guidelines relevant for school educators:

Manual on Safety and Security of Children in Schools

Comprehensive manual covering physical and digital safety measures

Guidelines on Cyber Safety (2022)

Dedicated cyber safety framework for inclusion in school safety manuals

Preventing Bullying and Cyberbullying (2024)

Specific guidelines for schools on preventing and responding to cyberbullying

Being Safe Online (2025)

Awareness content for children, parents, educators, and the general public

Child Victims of Cybercrime: Legal Toolkit

Legal procedures and reporting mechanisms for cybercrime against children



Education Policy & Digital Safety

NEP 2020

Emphasises digital literacy and integration of technology 
in education; promotes safe, responsible use of digital 
platforms

PRAGYATA Guidelines

Roadmap for digital education: caps daily screen time to 
30–45 min sessions for Classes 1–8, and four sessions for 
Classes 9–12

NCF-SE 2023

Recommends clear norms for computer/internet use in 
schools; mandates teaching cyber safety and appropriate 
technology use

UNICEF/UNESCO 2026

Joint guidance note on online safety in India's education 
sector in the age of AI and frontier digital technologies
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Judicial Developments
Landmark Supreme Court Rulings on Child Online Safety



Supreme Court: Landmark Rulings (2024–25)

CSEAM Possession Ruling (Sept 2024)

• Overturned Madras HC ruling that viewing/downloading 
CSAM was not a crime

• Replaced term 'child porn' with Child Sexual Exploitative 
and Abuse Material (CSEAM)

• Mere possession is now a punishable offence
• Intermediaries must report CSEAM to law enforcement 

in real time
• Recognised that online abuse images cause continuous 

re-victimisation

Social Media & Age Verification (2025)

• SC directed Centre to consider mandatory age 
verification for social media

• ZEP Foundation petition proposed ban on social media 
for children under 16/18

• Court observed age verification is a 'policy matter' for 
Parliament

• Highlighted 'unprecedented mental health crisis' among 
children due to social media

• 8-week timeline set for government response
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International Framework
Global Standards and India's Commitments



International Conventions & Standards
UN Convention on the Rights of the Child (UNCRC)

India ratified in 1992. Mandates protection from exploitation including online abuse. India's Supreme Court CSEAM ruling aligns with 
UNCRC obligations.

ITU Child Online Protection (COP) Initiative

Multi-stakeholder network for child safety online. Provides practical tools for governments, industry, and educators to promote safe 
digital environments.

UNICEF Child Online Protection in India Report

Comprehensive overview of risks and threats faced by Indian children online. 80% of children in 25 countries report feeling in danger of 
sexual abuse online.

WeProtect Global Alliance

Global partnership to end child sexual exploitation and abuse online. Highlights surge in CSAM cases and online grooming incidents.
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Teacher's Action Guide
Practical Steps for Educators



What Teachers Can Do
Educate Students

Integrate cyber safety into curriculum. 
Teach students about online risks, privacy 
settings, and responsible digital 
behaviour.

Identify Warning Signs

Watch for behavioural changes that may 
indicate cyberbullying, online grooming, 
or exposure to harmful content.

Mandatory Reporting

Under POCSO, teachers must report 
suspected sexual abuse to police or SJPU. 
Failure to report is a punishable offence.

Create Safe Spaces

Build trust so students feel comfortable 
reporting online harassment. Designate a 
cyber safety coordinator in your school.

Engage Parents

Conduct awareness workshops on 
parental controls, screen time 
management, and recognising online 
exploitation.

Stay Updated

Follow NCPCR guidelines, attend cyber 
safety training, and keep up with evolving 
legal frameworks.



Reporting Mechanisms & Helplines

Childline India Dial 1098 — 24/7 emergency helpline for children in distress

Cyber Crime Portal cybercrime.gov.in — National Cyber Crime Reporting Portal by MHA

Helpline 112 National Emergency Response number for all emergencies

Local Police / SJPU Report directly to local police station or Special Juvenile Police Unit

NCPCR ncpcr.gov.in — File complaints regarding violation of child rights



Key Takeaways
1 India has a multi-layered legal framework: POCSO, IT Act, DPDP Act, BNS, and JJ Act work together to protect children 

online.

2 Teachers have a mandatory duty to report suspected child sexual abuse under POCSO — failure to do so is a punishable 
offence.

3 The DPDP Act 2023 sets one of the world's strictest standards for children's data protection, with fines up to ₹200 crore.

4 The Supreme Court's 2024 CSEAM ruling criminalises even mere possession of child sexual abuse material.

5 Schools must integrate cyber safety education into their curriculum, following NCPCR guidelines and NEP 2020 directives.

6 Multiple reporting channels exist: Childline 1098, cybercrime.gov.in, and local police/SJPU are always available.



THANK YOU
& 

जय �हन्द 


