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Session Roadmap
How We Will Cover Today’s Session

1 Why Support & Referrals Matter
Understanding the real impact on children

2 How to Respond When a Child Discloses
LOOK · LISTEN · LINK + R4 (Refer) + R5 (Recover)

3 Real Challenges & System Gaps
Ground realities faced by teachers and schools

4 Support Systems That Already Exist
Infrastructure and government initiatives

5 Building Your School’s Response System
Practical steps you can take

6 Practice Through Scenarios + Action Plan
Applying the learning and planning next steps



Why Support & Referrals Matter
Most harm is never reported
Children stay silent out of shame, fear of losing devices, or fear of blame. A trusted adult converts 
silence into help.

The first response shapes everything
A calm, believing response decides whether a child discloses again and whether evidence survives.

Harm rarely stops on its own
Grooming, sextortion and image abuse escalate. A referral interrupts the cycle and protects other 
children too.

Teachers are the bridge, not the destination
You are not expected to investigate or counsel, you are expected to notice, reassure and connect.



With vs Without Timely Support
WITH Timely Support & Referral

•  The child feels believed and less alone

•  Harmful content is reported and taken down 
faster

•  Counselling restores confidence and routine

•  The offender is stopped — protecting others

•  The child stays engaged with school and 
learning

•  Long-term trauma is significantly reduced

WITHOUT Timely Support

•  Anxiety, shame, sleep & appetite disturbance

•  Withdrawal, falling attendance and grades

•  Repeated victimisation as content re-circulates

•  Self-blame; risk of self-harm in severe cases

•  Loss of trust in adults and in school

•  Long-term damage to mental health & future



When a Child Discloses
LOOK
Notice the change
Withdrawal, fear of a device, sudden drop in participation. Create a quiet, private moment to check 
in.

LISTEN
Stay calm & believe
Avoid repeated questioning. Say: “Thank you for telling me. You are not in trouble.” Your reaction 
decides everything.

LINK
Connect to help
Preserve evidence, report, and refer to counselling. You are the first safe adult — not the 
investigator or counsellor.



R4: REFER :Referral Framework
Golden rule: If the child is in immediate danger, call 112 first — then follow the tiers.

TIER 1 — In-School First Response
Designated Teacher → School Counsellor → Principal. Reassure, preserve evidence, 
decide severity.

TIER 2 — Report to Authorities

cybercrime.gov.in / 1930  ·  Childline 1098  ·  Police / SJPU / 112. Note the complaint ID.

TIER 3 — Protection & Recovery
Child Welfare Committee · District Child Protection Unit · One-Stop Centre · Counselling / 
Tele-MANAS 14416

Every case moves through: Reassure → Preserve → Report → Refer → Follow up.



R5: RECOVER :Trauma-Informed Support
The report is moving. The child still has to come to school tomorrow. This is where you make 
the biggest difference.

✓ DO
•  Listen without judgement — believe them the first 
time

•  Refer early to the school counsellor

•  Connect to Childline 1098 or Tele-MANAS 14416

•  Keep the matter strictly confidential

•  Follow up quietly in the following weeks

•  Use calm language: “We’re going to get help 
together.”

✗ DON’T

•  Blame or shame the child

•  Tell them to “just ignore it”

•  Discuss in staffrooms or WhatsApp groups

•  Promise absolute secrecy

•  Try to investigate yourself

•  Make the child repeat the story multiple times

Simple memory aid: LOOK → LISTEN → LINK



Real Challenges & System Gaps

Societal & Cultural Barriers
•  In many communities, online violence is 
treated as a matter of family honour. Victims 
often face blame or pressure to stay silent.

•  Adults (parents, teachers, relatives) 
sometimes dismiss or blame the child instead of 
offering support.

•  Fear of family reputation being damaged leads 
to cases being suppressed.

Structural & Systemic Gaps
•  Strong on reporting, weak on support: After 
reporting, structured counselling and follow-up 
care remain very limited.

•  Poor coordination between schools, police, 
CWC, and NGOs leads to delays and confusion.

•  Access to trained counsellors and 
child-friendly support is much weaker in rural 
and semi-urban areas.

•  Most teachers have not received training on 
how to respond to disclosure.

Key Message: Reporting systems have improved, but emotional support and rehabilitation of the child after 
reporting still need significant strengthening.



Support Systems
India has created several dedicated mechanisms to protect children from online violence.

Dedicated Cyber Cells & Cyber Crime Police Stations

Fast Track Courts & POCSO Courts

One-Stop Centres (Sakhi)

Child Welfare Committees (CWC) & DCPU

NCPCR Mechanisms (e-Box & eBaalNidan)

Tele-MANAS 14416



Government Awareness & Capacity 
Building Initiatives
Several government programmes support awareness and digital safety in schools.

ISEA (Information Security Education and Awareness)

Stay Safe Online Campaign

CyberDost

Cyber Swachhta Kendra

National Cyber Crime Reporting Portal + Helpline 1930



Building Your School’s Response System
Sustainable safety happens at school level. Here’s a practical checklist you can implement.

✓ Designate one Child Protection Teacher / Coordinator (with clear role and some 
protected time)

✓ Create a short written SOP (who does what, when, and how to document 
confidentially)

✓ Display key helplines visibly in staffroom and key classrooms

✓ Conduct one short annual drill with all staff (use the scenarios from today)

✓ Orient parents/SMC at least once a year on reporting pathways

✓ Ensure confidentiality protocols are clear and aligned with POCSO + DPDP Act



Global Support & Referral Models
United Kingdom — Report Remove (Childline + IWF)

Under-18s can report a nude image, get it taken down, and be linked directly to counselling — a 
world-first model.

Australia — eSafety Commissioner

First national online-safety regulator. ~90% success rate removing harmful content. Strong school 
“Respond” toolkit.

European Union — Safer Internet Centres

One-stop model in every country: awareness + helpline + hotline + youth panel under one roof.

Common thread: One easy door for the child + fast content takedown + counselling attached to 
reporting.



Asia :What We Can Learn
Philippines — RA 11930 (2022)

National Coordination Center + legally mandated referral pathway covering rescue, shelter, 
counselling, legal and medical aid.

Thailand — TICAC

Dedicated Internet Crimes Against Children task force with direct access to NCMEC tipline for fast 
investigation and support.

India Opportunity

We have strong national systems (I4C + NCPCR + Childline). The biggest opportunity is 
strengthening school-level protocols and teacher confidence.

What India can borrow: A single child-facing ‘report + remove + support’ tool and a written referral 
pathway in every school.



Interactive: What Would You Do?
Take 2 minutes with your neighbour. Every good answer ends with: Reassure → Preserve → 
Report → Refer.

1. Cyberbullying in Class WhatsApp

A Class 8 student is mocked and threatened daily in 
the class group. She has stopped speaking in class.

2. Deepfake / Sextortion Threat
A Class 10 girl finds a morphed intimate photo 
circulating. She is terrified and begs you not to tell 
anyone.

3. Gaming Grooming

A Class 6 boy has a “nice friend” in a game who 
sends gifts and recently asked for a secret photo.

4. Persistent Cyberstalking

A student receives anonymous threatening messages 
from multiple fake accounts for weeks.

5. Peer-Pressured Nudes

A group of Class 9 students are pressuring each other 
to send nudes in a private chat.

6. Parent Unaware of Harm
A child discloses serious online abuse but says 
“Please don’t tell my parents — they will take away 
my phone.”



Scenario 1: Cyberbullying in Class WhatsApp Group
Scenario
A Class 8 student is mocked and threatened daily in the class WhatsApp group (45 members). She has 
stopped speaking in class, looks anxious, and her attendance has dropped.

Teacher’s Immediate Response (First 5–10 minutes)
•  Speak to her privately in a safe, calm space
•  Reassure: “Thank you for telling me. This is not your fault. We will handle this together.”
•  Screenshot all messages with dates, usernames, and group name (preserve evidence)
•  Do NOT name-and-shame anyone publicly or in the group

Who to Refer To
School Counsellor + Class Teacher → Principal / Anti-Bullying Committee → Childline 1098 (if acute 
distress)

Desired Outcome
Bullying stops immediately. She feels safe and supported. Group norms are reset. She re-engages with 
learning and friends.



Scenario 2: Deepfake / Sextortion Threat
Scenario
A Class 10 girl finds a morphed intimate photo of herself circulating. Someone is threatening to share it 
further unless she pays money. She is terrified, ashamed, and has stopped coming to school.

Teacher’s Immediate Response (First 5–10 minutes)
•  Reassure strongly: “This is not your fault. You did nothing wrong. We will get help and stop this.”
•  Preserve all evidence (screenshots, chats, payment demands) — do NOT delete anything
•  Do NOT pay or forward the image
•  Stop peer circulation of the image immediately

Who to Refer To

cybercrime.gov.in / 1930 (urgently) → Police / SJPU → Counselling + Tele-MANAS 14416

Desired Outcome
Image is reported for takedown. Threat is investigated. She feels protected and supported. She returns to 
school with confidence.



Scenario 3: Online Grooming Through a Game
Scenario
A Class 6 boy has a “really nice friend” in an online game who sends him gifts and recently asked him to 
keep their chats secret and send a photo “just for him”.

Teacher’s Immediate Response (First 5–10 minutes)
•  Stay calm and thank him for telling you
•  Preserve chat logs, profile details, and any gifts mentioned
•  Do NOT confront or message the stranger yourself
•  Gently explore without interrogating

Who to Refer To
Designated Child Protection Teacher → Principal → cybercrime.gov.in / 1930 + 1098 → Police / SJPU + 
CWC

Desired Outcome
Contact with the stranger is cut safely. Account is secured. Investigation begins. Child and family receive 
support.



Scenario 4: Persistent Cyberstalking
Scenario
A student has been receiving anonymous threatening and abusive messages from multiple fake accounts 
for several weeks. She is scared to go online or use her phone.

Teacher’s Immediate Response (First 5–10 minutes)
•  Create a safe space and listen without judgement
•  Preserve all messages, screenshots, and account details
•  Reassure that she is not alone and this can be stopped
•  Help her understand she does not have to respond

Who to Refer To

School Counsellor → cybercrime.gov.in / 1930 → Police Cyber Cell → Tele-MANAS 14416 (for anxiety)

Desired Outcome
Accounts are traced and blocked. She feels safe again. Anxiety reduces with support. She regains 
confidence in using technology.



Scenario 5: Peer-Pressured Nudes in a Group
Scenario
A group of Class 9 students are pressuring each other (and others) to send nudes in a private chat. One 
student has shared an image and now regrets it deeply.

Teacher’s Immediate Response (First 5–10 minutes)
•  Talk to the student who shared privately and without shaming
•  Reassure: “We can fix this. You are not a bad person.”
•  Preserve evidence of the chat and pressure
•  Stop further circulation immediately

Who to Refer To
School Counsellor + Principal → cybercrime.gov.in (if image is being shared further) → Counselling for all 
involved students

Desired Outcome
Further sharing stops. The student who shared feels supported, not shamed. Group pressure is addressed 
through education and counselling.



Scenario 6: Parent Unaware of Serious Online Abuse
Scenario
A child discloses serious ongoing online abuse but says: “Please don’t tell my parents — they will take 
away my phone and I will have no friends left.”

Teacher’s Immediate Response (First 5–10 minutes)
•  Acknowledge their fear: “I understand why you’re scared. Your safety is more important than the phone.”
•  Explain gently why parents need to know (support + safety)
•  Offer to be present when telling parents
•  Preserve all evidence first

Who to Refer To
School Counsellor + Principal → Parents (with child present if possible) → cybercrime.gov.in / 1098 → 
CWC if needed

Desired Outcome
Parents are informed supportively. Child feels heard and protected. Phone rules are discussed calmly. 
Abuse is reported and stopped.



How to Talk to Parents Calmly & Effectively
Parents are partners, not problems. How you speak to them shapes whether they support or 
resist.

Start with care, not blame
Say: “I’m calling because I care about your child’s safety and well-being.” Never start with “Your child did 
something wrong.”

Be factual, not emotional
Share what happened, what evidence exists, and what steps have been taken. Avoid dramatic language.

Offer partnership, not orders
Say: “We want to support your child together. Here’s what we can do as a team.”

Prepare them for the process
Explain that reporting is mandatory and support services (counselling, CWC) are there to help, not punish.

Follow up
Send a short message or call after 2–3 days to check how the child and family are doing.



Your Action Plan :Starting This Week
Real change happens with small, consistent actions. Choose what feels realistic.

As an Individual Teacher
Memorise the 5-Step Drill • Display key helplines in my classroom • Practise one calm reassurance 
line

With My School
Propose designating a Child Protection Teacher • Request a short annual drill • Share the 5 R’s 
framework with colleagues

With Parents / SMC
Request one short parent orientation this term • Share key helplines in the next parent 
communication

Pick 2–3 actions that feel doable. Small consistent steps build a culture of safety.



Key Takeaways
If you suspect a sexual offence, you must report it silence is a crime under POCSO. Your 
action is protection.

Preserve evidence. Never confront the offender. Never delete the proof.

Three numbers worth memorising: cybercrime.gov.in / 1930, 1098, 112

Believe the child. Refer early. Keep what you can confidential.

Build (or strengthen) a written school referral pathway — procedure beats panic.

You don’t have to be perfect. You just have to be brave enough to act.



FOR REFERENCE :YOUR LEGAL DUTY
The Legal Framework Behind Your Response

POCSO Act, 2012 Sec 19 & 21
Reporting a suspected sexual offence is mandatory for every teacher; failing to report is punishable (up to 6 months; 1 year 
for a head of institution).

Supreme Court, Sept 2024
Viewing or storing CSEAM is an offence even without intent to share. Courts now use the term 'CSEAM', not 'child 
pornography'.

IT Act 2000 · JJ Act 2015 · DPDP Act 2023
IT Act §67B penalises CSEAM and §79 conditions platform safe-harbour; the JJ Act governs care & protection; DPDP 2023 
safeguards children's data.

Source: POCSO Act 2012; Supreme Court Crl. Appeal 2161–2162/2024; IT Act 2000; JJ Act 2015; DPDP Act 2023.



KEEP THIS SLIDE : HELPLINES & PORTALS
Report. Refer. Recover.

CYBER CRIME

cybercrime.gov.in · 1930
Portal + 24x7 cyber helpline (I4C)

CHILD HELPLINE

1098
24x7 toll-free, MWCD

EMERGENCY

112
National emergency response

NCPCR

POCSO e-Box / eBaalNidan
ncpcr.gov.in confidential

MENTAL HEALTH

Tele-MANAS 14416
24x7 tele-counselling, MoHFW

PROGRAMME INFO

ciet.ncert.gov.in/activity/ovce
CIET–NCERT × UNESCO

17



Every alert teacher is a child’s safest referral.

You are not just educators.
You are the adults who notice when a light goes dim 

and you have the courage to help turn it back on.

Thank you for the impossible, beautiful, exhausting, sacred work you do every single day.

Questions? Experiences? I’m here.


