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Dimensions of 
cyber safety and security

In context of psychological issues



Dimensions of 
cyber safety

+Scams

+Phishing

+Malware 
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Dimensions of 
cyber safety
Cyberbullying
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Cyberbullying

+repeated hostile or 

aggressive behavior 

performed by an 

individual or a group on 

others, aimed to inflict 

harm or discomfort by 

means of electronic or 

digital tools
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Dimensions of 
cyber safety
Cyber stalking
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Cyber stalking

+use of the Internet or 

other electronic 

means to stalk or 

harass an individual, 

group, or organization
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Dimensions of 
cyber safety

Cyber grooming
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Cyber grooming

+process of ‘befriending’ a 

young person online “to 

facilitate online sexual 

contact and/or a physical 

meeting with them with 

the goal of committing 

sexual abuse
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Dimensions of 
cyber safety

Digital footprint
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Dimensions of 
cyber safety

Identity theft
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Dimensions of 
cyber safety

Illegal and 

inappropriate 

behaviour
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Dimensions of 
cyber safety

Copyright infringement 

and illegal downloads
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Dimensions of 
cyber safety

Excessive time spent 

in cyber space

D R  Y A T A N  P A L  S I N G H  B A L H A R A ,  A I I M S



To summarize…
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Psychological issues in context 
of cyber safety



Emotional 
reactions

+Panic

+Fear

+Frustration

+Anger
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+Self blame

+Helplessness
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Lasting feeling of being vulnerable in 

cyber space
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Acute Stress 
Disorder

Mental health disorder that can occur in 
the first month after a traumatic event

Intrusion symptoms

Negative mood

Dissociative symptoms

Avoidance symptoms

Arousal symptoms
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Depressive/ 
Anxiety 
Disorder
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Psychological issues in context 
of cyber safety

In context of excessive time spent in cyber space



+Excessive time spent

+Intent/ expectation
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+Poor self esteem

+Negative self image
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Sleep-wake cycle
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Eating habits
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Excessive and 

problematic 

internet use
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Excessive and problematic internet use

• Loss of control

• Neglect of alternate activities

• Continued use despite of negative consequences
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Gaming 

Disorder
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Interpersonal Problems
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Interconnected Problems
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To summarize…
+Emotional reactions

+Self blame

+Helplessness

+Feeling of vulnerability

+Mental disorders

+Sleep/ appetite problems

+Poor self esteem

+Addictions 

+Interpersonal problems
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Ensuring psychological well-
being in cyber space



Be aware
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Practice  cyber safe behavior

D R  Y A T A N  P A L  S I N G H  B A L H A R A ,  A I I M S



Be mindful of your 
expectations
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Develop resilience
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Be mindful of 
how much time 
you spend in 
cyber space
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Cyber space NOT as a substitute
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Follow a daily routine
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Leading a balanced 
healthy life
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Formal help

D R  Y A T A N  P A L  S I N G H  B A L H A R A ,  A I I M S



Take legal recourse
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Cyber space- 

Human 

Interaction
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Safe and Healthy in Cyber Space
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Thank You

ypsbalhara@gmail.com

@yatan_balhara
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