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FINANCIAL CHANNELS

Mule Accounts Payment 
Aggregators / 

Gateways

Virtual Account Cryptocurrencies

E-Commerce Sites ATMs, Micro ATMs



IMPACT ON NATIONAL SECURITY

Based on findings of State LEAs, money is 
routed out of India via Crypto Currency 
and citizens are duped in masses pan 
India.

Shell companies potentially involved in 
Tax Evasion, Money Laundering and 
possibly Terrorist Financing.

Numerous chats traced to Foreign Entities
Misuse of Banking, Telecom 
infrastructure and exploiting loopholes of 
weak/no regulations.



SHIFTED FROM VISHING TO MOBILE APP



MOBILE PHONE 

ADDICTION 3.0



Step - 1 Step - 2 Step - 3

CASE 1



CASE 2

Step - 1 Step - 2 Step - 3 Step - 4



Step - 5 Step - 6 Step - 7 Step - 8



MAIN REASON OF SUCCESSION OF CRIME



Restricted

SMS Phishing link URL redirected to Malicious APK

CASE 3  :  FAKE SMS



The application is asking for the user’s sensitive information like login credentials, credit/debit card grid 

value (printed on the card), PAN number, Date of Birth, etc. 



Malicious Payload hosted on ‘web.app’ : https://icku-fx.web.app/icici-abx4.apk 



CASE 4: BANKING APPS (APK File) 
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• Fake “Part Time Job” and “Online Earning Apps” created to defraud citizens. 

• Sent over SMS and Advertisement.

Caution: 

» Be vigilant of investment 

/ jobs providing extra 

high commission.

» Do not install unknown 

earnings apps that asks 

you to put money to earn 

online.

Case 5 : Online Part Time Job



JOB FRAUD MODUS OPERANDI (Cont..)

16

▪ Ask for fill the online form

▪ Ask for Install an mobile application 

▪ Ask for remote assistance support

▪ Ask for personal details information 
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Caution: 

» Do your research: Choose reputable and regulated online trading platforms. Verify their registration with relevant financial 

authorities like the SEBI or RBI.

» Beware of unsolicited offers: Scammers often use high-pressure tactics and promises of guaranteed returns to lure you in. 

Avoid investing based on unsolicited calls, emails, or social media messages.

• Online trading scams involve fraudulent activity aimed at 

deceiving individuals into investing their money and ultimately 

stealing it.

• Scammers make false promises of high returns, use unsolicited 

contact, create urgency to invest quickly, and may ask for 

personal information.

CASE 6 : ONLINE INVESTMENT SCAM 



CASE 7 : ADVERTISEMENT AS A SERVICE FRAUDS
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Misuse of well-
known native 

platform to buy and 
sell goods and 

services. 

Fake Advertisements 
offer services

Click-Hijacking

Fake App Installation

Botnet Add Fraud

Hidden Ads

UPI medium use for 
transaction helps 

fraudsters in making 
quick cash



FINANCIAL FRAUDS BY MISUSING PLATFORM
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Fraud group targeting 

electricity consumers 

via fake messages

Investment and Earning



SOME EXAMPLES
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CASE 8 : CYBER EXTORTION 
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• Cyberstalkers usually use digital 

platforms like email, instant 

messages, phone calls, and 

different communication modes

• Sextortion through social media, 

hacked webcams  and account 

hacking

• Most of the attack medium, 

through social media, Internet 

Messenger, Dating Apps, Gaming 

Application, Cheat Code, Offers, 

etc.

• Blackmailing through personal 

data, privacy breach



CASE 9 IMPEROSNATION 
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• Scamsters allegedly using the identity and send messages through Social media platforms such as 

WhatsApp Facebook, Instagram etc. to many people for asking financial favour OR THREAT



CASE 10 : CRYPTO RELATED & GIVEAWAY FRAUDS 
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Channels and Groups DM and Hashtags
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EMERGING THREATS

▪ Digital Arrest : In this scheme, fraudsters impersonate law enforcement officials like 

police, anti-narcotic or customs officials to manipulate victims.

▪ Cyber Slavery: Cyber slavery is a modern-day form of human trafficking where victims 

are forced to work against their will in the digital world. 

▪ Cyber Kidnapping: Cyber kidnapping is a terrifying crime that uses the internet to 

manipulate people into believing a loved one is kidnapped.  Unlike a real kidnapping, the 

victim isn't physically taken, but tricked into hiding and cooperating with the criminals.

▪ Ai Generated Threats/ Deepfakes: Deepfakes are AI-generated videos, audios, or text 

that can manipulate real people or situations into appearing fake.
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Emerging Threats

Cyber Slavery

25

Cyber Kidnapping AI Generated Threat / Deepfakes

Digital Arrest



EXPLOITING EMOTIONS!

Criminals deceive the human mind by manipulating emotions. 
Exploiting emotions leads to computer frauds and cyber crimes;

GREED 

(Winning 
Lottery, Free or 
lucrative deals, 

offers)

PANIC 

(Card or 
blocking, 

account hacked, 
penalty)

TRUST

(Calling from 
bank, link for 

payments)

FEAR

(Offer expiring 
in minutes)



Cybersecurity

Identity and access 
management

Digital infrastructure

Code-level 
vulnerabilities

Configuration issues

Workforce policies

Cyberthreat Intelligence

Adversary Intelligence

Phishing/Smishing

Malware/Bots

Insider Risk

Brand Monitoring

Fraud Indicator
New account 
origination

Account takeover Mule Account Poor KYC

Tweet @D3pak
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How to Safeguard Yourself From Online 
Frauds ? 

Practical Tips
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Safeguarding Phone and Online Payments

Keep your password and OTP confidential. PIN is not required to receive money

Refrain from clicking unknown links

Keep Apps and Device Operating system up-to-date

Check reputation before making payment

Report sudden loss in network connectivity.

Keep your biometrics safe and use ATM card limits

Be judicious with App Permissions

Turn on Two Factor Authentication.

Wipe your data before selling. Enforce Device Encryption

In cases where the loss is due to negligence by a customer, such as where he has shared the payment 

credentials, the customer will bear the entire loss until he reports the unauthorised transaction to the bank.



30

What should you do in case of Cyber 
Crime? 



ONLINE REPORTING OF CYBER CRIME
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Toll-free 

helpline 

1930 NCRP

Automated 

escalation of 
complaint to FIs

Special focus 

on cyber 

crimes against 

women and 
children

Law Enforcement 

Agencies, Banks, 

Wallets, Merchants 

are integrated

Portal
cybercrime.gov.in

Reporting of 

all types of 
cybercrime
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https://sancharsaathi.gov.in

Call 1930 immediately

File follow-up complaint on https://www.cybercrime.gov.in

Report Bank regarding fraud immediately (Preferably 
Offline)

Report on https://sancharsaathi.gov.in 

Follow CYBERDOST Handle over social media to stay updated.

https://sancharsaathi.gov.in/
https://sancharsaathi.gov.in/
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CYBER DOST – AN AWARENESS INITIATIVE

• Prominent presence on leading 

social media platforms like X, 

Facebook, Instagram, YouTube, 

Share chat, Koo, Public, 

WhatsApp, Telegram, LinkedIn.

• Over 1 Million followers across 

all platforms

• Memes, Reels, Videos to 

engage Netizens

• Celebrate Cyber Jaagrookta 

(Awareness) Diwas on 1st 

Wednesday of every month.



FOLLOW CYBERDOST
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Handle on TWITTER
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