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Growth of 113.7% from 2021 to 2022

Growth of 60.9% from 2022 to 2023

11,21,112

2024*
*As on 15.07.2024

Cybercrime Trends 

Online Financial 
Frauds (6 Months)



Cybercrimes & 
Online Financial 
Frauds in India

• 6000 complaints reported daily on National 
Cyber Crime Reporting Portal.

• Average 60 Crore reported loss by Indian Victims 
daily on CFCFRMS.

• 1930 Helpline receiving 60,000 calls daily. 

• 3700 Fraud accounts reported per day.

• 35% of Reported Amount more than 50 lakhs.

STATISTICS : MULE ACCOUNTS, CALLS AND SCALE



Top Cybercrime Modus Operandi 

Reported in India - 2023



 Nature and Extent of Cyber Enabled Financial Frauds - 2023

Sextortion, Online 
Booking, Olx related etc.

KYC Expiry, Android 
Banking Malware, AePS, 
Electricity bill 
disconnection etc.

SIM Boxes, Call centers 
etc.

Local Origin % 
Contribution International Origin % 

Contribution

Customer Care 
Number  / Refund 
based fraud / KYC 
expiry - Remote 
Access

40%

Investment  / Task 
Based scams & 
Digital Arrest/FeDEX 
Scam

40%

Sextortion 24% Illegal Loan Apps – 
Unregulated lending 23%

AePS Frauds – 
Biometrics Cloning 8%

Illegal Gaming/ 
Trading Apps / Crypto 
Scams

21%

Online Booking, Fake 
Franchisee, QR code 
based etc.

20% Romance Scams 10%

Android Mobile 
Malware 8% Ransomware, 

Hacking Others 6%

Modus Operandi - Indicative Representation 

Source : NCRP Analysis



Step 1 : 
Victim is contacted via 
Normal call from Indian 
number

• Call Spoofing used to 

call the Victims.

• Call from Parcel, CBI, 

RBI, NIA, ED, Narcotics 

Control, Bank.

1. Digital Arrest Scam



Step 2 : Thousand of Skype accounts – Impersonating Agencies

I4C has 

proactively 

reported over 

1500 Skype IDs

to Microsoft for 

Blocking



Fake Police Officer posing as Delhi Police
(Shared by returnee from Cambodia)



Channels of Money Exit

Physical Gold

OPGSP

Cryptocurrency

ATM Withdrawals 
Domestic and Overseas

Cash Withdrawal from BranchesHawalaInternational Fund 
Transfers



2. Investment apps / websites - Part Time Job Fraud, Ponzi scheme

Digital Advertisements 
– majorly overseas

Channels of online 
messengers

Bulk SMS1 2 3



Recharge & Task 
with initial 

withdrawal from 
websites

Mule Accounts based 
Payment-ins and 

Payouts

Layering of crime 
proceeds in Bank 

Mule Accounts

Crypto Assets (P2P)

Wallet Top-ups

ATM & Cheque 
Withdrawals

1

2

3

5 6 7



Cyber Slavery

Handholding of victims 
through chat messenger 
and international numbers 
–suspected cyber slavery









API Based risk management

Victim’s 
data as 

Collateral

Contact List

Location

Storage

Call Logs

Bank Account

ID Proof

Account Verification - 
Penny Drop 

Negative 
Check Location Liveness 

Check
Facial 

Comparison

Loan Approved

Loan 
Disbursal 
from mule 
accounts

7 Days Tenure 
with high 

processing fees

Repayment Link
Mule Accounts - 

Layering

Illegal Money – Gaming 
(Rummy), Ponzi 

Scheme (Part Time Job)

Crypto Currency - Mule
Hundreds of  Bank Accounts creating layers.
ATM Withdrawals - Domestic & Overseas
Overseas wallet top-up

1. Google Playstore
2. Apple App Store
3. Third Party App Stores
4. Side Loading through : 

Digital Advertisement 
and Bulk SMS based 
direct download links

- Harassment Calls
- Morphed Images

Recovery Agents

2. Illegal Lending Apps - Extortion



3. Customer Care Number & Android Malware - OTP forwarders

Android malware installed to 
steal credentials

Fake Customer Care Numbers in Search Engines 

Fake Customer Care Number on Social Media

Reply on Social Media comments

Hosting .apk file on Phishing Websites

1

2

3
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Reported over 300 banking malwares to Google



4. Account Takeover / Impersonation



Account Takeover / Impersonation



5. Sextortion



5. AePS Frauds

AePS

AePS SERVICES



For Finger Prints 
& 

Aadhaar Numbers 
fraudster visits AP 

Registration & 
Stamps Dept. official 

website







Negative print from 
Photoshop

Negative placed 
on a plane glass



Fingerprints Casting Cloned Finger Prints



Now suspect has everything to do
AePS Transactions:

Performed Illegal Transactions



AePS Wallet

Amount transferred to 
different accounts

Amounts withdrawn 
from ATMs



Char Dham Yatra

Kedar Nath 
Helicopter Booking

Uttarakhand Police

16th July 2023
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6.Romance Scams



CITIZEN INTERFACE 
https://cybercrime.gov.in/

POLICE & BANK / FI / TELECOM INTERFACE
https://www.cyberpolice.nic.in/



NCRP (Citizen Interface)

Features : Citizen Interface

Suspect 
Search & 

Report 

Daily 
Digest

Cyber 
Volunteer

Complaint 
Filing Advisories

Year cybercrime.gov.in cyberpolice.nic.in Total
2021 2,81,55,140 8,09,349 2,89,64,489
2022 3,94,60,172 14,56,401 4,09,16,573

2023 4,78,59,548 22,05,439 5,00,64,987

Increasing use of NCRP

https://www.cybercrime.gov.in/



Advisory Daily Digest CFCFRMS
Blocking of 

Mobile No and 
IMEI 

1930 Daily 
Traffic Report

Cyber 
Volunteer

Suspect 
Repository    

Duplicate 
Tagging  

Intermediary 
Nodal Officer

NCMECResources 

Cyber Crime 
Analytics 

Report 

CCTV Footage 
Request   

  
  

https://www.cyberpolice.nic.in/

Features : Police / Bank / Telecom Interface



Law Enforcement 
Agencies

Telecom Service 
Providers

Banks and Financial 
Institutions

IT Intermediateries 
including Social 
Media Platforms

CFMC STRUCTURE- Major Components



Govt. Banks
Private 
Banks

 

 

Payment 
Aggregators

E-Commerce 
Companies

 

 

Fintechs

 

36

Citizen Financial Cyber Fraud Reporting & Management System (CFCFRMS) 



FINTECHS ONBORDED ON NCRP PORTAL

 



CFCFRMS - Operational Flow

1930 Cyber Crime Helpline

State / UT Police
Avg. 60,000 calls per day 

CFCFRMS Victim of Online 
Financial Fraud

Over 312 Financial Intermediaries

Benefited around 7.5 lakh victims by saving ₹1 
crore (Till, 2572.91 Crores 22nd July 2024)

Year % Lien Amount Amount (in Crore)
2021 6.73 36.38

2022 7.35 169.04

2023 12.32 921.59

2024 12.08 1361.28

Working of CFCFRMS
Citizen Financial Cyber Fraud Reporting and Management System



COMPLAINT BY CITIZENS RECEIVED ON CFCFRMS

WITHDRAWAL FROM ATM AT JAMALGARH, MEWAT

MULE ACCOUNTS



Intelligence - ATM Hotspots
▪ Cash Withdrawal from Overseas ATMs using Indian 

Debit Cards of rented Accounts (Dubai, Hong Kong, 
Bangkok, Russia, Kazakhstan)

▪ White Label ATMs – Private ATM being mis-used in 
Hotspots Area.

S No. ATM Location Total Number of Transactions

1 Delhi 34,156

2 Alwar 28,629

3 Kolkata 28,124

4 Patna 25,230

5 Bharatpur 19,160

6 Mathura 11,403

7 Kaman 10,496
8 Jaipur 9702

9 Deoghar 9583

10 Nalanda 9486

11 Dhanbad 9000

12 Gurgaon 8659

13 Punahana 8447

14 Dumka 7634

15 Agra 5103

16 Faridabad 4694

17 Dubai 4599

18 Bardhaman 8611

19 Howrah 3267



Vision
Aims to proactively counter and prevent cyber 
enabled frauds.

Mission
• To take immediate action on the complaints of 

financial cyber frauds reported by the citizens to 
prevent the flow of money from victim’s account 

• To share online fraud repository in real time.

Background 
∙ CFCFRMS developed by I4C as part of NCRP 

by integrating LEAs, Major Banks and 
Financial Intermediaries.

∙ National Cybercrime Helpline Number 1930 
for reporting.

∙ Cyber-enabled financial frauds a significant 
global issue.

∙ 11 lakhs of Cyber Financial Frauds were 
reported in 2023.

∙ In 2024, about 4.99 lakhs Cyber Financial 
Frauds have been reported upto April, 2024 
and total 650.86 Crores have been saved.

∙ Cybercriminal gangs have been exploiting 
Banking, IT and Telecom system to commit 
offense.

Cyber Fraud Mitigation Centre (CFMC)
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