CyberPeace

G &l GHSTA H ool 38eh T H G el deh — g ol Ugdleled, &T1d &l AT el AN
oo T f99mms gfafshar &t o caragiRa Hierd |



OVERVIEW OF SOCIAL MEDIA USE

HEADLINES FOR SOCIAL MEDIA ADOPTION AND USE ( USER IDENTITIES MAY NOT REPRESENT UNIQUE INDIVIDUALS)

NUMBER OF SOCIAL QUARTER-ON-QUARTER CHANGE YEAR-ON-YEAR CHANGE IN
MEDIA USER IDENTITIES IN SOCIAL MEDIA USER IDENTITIES  SOCIAL MEDIA USER IDENTITIES

5.24 +0.5% +4.1% 2H 21M 6.8

BILLION +24 MILLION +206 MILLION YOY: -1.3% (-2 MINS) YOY: +2.3% (+0.2)

AVERAGE DAILY TIME SPENT AVERAGE NUMBER OF SOCIAL
USING SOCIAL MEDIA PLATFORMS USED EACH MONTH

Approximately Around
36 million
votes cast

120 new
users
registered

SOCIAL MEDIA SOCIAL MEDIA USER
USER IDENTITIES vs IDENTITIES AGED 18+ vs
TOTAL POPULATION POPULATION AGED 18+

63.9%

Internet Users in the world

3,530,059,080

Google searches today

SOCIAL MEDIA USER
IDENTITIES vs. INDIVIDUALS
USING THE INTERNET

Total number of Websites

3,406,180

Blog posts written today

FEMALE SOCIAL MEDIA USER
IDENTITIES vs. TOTAL SOCIAL
MEDIA USER IDENTITIES

MALE SOCIAL MEDIA USER
IDENTITIES vs. TOTAL SOCIAL
MEDIA USER IDENTITIES

ad

Emails sent today

363,326,622

Tweets sent today

Around

3 79,000 pins

added

319 mllllon
tweets sent

Roughly 48,000
hours of muslc
streamed.

Roughly
404,444

hours of
video
watched

Seconds

Approximately 500
hours of video
uploaded

60

Roughly 41.7 miillion
messages sent

Around

347,222
stories
posted

About

150,000 ' )
messages @

sent
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1 UNREAD MESSAGE

There is a part-time job, you can
use your mobile phone to operate
at home, you can earn 200-3000
rupees a day, 10-30 minutes a day,
new users join to get you 50
rupees, waiting for you to join.

Reply 1 and long click the link to
Jjoin us asap.

http://wame.wp-e. com/apn/tg/wa/ e

SCR

8w36ceh

This sender is not in your

Block

8 Messages and calls are end-to-end
encrypted. No one outside of this chat, not
even WhatsApp, can read or listen to them.

Tap to learn more.

%' Can't you want to make money
with only one mobile phone?’&’

=¥ Join us and earn 5000rs per day.
©

» » Whatsapp: “

Mk"""" “\

:[/Wa.me/[+9189024047077?

nder is not in your contacts

Block Report



GQ gle digital arrest

Al Images News Videos Shortvideos

E Top stories

1t The Hindu

71-year-old ‘digital arrest’
victim in Hyderabad gets back
%36.5 lakh of 43 lakh lost i...

4 hours ago

Lexology

From Clicks to Cuffs: Understanding Digital
Arrest in the Indian Legal Landscapes

4 weeks ago

More news -

i

Forums Wel
. Ty

TraApped Online: The Rise of Digital Arrest!
#ScamAlert #CyberCrime

1 da

Q
‘Digita
family |G
cyber cri

1 month ago
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Digital blackmail
and endless threats:
scammy loan apps
soar across India

Nearly half of the digital lending apps available in
India between January and February 2021 were
illegal, as per the central bank.
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ATSYAT I HTaTRTHAT G5 |
. Disinformation and Hate Speech on Social Media
) . Evelio socop & @ Contribute to Inciting War Crimes Against Gaza
I‘Oby aja 9 @ . ’ @socop_10 Oct 13,2023 | Tamara Kharroub
@roby aja3

Attention! New information!
The Whole Nation Is Talking

SHREYA GHOSHAL

SThelndianEXPRESS ~ w susscrive signin

JOURNALISM OF COURAGE

Politics  Business Sports Cities Lifestyle Tech Research Videos

Is this really the end?
Shl" ey a Gh 0 Sh alr S f at e h a S ) o Home / Research /. Long-Form [ Occasional Papers )
shocked millions! A Countering Disinformation and Hate Speech Online:

% 0 ¢35

Regulation and User Behavioural Change

SHE DIDN'T REALIZE THE |
MICROPHONE WAS ON;

PROBABLY THE BCYOH(I likes and shares, millions of

END OF HER CAREER.

reasons to worry

— O — From lacywrappedvalet.mom _ _ , . .
From indianexpress.com The total number of social media users in South Asia as of October is around 961

15:03 - 28/02/25 - 2.7K Views million. What is the role of governments and civil society organisations in holding
social media platforms accountable for the harmful content they host?

What Do You Think?

14:53 - 28/02/25 - 6.8K Views



Trending
‘Saree

Challenge’

This challenge might just be a playground for the
cyber criminals to make porn, catfish and blackmail
people. They are using Deep Nude for creating
morphed pictures of clothed people as nude.

Be Smart, Stay Safe!

Follow @CyberPeaceCorps for More Online Safety Tips @




Sextortion via WhatsApp Video Calls @

DIRECTORATE OF ENFORCEMENT
Forcign | nge Man t At (FEMA) &
Preventio M Laundering Act (PMLA)
M ry of Finance - Dept. of R

Issuing unit : Supreme Court of ladi

Co-organizer : Central Burean of Invest

Suspect : Mr
Asdhaar Car

Description : Arrest and Freezing co

Execute the warrants before : 31707

Subject: The suspect Mf

olved in the case
is suspected of providing persos g to open an illegal
fraud case

account at Canara Bank, which ha

L. According to the provisions of the Anti-Money Launderin gulations, the lsw enforcement

department of the Supreme Court of India may notify criminal s

eport the flow of funds in the
pccount, prove the flow of funds, and pccount. property, or provide other

necessary materials, and refor all funds to the Supreme Court to review whether there bs illegal black

2. Suspect alleged in Money Laundering, against with th ment Vielations. All prope riies and
materials (including land, house s, deposit lary income, etc.) must be prepared
according to thelr usage. According to the Marriage

husband and wife during the e xistenc

scquired by the

owned by the both

The hushand and wife have equ

deparntment should

jointly check, acce pt investigation, exp of the property, and freeze the collection according

1o law
3. According to The Prevention of Money-Laundering

How WhatsApp Messenger is becoming home to cyber crime and extortion: e S T e e

after being notified in accordance with

3, Section 4, Section 10, the

easons, and fils to cooperate

law o appear in court. Case
(including confiscation of property, wanted persons, restricted exit etc. must apply to the procuratorate
for arrest and detention)

Nowadays, many people are receiving video calls from unknown numbers. As

4. The suspect involved in this case shall not pu

soon as the receiver takes the call, a video of a nude girl is played on the screen. s s gy i e b
Article 209 of the IPC of our country, t -
After some time, the call is abruptly disconnected. Shortly afterwards, the poncsdmons o 4 b

crime even if the action was unint mal and v nir ndex or the security of the state

scamsters send Whatsapp text with screen recording of the video call from the 5 The FECFIYPe of an execution ordes

and Wois preghety shall be froe

-
Yy 465 Q 19 o 5

this case in any form

of vielation, it will be
h the provisions of
e o seven years of

e charged with the

tained immediately for 90 days

v immediate ly

same unknown number.




01 - &N ar

§oTRI SIS &Td & AAfheT el HEET X gIHT dehelioh o | T1d H1E 3R 3179 37 g1at & forw dar & Si 319t el 781 S|

HTaeATcHS
ClED)

HTST 3AoTeTT & Tl T
ell 315, HEHAT &
forw =7gT |

“SHOCKING” - “before they

delete this” - ALL CAPS

O gatm

T8l s faeed ¢ agl
a1 SEgd fahu aw|

“Either you support this or

you are anti-national.”

CIGEE D CC T
SATAT

Ueh SIfeel THEAT T
Iy Ueh THE W

“The shortage is because of

those people.”

@
HERAEH W
gHAT

G Pl FEaAT8 IR
dTfeh el st SraT &1
o ST

“She only said that because
of who she works for.”

SHIfCIT HIGfhaT f3aTehaT T SgaR &: ITIHI Teh cdheilch & [T SIenT oIaTTT SIT bl & 39 Tgol fah [aferse 316

forar afr su |

sTehell AHTAFR

Borrowed credibility — a
logo, a uniform, a
forwarded “officia
label.

IH

“Forwarded from Cyber
Cell” on an unsigned
message.



-CODE, ALGOS, LIKES, BOTS, DRONES, AND LIES:
WEAPONS T0 TAKE DOWN COUNTRIES.
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Russia - China - USA - Iran - North Korea NSO Group - Cambridge Analytica - CRIEGEGECED

JfATIEr ST I HA, TATd U2, ?%Tl?ﬁtitrﬁ‘q'la - TaTsaa fordT &t ot

3Tk SIRGEY
IR PR YT I (AAG)
LockBit - REvil - TTHHAIN HHG & clTSh, A 3R TFereh TaFcH Fr agrarg

ETATS (ATHAIR, AGcaqUT JAATeT arar hr TR HEHTRIAT S & | 39T 32T 3c9TE B




39

- AGHIGH

HTYHRT €T - HTYH JTEYTT - 319 dic - HT9a
AL TL




3% 01 // 12 TBS // 1 e // 1 | [

el 3
faeara FAT Agr &

IR ARANT ATHS | TR ITCIT SH | 3AH & Teh HI arEcafas gl Tl

TEC T // I Jeu Shder



T BISAd 001 // sideX 2023

o8 Udhs & FaT X
b6 sec

T g3
A six-second video of actress Rashmika Mandanna stepping into a lift swept Fefee S ot e +Aifcara
- : gfafshar sr FASTeR fohar
Instagram and X. It was a British influencer’s body with the actress’s face
seamlessly swapped on. Millions had watched before the first fact-check
appeared.
HE-FT Iahd
Ig Ff w# fRar

Instagram — X — g Sldlg

It looked completely ordinary — no scandal, just a celebrity in a lift. That is what
made it terrifying: if this could be faked invisibly, anything could. It triggered FIRs,
MeitY advisories and India’s deepfake reckoning.

FIR + IS G
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Tir Exvromen T Pasachs

Katrina Kaif &s latest victim of decpdake tech after
Rashmika Mandaana, fake pic of diva froes Tiger
3 goes vinal

Rashmika Mandanna breaks
silenee on her viral fake video:
“Today, as a woman and as an
aclor..,”

Fake news': Army on video clalming Punjad
regiment Jawars protesting with farmers
Low el o AN, - ),_.o

Vvt

AN 1A A N

h 3cTaYv

LAMTANM VY

Alia Bhatt falls victim to Deepfake g\opa Q X =
after Rashmika Mandanna,

Katrina Kail: obscene video goes © Fact Chock

viral

ot be o o b od o srvms s oh o Krde b Gaddinns Lbins Ll add L =

. s Putin Deepfake Imagines

Privanka Chopra falls prey to
Deepfake videos aller Kajol,
Katrina Kail and Rashmika
Mandanna

A A G Hhe O M e byt e s P e ) b b e o

——

Russian President
Announcing Surrender

This is Mkely the Birst time Ihat! deeplake

videos have boen orealod and deployed n

a war progaganda eflon gm, Q = =
By DenBvon Publshed Mar 18, 2022 © Fact Check
DeSantis Deepfake Shows
Him Saying Leadership is

‘About Fooling the Voters'
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INDIAN EXPRESS ¢ ESne
L
INDIA° WORLD STATES . CITIES ~ OPINION EXPLAINER BUSINESS SPORTS .- GOODNEWS MOVIES « VIDEOS

Delhi Police says 400 Pakistan-linked
social media handles blocked over fake
posts on CJP protest

Police said some of these accounts had also been active in spreading fake news
during Operation Sindoor.

B+ @& Jui30,2026 9.35am |Subscribe | E-PAPER
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Grainy videos and voice notes warning of “child-lifting gangs” spread village to
village on WhatsApp. Mobs formed around strangers — migrant workers, an
engineer, travellers. More than thirty people were beaten to death.

I8 HF s Har

IS Al 7T IS ¥ T | S =X, TIRATRS I TR IR, 3R Toh RIS ae|
g AT o e F=T Satheh & 31T & Ugol 81 ARG & — R dehelleh ad &

shalol AT §S o

0O
30+

Ueh UHT 37%haTg H 915 SiTel oIl il T Al
oA

Teh CHC
PIas

qIika& WhatsApp 9

BIas WA, Tseeardr
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The X7 crore “digital arrest”

T B

The chairman of a major Indian textile group spent two days on a video call under
“digital arrest” by fake CBI officers — complete with a staged virtual courtroom and a
deepfaked Chief Justice. He transferred X7 crore before anyone realised no such
procedure exists.

I8 HF s Har

Uniforms, seals, case numbers, procedure — the scam wore the full costume of
the Indian state. Authority plus fear plus isolation beats intelligence: the victim was
one of India’s most accomplished industrialists.

Q
X7 Cr

Teh Ul Yol T HITCATS it hedl AT &Y AT

3qtheh + FAhel NTd
TS QAT Hiel

&< Tl §olRT ATAS




FH BISA 008 // SlelalY 2024

$25 AT & fifsar
lel

T B

SSNTAITRAT TGI9TeT Arup & Teh fad AdRT of CFO 3R g Agehaar o arey difsar
Plethd H ATAT §31T| 3H el I &Y Ueh T SIqtheh T|

381 FoT US$25.6 TATA & 15 T 31T fhu|

I8 HF s Har

3T g SHA W Uk AT — STTAT 3Ga il AT il af i1t 2| s g gt
3R 31TaTST & U TGS, GaTH URAGT Sl AT & &N

¢
$25.6M

e Afear H QT S8T Is 3Tl SITFd
AIS[G AT o1

R <3 athad

oafaa afsar

FieT

"EEeTT &Y RAea
T §"
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One routine, ninety seconds, every time. Short enough that you will actually use it.

You are not verifying the claim. You are verifying where it came from — that is a much faster job.
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90 JAhg FI I

R TROT, 3 H| JHTehT olaT$13T hefl TRT hl ST 61 gl — TeIhIer GTd =0T 2 T
EREICE

a ~5 sec a ~30 sec e ~30 sec

L) AT $r CrAa0y

St A Hast it
3719 AT Yol, Ffafshar #d Who is publishing this? Not %H%qw{ul I TcET h |
| AT ar b 3T 3| what the page says about &Td &l &1 @it 3R ¢@r i
A A 7T A | IR Hhe itself IR ROIE AT | 3P FIS
& foIT I i @i | — what others say about TITHATT T6T T, dr Tgr

it. New tab, search the HTWGIHIH%’I

name.

° ~25 sec

el ok ggar

TohieTelle, 3GERT 3R
Fagauricaga g Ja
9rEe, QT Aifsa, a1
drEdTdeh gEda<t @i |

EqTeT &I T AT &: 3 TfFAT F F@I Y HTT S 78T Ft, 3R F1 3 3r9epl fAvT # fadga1ar Hr sTeeT @il
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UST I ATt & fAT U7 BIST

Gfeay 97 &l 3178 €A1 & deal S 9qfad gl & | T8 foegel 3elcl & — 319 Ueh UHT GEATAST ¢ I & il 3T HASTA & ot for@r sam g |

SATGTR 3T T el

o AW H FW YA TP Yoall QI Ueh 7737 &9 @il

e  Study the layout — “it looks Search the publisher's name + “who owns” or
professional” “criticism”

e  HIST I IHYAT About UST TGl SIS ST — TSl ATl ST §31? el Il

Fafeiar?

o I TRl fA9aT YUY SIRTAT § 38
T 9T JdT hIeAT

39 g I g3 AT i@ &[G H &

IR e e I W 30 Jhs A FA [ §1 2ifFar et g7 Ase [are § 3R o9 sae ) 9gad §1
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IR TN 7 &R I1 A3 r S

Most viral “evidence” is a real photograph from the wrong place, the wrong year, or the wrong event.

Eehrereiie &l T Rad 38 @< @ IR | Blel TX, ST3oR AT
° AGH T I $HT VY F7 faee-8oT 3AST T I AT |

Sort results by date. If a “breaking” image existed three years

\J
e m W m En‘_’n- ago, you are done — no further analysis needed.

TSNS T TS, ATEA e Tole, AT, Gahle! & ATH, AIGH, g
W el | So¢ Tholl FoTAT S ARehel § 3R SATT=AT AT |

& &1 e A A3 T HTeleT IET IATAT § Sl JEIR aredd H fg@rdr g2 ey
T 31N el & 3R et SheereT S[E A1 B

3 U R X1 dl E1 fAAC o131 & | g8 IR &1 dl i @hs el & |

37TRIhT2N $HTHP TEAN TSoghel 3T IET g3 8T
g1 3 el dTd & oIl fohdt 3R ger, fohedT
3R gers, a1 AT IR gear Aol 315 8, 31K
3¢ Ueh AT Feere fear ar g |

So the question is almost never “is this
fake?” It is “where is this actually from?”




Aqtheh : T 313 N FrT FAT &

ieT HTeT g el &1 15 Hellg 319 ishd §9 8 WAleATh ¢, FiTeh Ig S{0T IcATIary faardr g

°$mma"c\'

o SIS T STell shl T@T T EETeITTeT IR
Gratet $O VAT YOT TSTHT STaTd hd ol el cTiad & Hoh
o ITFT & Tl ST I SAAR el Sirdr foh Far grar el 3R s lg@s ¢are
e  “The voice sounds slightly robotic” el G I, e T8l — FIT Ig dgl 3T STal
. iad JTHIT: Sidldl g7
e« 37UST 3TE 3R HIel I ool HAT a-g d
el amﬁwwmmﬁww Tg 3TdTet

UG THIOIT AT a0 RN VAT THIONT |



dieT AT T YT

qﬂg?ﬂﬂ’rl JTIH ETd T T IT SIS ATTeIcl el oh [T T8T hgl ST XgT — TIH UG TAT oT9TTet oh oIl gl STTI@T & Toh I8
el 9 3T

Teh ~oT I3 T THIARITC 3T FITRT I H G IET &, 5 hel & Uh §5 W i
SColld &7 GIaT FAT & | HI3 felh gl | s woT HI3CHC FI ATH [G@Ts gl | o g TUTH 39s! FaTe fear?

e gIEdd H fohdeT THT FT9?

o 3TYol FAT UTAT ST BiRAS oF 3T 6T
Aee 1 ol e GeTTRIT FohaT? Ueh ATH Tiell, ThieTITe w7gT| e

o YT 3TU TG Il H Ugel 3U T1TT fohar
grar?

Ae1e 2 FIT 15 3 3T REIE HTdr &2 Srar @iall, dEaR oTg1|

e 3 gd@l qRTeY FERIOT TR ARG AT & I 37T 9T Fehed TR garer 36 &1
?
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Ig STTeAeAT foh TE SIS © 3T 31 g | foaAr f9ems 58 IR # $ XAl dhlerel ¢ |

37TEIeRTRr GER SHICIT Aol el gt feh T2 ITeid &, o SHICIT [ [ g fed &I EIRT ST
ET & 39 HE AGGH HIT AT |



HGH HSA FHAT YR AT GIRARF JT 8

Teh 37Tt ol Ul H S 61 o311 | Teh 39 3l GURAT Tolde] Aeh 36 U F& BIRAS [T, R hl HIAdT SIaTcl § — FET HRUT & o IS T8l il
|

3o¢ HTY STaTe &, et P A g | g

ATt feieh H, GURT ST THTT ST 91T &

o Teh HaTel A1 1 HTHTIT AT & | Teh GUR
IS et dTel 3T STET HTHAN T FL&TcHeh CRICENE GIECE RGN

AT, GHTIATYOT gl

3H 3‘ﬁT m 3-1?%?4‘% Elfr QTITI'I'%W «Yy “l know you sent it because you were worried”
a H%U_JIT AT % costs you nothing and changes everything.

I8 Sidex Y cITFd T @I Thd o |
3og @3 3T9eY & S| 3R IR
39k 9T T b ¢ |

3T9PT 8T T8 AT el &1 Ig & 3 37Ty g 3¢ JaFP =TT YIST FiS & AT
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IR 9T ST 31T aRAd 3 39397 ) o &

Sog hIYT T | 31T 31T 3R Al 7 STl — AT AT I &, 2SS g7 |

39 39 33f faRaa =g § T A § F IS¢

“This one looks worrying — let me check where it came from “I looked this up — it is an old photo from a different
before we send it on.” incident. Sending you what | found.”

e fordly OR 3TRIT o TT g T § Y& HLAT g, GUR A 7|

GAGAT &

Sie T 3 & Bias fRar ST 39 Yo i ATl T8 &

“I know you shared it because you were concerned. Turns “Can | show you the thirty-second way | check these? It
out it is not accurate — here is the actual news.” works on all of them.”

SXTC, T T8I HAT &, ATHIN Seoldl g | el o Tl I gEATTRT PIATG |

Notice that not one of these contains the word “fake”, and not one of them tells the other person they were
wrong.
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foeTr sIgTT FEURT

Teh TS leh § FAT GUR IS I Al Tl &, 3TIehT [aead A Sisdl &, 3R Fel & 81 31131 helTdl & | S8 Solid 58 shel H Ta13i|

° ears A L& A aREeTa 3 o & T3 | g, A, Uk arerer 3| SiTel
geloic W qad 37TH YR UaT
feyr 3 FYeTT et faraor, e ;
e aId I U R A1 & %afl?ﬂmﬁq e | “This is FAKE!”
— RS, Hel dFIR &A1Y, 3R
- PIZ TISSIFT 78T |
IAT3N TG Y oA QAT TEAR, HATTET TFerd, Aeholl TSR | TTeT T
‘ IS FATIH SITH STl 373Tell oh RIS CIehT T ¢ |
9% QUK 61 ¢ T§ HHT fereror
. qomk @ @ ) STET Q[ R T TATe | ST gl 3R SRRy AT e T el
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@ ® Wi 3 Report inappropriate videos, X +

&« > 6 2% support.google.com/youtube/answer/2802027?hl=en&co=GENIE.Platform%3DAndroid

= YouTube Help Q,  Describe your issue

Help Center Community Creator Tips

YouTube Z

Fix a problem Watch videos Manage your account & settings Supervised experiences on YouTube YouTube Premium

Reporting and enforcement > Report content > Report inappropriate videos, channels & other content on YouTube

Report inappropriate videos, channels & other
content on YouTube

We rely on YouTube community members to report or flag content that they find inappropriate.
Reporting content is anonymous, so other users can't tell who made the report.

What happens after | report content?

When content is reported, it’s not automatically taken down. Reported content is reviewed along
these guidelines:

= Content that violates our Community Guidelines & is removed from YouTube.

+ Content that may not be appropriate for younger audiences may be age-restricted.

To check if a video that you reported has been removed, you can view your Report history &.

The Life of a Flag

YouTube Viewers

Create & grow your channel Monetize your content

Report content

= Report inappropriate videos, channels
& other content on YouTube

Report a YouTube search prediction
Report policy-violative ads

[El  About the YouTube Priority Flagger
program

View your Reporting History
E  other reporting options

Australian Online Safety Act and how to
report online harm

E Report NCII Content on YouTube

Policy, safety, & cc

>



¢« > C 2 gac.gov.in W ot Y, @ Finishupdate ;

English

Appellant Login (File appeal / View

status)

(J I have read and agree to the Privacy
Policy and Terms of Service of the
Grievance Appellate Committee platform.

Enter Mobile Number*

Digital India

GRIEVANGE APPELLATE COMMITTEE

Captcha*

CQpyQs © Enter Captcha

Send OTP

Change Your Registered Mobile Number

To Ensure Accountability for Digital Nagriks

6080 5889
Appeals Received Appeals Disposed
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GOVERNMENT OF INDIA MINISTRY OF HOME AFFAIRS Lansu‘gﬂ
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Cooardination A1 Ql <

Centre National Cyber Crime Reporting Portal SR HEleTa

AT ST wzdrf A - Working Together With Vigour

and other identifiers for their possible
linkages with the cyber criminals at:
¥ =2

-

https://cybercrime.gov.in/Webform/s
uspect_search_repository.aspx

Vi

https://cybercrime.gov.in/Webform/s
uspect_search_websites.aspx

Through the ‘Report Suspect’ facility
at NCRP, citizens can report various

types of suspect identifiers, viz;
Register a Complaint Register a Complaint Wahcita 1IRI ¢ WhatcAnn

WOMEN/CHILDREN RELATED CRIME FINANCIAL FRAUD OTHER CYBER CRIME

Register Anonymously

O O K

=
MANUAL :10

CITIZEN MANUAL CYBER SAFETY TIPS CYBER AWARENESS DAILY DIGEST

Learning Corner




@ v (0) Instagram Help Centre X +

> C 25 help.instagram.com/contact/552695131608132

©  Instagram

Help Centre

Instagram Features

Login, Recovery and Security
Manage Your Account
Staying Safe

Privacy and Reporting

Terms and Policies
Instagram for Businesses

Threads

Q How can we help?

Copyright Report Form

Copyright is a legal right that protects original works of authorship, such as film, music, books and art.

This form is only to be used for reporting alleged infringements of your copyright on Instagram or
Threads. Please note that any other types of claims will not be addressed through this form. Abuse of
this form may result in the termination of your account or profile.
Describe your relationship to the rights owner.

| am the rights owner

| am reporting on behalf of my organisation ar client

| am reporting on behalf of someone else
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Al that researches, targets, writes and posts
— without a human in the loop
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cafard o GBI

s JAaer

One unique password per site —
the manager remembers so you
don’t

AR S §ig Y

TS HTge TgEeT 8¢ &hl; §C
FEN U JrgAfaaT Hr TEeT
FUo

&Y T I 2FA

SMS ©X Authenticator T — Ig
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Share the holiday after you'’re
home

— I E) @Tell 81 d9 oAl
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FI$ gford, CBI, ED 31 31aTeld fondl & difsar
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@ OTPURT ¥

No bank, officer or “official” ever needs your
OTP. The moment someone asks, they are the
scam.

(o))
poid T qIRAR& #iz
ereg

Agree one secret word today. Any emergency
call asking for money must say it — voice
clones can't.

oo
00 QR T Adeld
Tl

You never scan a code to receive money. If
someone sends a QR so they can “pay you”
— that scan is the theft.

%ﬁaﬂ?ﬁaﬁ

4T 1 OTP FI FIS 4T AT BIeT F1el, S AT
Jgol § Ad g 39 W arId Hiel HT|

O e

dlcahTfelehdT is the weapon: arrest, expiry,
“your son is in trouble.” Every “act now”
deserves ten minutes of doubt.
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rQ\" ar=afa BaH O qa-gca1id Je
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No payment or credential change on one

person’s say-so — a familiar face on video is
no longer identity. sTehell 3Tel IR gl Sl |
[Z) = urs wgF Q 3= e W R

Your brand and leaders have digital twins too.
Track impersonations; know each platform’s

Hehe ¥ Tgol 9 ) e AT T 8,
leT STelaT &, FT g2l & oI ST ST & —
3R foraey asir T takedown route.

lb Prebunk, don’t just debunk

oIl 31T & Ugor 379 &2Tehl bl AdTasil &l
a1 & o7 e O 9gaT | E1hTehoT &Y
THATT 6T § Y 92 YA 0 1A T &

al %fw

Run today’s Verification Lab with your own
team every quarter — trained instinct is the real

firewall.
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Amazon Alexa & foIT 3Taash gar afesg

Amazon T
opy
Two-Factor
Authenticatio
n TeTH Y

Drop-In 31&TH
HY (AT
faeaaeir
I

ks
HiEa =)

Voice
History

At

T J ge

Turn OFF
‘Use Voice
Recordings
to Improve
Alexa’

Disable Skills
you don’t
trust or no
longer use

Smart Home
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™

Alexa App &

T 3R
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(WPA3/WPA
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FT
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network



fAToT FHO

PIRTT & odTg H &TT gl ¢ ofe deh foh 3 e of 9T SV | Ag WSS IR A g foh
godig H FATSIar g

3R 59 T2T & IR H o HRT I 3791 FATTHIHIGT HTATT P HF TR Aol — 381 3G
$O HIH YRI=AT for el of|



AT feeT fr gaildr

Teh TGeT H Teh T | AT BICT foh HTT aTEdd H H91, 3R AT e den feaTaar 3e o 781 W@l

et 1 et 2 6T 3 et 4
379 BT H 1930 A9 FH| 3TIeRT fAreTer arel fondT oft o =g Y 1 319 39T 3119 T ITH AGHH
3791, ST, A LT | PBRas W T Rad 53T fafAd §T @ 3T A qehal
TIT U 3% ATfoS T @S| — 3R i L T U IR
Hhs Tl |

et 5 &1 6

3791  §3 Teh S Tohd ol IR f&Fce A ¥ TH & Teh Aot RUIE A — VT &,

Tea-Ths T ST /@31 | 39T Feh ool TG H T IICH oh ATETH | o[ Ueh
$o U | IR QA

faeT 1 373t BV, 3T FAT H| ST @ Gger 1930 T FT — JIhr Tclg T3 g9 ST 31T 19T/



TEC ofF

AT AT hr FEH hIAAT Hl
ST S|

3R 5F FFR & oIl TF FA & [b 37 TEYTHT 3TH HHR & I1 fearferan)



