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INDIAN CYBER CRIME COORDINATION CENTRE (I4C)

MINISTRY OF HOME AFFAIRS

-A MAJOR CYBER THREAT
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Ransomware is a flourishing criminal industry that not only risks the personal, 

professional and financial security of individuals and organizations but can also 

threaten human lives and national security. 
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RANSOMWARE

Ransomware is a type of malware that prevents or limits users from accessing

their system, either by locking the system's screen or by locking the users' files

until a ransom is paid.

Ransomware is a flourishing criminal industry that not only risks the personal,

professional and financial security of individuals and organizations but can also

threaten human lives and national security.
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RANSOMWARE IN THE PANDEMIC
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The COVID-19 pandemic has elicited the largest numbers of employees working from 

home, which has revealed vulnerabilities in the underlying IT infrastructure and has 

increased the attack surface of many organizations. 

A surge in Ransomware attacks is observed in the last couple of years. 

Source: https://www.techtarget.com/searchsecurity/feature/Ransomware-trends-statistics-and-facts



RANSOWARE HEADLINES
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SOME STATISTICS / TRENDS

▪ As per Checkpoint Report, Indian education sector faced 

5,196 cyber attacks very week in July 2021

▪ As per CrowdStrike Global Security Survey 2021, India 

and Asia pacific region has been heavily affected by 

ransomware

▪ Open Source indicates the increase in Ransomware 

incidents in the country

▪ Various Sector such as Power, Education, Health, etc. 

are major targets

Ransomware is part of 10% of all breaches. 

• Ransomware attacks doubled in 

frequency in 2021, according to the 2021 

"Verizon Data Breach Investigations 

Report." 

• Approximately 37% of global 

organizations said they were the victim of 

some form of ransomware attack in 2021, 

• 95% of all the ransomware samples are 

Windows-based executable files -- or 

dynamic link libraries -- according to 

VirusTotal.RESTRICTED CIRCULATION 7



RANSOMWARE TRENDS

RESTRICTED CIRCULATION

8

❑ “Micro, Small & Medium Enterprises (MSME) and individuals” are impacted by ransomware threats.

❑ In the case of individuals, the main ransomware family is “DJVU/STOP.” A new variant of this ransomware

variant is extension “.ghsd”.

❑ Most of the reported ransomware attacks primarily used two methods “phishing and vulnerability exploitation”

in addition to other techniques to compromise the system.

Some of the recently reported ransomware based on open source information and CERT-In are:

 a. Lockbit (Ransomware as a service model, Double extortion technique)

 b. ReVIL (Ransomware as a service model, Double extortion technique)

 c. AvosLocker (Double extortion technique)

 d. Conti Ransomware



RANSOMWARE TARGETS 
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Today any enterprise, organisation or 

individuals users, big or small, is 

vulnerable to ransomware attack. 

The possibility of a it depends upon 

how attractive and important data 

your organization possess.



EVOLUTION

▪ Trend  from floppy disks distributed via snail mail changed with the tide as the internet and then blockchain 

technologies and cryptocurrencies respectively

▪ Hundreds of different Ransomware families are active

▪ Notable Ransomware Families 

• Conti, REvil, Babuk Locker, DarkSide, LockBit, Nefilim, Ryuk, Sodinokibi, Stop, Petya, Wcry, etc.

▪ Vulnerabilities associated with Ransomware on increase

▪ Number of new APT groups are exploiting such vulnerabilities to mount attacks 

▪ Notable Ransomware variants extensions 

• Pcqq, nusm, paas, pahd, zqqw, reqg, nusm, etc.
RESTRICTED CIRCULATION 10



RANSOMWARE AS A SERVICE

In recent years, ransomware has become a big

criminal enterprise. Several forums operate as

Ransomware as a Services (RaaS) recruit

hackers/affiliates and discuss ransomware operations

business model, profit sharing, rent, sell etc.
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RANSOMWARE ATTACKING METHODS

EXPLOITING THE VULENRABILTIY :  A cyber-security term that refers to a flaw in a 
system that can leave it open to attack.

PHISHING E-Mails : Crafted malicious emails embedded with decoy attachments and 
payloads

MALICIOUS UPDATES/INSTALLERS : Fake applications, update, advertisements

STOLEN/REUSED CREDENTIALS : Harvesting credentials from open source or darkweb 
and using compromised account credentials as weapon

MALICIOUS LINKS IN CHAT :  Sending mass phishing or short-url in SMS, Internet 
messengers, Groups etc. 

EXPLOIT KITS : Malicious codes, PowerShell, scripts, remote desktop attacks etc.
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HARDWARE SOFTWARE

NETWORK 
DEVICES

WEB-
SERVICES

PHYSICAL 
SITE

EMAIL

There are a number of vectors ransomware can take to access a 

users device/computer. 



IMPACTS OF CYBER ATTACKS
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Ransomware can cause major damage to 

organizations or systems, as well as to business 

reputation and consumer trust.

Some potential results include:

• Sabotage

• Data breach.

• Financial loss.

• Reputational damage.

• Legal consequences.

Types of Malicious Code Continued

RANSOMWARE

NETWORK WORM

TROJAN HORSE

BOTNET

ROOTKIT

VIRUS

ADWARE



SOURCES OF CYBER THREATS

Cyber threats can come from a wide
variety of sources, some notable examples
include:

• National governments.

• Terrorists.

• Industrial secret agents.

• Rogue employees.

• Hackers.

• Business competitors.

• Organization insiders.
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SOME MAJOR Types of Cyber Attacks

Advanced Persistent 
Threat (APT)

Backdoor

Man-in-the-middle 
Attack

Denial of Service 
Attack

SQL injection Zero-day exploit



SAMPLE MALICIOUS RANSOMWARE MAIL/ATTACHMENT

Sample malicious document, ask user to “Enable 
content”  RESTRICTED CIRCULATION 15

Sample of phishing email
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RANSOMWARE THREATS

▪ Ransomware attacks cause downtime, data loss, reputational damage, intellectual property theft, etc.

▪ Threats to Critical Information Infrastructure (CII)

▪ Terror Financing from Ransomware Proceeds

▪ Organizations losing access to their systems and sensitive data, and privacy breaches

▪ The risk of data leaks and permanent data loss

▪ Downtime and disruption of routine work and loss of reputation

▪ Insider Threats 
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 Ransomware attack can target both individuals and organizations.

 Rapid growth of cryptocurrency worldwide has fueled the ability of ransomware actors to readily

monetize their activity.

 Most ransomware activity emanates from a small number of nations who appear unwilling or unable to

crack down on this criminal activity – or who may be complicit in and benefit from it.

 And increasingly, the line between a Nation-State (Advanced Persistent Threat) attack and one

mounted by a criminal enterprise is fast getting blurred.
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Ransomware Threats
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https://ransomwatch.telemetry.ltd/#/recentposts



Darkweb URLS of weblinks

Incident 1



Incident 2



SUN PHARMACEUTICAL INDUSTRIES LTD
Ransomware : ALPHV (BLACKCAT)
Date: 25 March 2024

Darkweb Note 

Incident 3



CHALLENGES

Technical Challenges Legal Challenges

Identifying Ransomware Infrastructure Investigation of Ransomware attacks

Misuse of Cryptocurrency Lack of universal legal framework

Blockchain & Darkweb Analysis Unclear jurisdiction

Diplomatic Challenges Training Challenges

Coordination among countries Lack of response capacity and trained manpower

Coordination among Agencies Forensic and investigative skills

Lack of universal framework Lack of digital forensic equipment
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