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Threat actors are using newly discovered
“SandStrike spyware” and delivered via a malicious
VPN application to target Android users

https://www.bleepingcomputer.com/news/security/ne

w-sandstrike-spyware-infects-android-devices-via-m

alicious-vpn-app/ Nov 2022

New ERMAC 2.0 banking Android Trojan malware
steals accounts, wallets from 467 apps to steal
account credentials and crypto wallets.

https://www.bleepingcomputer.com/news/security/n

ew-ermac-20-android-malware-steals-accounts-wal

lets-from-467-apps/ May 2022

Meta uncovers 400 malicious apps on Android and
iIOS apps, Fraudsters are stealing Facebook users'
information through malicious apps downloaded
from Apple and Google's software stores

https://www.scmaagazine.com/analysis/application-s

ecurity/meta-uncovers-400-malicious-apps-on-andr
oid-and-ios-apps Oct 2022

Experts Uncover 85 Apps with 13 Million Downloads
Involved in Ad Fraud Scheme

https://thehackernews.com/2022/09/experts-uncover-

85-apps-with-13-million.html?m=1

Sep 2022
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RED FLAGS

work from home
Fake
advertisements

WhatsApp

. x electricity fraud
impersonation

Online social Phishing
media websites

nude call
sextortion

— The first stage of gathering contacts could by followed by mass-phishing via text messages.
— Fake e-commerce websites, phishing campaigns, data & credential harvesting
— Fake SMS Headers & Bombers contains short links of WhatsApp example: wa.me/919560348xxx

— Domains mimicking (look alike, name and logo) popular Android app and services, brands
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METHODOLOGY

Furnished in many folds Instant loan, work from home, electricity fraud, nude call sextortion, WhatsApp
impersonation, etc.

Propagating through Smishing, Vishing, Phishing of online social media websites and Luring by fake
advertisements

The first stage of gathering contacts could by followed by spear phishing via text messages.

URL shared through telegram channels, groups, referral

If they download the app, they are met with a permission request that demands complete control of their
device.

Designed to run silently in the background, constantly spying on its victims without raising suspicion
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Gender:-GAY MR TS ST @18 ... Read more .
Phone : s i
: Dear customes, CaSh LoanS 1.0.9 APK
atherName As you are not responding to our calls and -
KISHANRAO M messages,we have decided to send recovery team Version: 1.0.9
R ) at your home and yoir PAN CARD, ADHAR CARD will S

addressAll be submitted to your nearest police station and after File size: 5.59MB

that your bank account will be blocked In 2 month k Requires: Android 5.0+

So according to IPC SECTION 420 we are filing a - Package Name: com.loans.cash.cal

case against you in your nearest police statio. So

) ) {O0L, make your paymnet 10 avoid these actions Developer: Cash Loans ps
SHAST \ — Updated: May 11, 2022
WEST, Kalyan, Thane b o Price: Free
Maharashtra - 421202 ownload - ) Rate 3.30 stars — based on 20126 reviews
Dat S e
P e e Download APK (5.59MB)
«
Contact Us:

Address: Banglow No D 10, Pandav Nagar, Delhi
Email: linlinyizhou1117@gmail.com

11937 | —

@ 9779849930 W 0
SATISH NAGAPPA KMALURE , :
51085 Su— 0
Mobile CashAppCash Lionl. 3499 8953 N
Ratings
T

3.6 out of 5 - 8,745 reviews

chhodo paisa mere ko do
call karna meere ko 8108535
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Google download ludo app X

Q Al [ Videos @ News [ Images @ Maps i More Tools

About 73,80,000 results (0.44 seconds)

https://play.google.com » store » apps » details » id=co... {J 13

Ludo King™ — Apps on Google Play

*THIS IS OFFICIAL LUDO KING™ GAME 800+ Million Downloads! Voice Chat available! Most
popular Ludo game. A first Ludo game of its kind available on mobile ...

Jk ok + Rating: 4.2 - 9,122,388 votes - Free - Android - Game | And rOid PIaYStore

https://play.google.com » store > apps » details » id=io.... {J 13

Ludo - Apps on Google Play

Ludo is fun to play a multiplayer board game that can be played between 2, 3 or 4 players. It is
the most popular and fun game to play with family and ...

*okokokok Rating: 4.5 - 308,547 votes - Free - Android - Game

https://apps.apple.com > app > ludo-king (8

Ludo King on the App Store

Read reviews, compare customer ratings, see screenshots and learn more about Ludo King. A p p I e A p p Sto re

Download Ludo King and enjoy it on your iPhone, iPad and iPod touch.
* %k & Rating: 3.7 - 130,803 reviews - Free - iOS - Game

https:/mww.mpl.live » ludo » download-ludo-app
Free Ludo Game Download for Android and iOS - MPL

The ludo game is available for free download on the MPL app. All Android and iOS users can
download the MPL app using simple steps and play ludo games for ..

https://ludo-star-2017.en.uptodown.com > .._» Ludo Star (315} T h i rd Pa rty A p ps

Download Ludo Star 1.117.1 for Android | Uptodown.com

Download the latest version of Ludo Star for Android. An exciting way to play Parcheesi. Enjoy
the classic game Parcheesi on your Android with Ludo Star.
* kb Rating: 4.6 - 276 votes - Free - Android - Game
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Third Party Apps £

Iﬁ https://apkcombo.com/wallet-pro,lcom.appybuilder.emranbd744.Wal|et/

i§' APKCombo | Search APK 4 APKFLASH & APKD

Opera Browser
Opera Browser with integrated WhatsApp & FB Messenger. Keep DOWNLOAD

chatting while you browse

APKCombo > Apps > Entertainment > Wallet Pro

Wallet Pro & Download APK (6 MB)
1.0.1.1
Smart Pro Play On Windows PC

A very good app.




Third Party Apps

APKCombo

b Smart Pro

DEVELOPER: SMART PRO

BD Spin
Smart Pro - Entertainment
¥ 10K+ 3.8 % 8 MB

Team Pro

Smart Pro - Entertainment
+ 1K+ 41% 6MB

Dcash Beta
Smart Pro - Entertainment
Y0+ N/Ax 6MB

Smart Cash

Smart Pro - Social
¥ N/A N/A * 5 MB
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1 sy o ccion ( (= i
(+) Coordination

e

Team Pay

Smart Pro : Entertainment
+1K+ 38% 6 MB

Wallet Pro

Smart Pro - Entertainment
+ 50+ 5.0%x 6MB

Yolo Cash
Smart Pro - Entertainment
L+ N/A N/A % 6 MB

Star Cash

Smart Pro - Entertainment
¥ N/A N/A*x 6MB

i
o
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Understand the mobile ap
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Ludo King™
Gametion
42 %

' Google Play

Q

ludo

Apps and games ¥ Device ¥

Ludo Club - Fun Dice Game
Moonfrog
43 %

Yalla Ludo - Ludo&Domino
Aviva Sun
41 %

LUDO

STAR
+ 2/4 Multiplayer Mode

¢ Team Vs Team Mode

¢ Private Table

Ludo Star: Online Ludo Gamin
Gameberry Labs
41 %

Ludo
Yarsa Games
4.5%

Ministry of Education

Government of India

Parchisi STAR Online
Gameberry Labs
4.4 %

Indian ;
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8,- Ludo SuperStar
o1 BlackLight Studio Games
COY:) a5

12
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CI @ https://play.google.com/store/apps/details?id=com.ludo.king&hl=en_IN&gl=US ] Q 2 W D B % EJB 2O

' Google Play Games Apps Movies & TV Books Children

- 3of:

P> Trailer

Developer contact ~

@ Website
https://www.gametion.com/

B Email
support@ludoking.com

© Address
Mumbai, India

3 £ - =
Real Time Voice Chat e 4 ! = ' o

Privacy policy
https://www.gametion.com/privacypolicy.htm

i R
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& - |C @& htips//play.google.com/store/apps/details?id=com.ludo.ludoapp&hi=en_IN&gl=US Q © % P m = E’ LSO |§- Q@ @

'/ Google Play Games Apps Movies & TV Books Children

Yal3ab Ludo

pirateking

Contains ads - In-app purchases

50T+ <
Downloads Teen ©®

Install

[0 This app is available for all of your devices

Developer contact ~

&  Email
bloodforest9@gmail.com

@ Address
BEIJING SHI CHAO YANG QU BEI TU CHENG DONG
LU 1 HAO LOU 2 CENG 3003 SHI

@ Privacy policy
https://dl.pokersky.net/yal3ab_ludo/privacy_policy.
html
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& 2 q # play.google.com/store/apps/details?id=com.sports.insider&hl=en_IN&gl=US

% DF OSINT Stack

. Google Play

DEMO

Email

Games Apps

SM

TAU

T Cyber Feeds

Movies & TV Books Children

In-app purchases

4.1%
2.13T reviews

5L+
Downloads

Install

PREDICTIONS FROM
THE EXPERTS
TRY 3 DAYS FREE

€

Everyon

‘ S| - Betting tips

IMA CORPORATION LTD
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=-91: Application URL Playstore G & % B
Intel Tools Fake News Mobile VA Dark Web Learning Fake Mail Torrent Forensic Malware & URL

e @

PASSABILITY IS

OVER 75%

s of the day

g 10 LIVE

ROI75%

[0 This app is not available for any of your devices

HIGH ODDS
FOR LIVE MATCHES

Live

cucomsh shpusn Suriy
ot

——s——l0: Application name

— sl 3. Developer Name

IN-DEPTH SPORTS
ANALYTICS

FOLLOW ALL
SPORTS
NE PLACE

INO

SPORTS

INSIDER

[}

Developer contact ~

Email
probettapp@gmail.com

Address 5 Ad d [ess

Suite 10319 45 Salisbury Road, Cardiff, Wales,
CF24 4AB

Privacy policy $ 6 Prlvac URL
https://docs.google.com/document/d/100gxqjYIF
UAKaVjxOWxZpvYumZFPjUnIr8B__neJBFw/edit?
usp=sharing
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11:14

<D

. ? - )

)

| +918372-859504 » |

Text Message
Today, 11:11 AM

Dear Customer Your SBI BANK Account
KYC has been expired please update your
account verification link click here to link

nttp://2cO4eabbcoe/.ngrok.io/sbibank

5:16 pm

Dear User, thanks for Your ICICI

Credit Card of Reward Points at

Jain Electro World. Rs 5000/- expire
18-Feb.your points in.Cash here

https:/livelonglife.co.in

C

. LR

5000 Reward Points will be Credited within 24 Hours

Download Here

M https://redeempoints.co.in/hdfc-rewards.apk ;4.4 w]

https://redeempoints.co.in 10:34 A

I} HDFC BANK

&

Indian

Cyber

Crime
Coordination
Centre

N\

+918597861251 ]

Monday, 17 May 2021

8 Dear customer your SBI bank
account has been suspended

M

for KYC please complete your

KYC 10 min click here link http://
91c49dcae2a4.ngrok.io/sbibank

(\ Indian
T Cyb
waaem (=2

MINISTRY. Gontre "
HOME AFFAIRS

(@D

+01 84284 34994 ]

Clicking On

Link bit.ly/418amn7 ]

Dear Customer,Your SBI Credit
Card Reward Point Worth Rs.5899
Will Expire Tomorrow. Kindly
Redeem Point In Cashback By

17
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Malicious APK

User Agent: Wheregoes.com Redirect Checker/1.0

<{@d

= Code Requested URL

+91 89875 41203

https //tinyurl com/ICIClteam1

. /1 https://tinyurl com/ICICiteam1

301 Redirect l
2 (
Ennmydmuppﬂgmmunk

race Complete

Text Message = Redirects: 1

Today, 10:11 PM

Dear Customer, your ICICI BANK
Account will be blocked today please
update your PAN CARD immediatel

Click herq https://tinyurl.com/
ICICIteam?
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ﬂ ICICI Bank ﬂ ICICI Bank

Verify your details

Welcome to ICICI Bank fast & secure Online
KYC app here you can complete your KYC Your ICIC| Bank Debit/Credit card

within 2 Minutes Authenticate PAN Card Details

a grid value on its reverse. Enter
Number from gr rinted PAN Card Number
“¥ Login to Internet Banking against the following Card Grid
Valt

Registered Mobile Number
Date of Birth

VYYYY

P e g ————y L
A el e B e L I e R
© 130 Soq. met Coul Gumben. bt Vous Srdd wm. Sovhemes: Shade Vols Rpmsa
st . G, e s0e £
User ID
D G
fe Bar D g t
{mao ' | SMS ol |
1 | t ch information B
L M dst ' staf

Submit

The application is asking for the user’s sensitive information like login
credentials, credit/debit card grid value (printed on the card), PAN number, Date
of Birth, etc.
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icici-abx4.apk
MD5 Cc2be5deb6405d65b3fd23caec90b92cd
SHA-1 1631b057e2311582a8054d23c4023e9c48409616

summary

IAndroid Type APK

Package Name com.ikycappi.cxzx4

Main Activity com.ikycapp.android.MainActivity

Internal Version 1

Displayed Version 1.0

Minimum SDK Version 22
Target SDK Version 32

Certificate Attributes
Valid From 2008-04-15 22:40:50
Valid To 2035-09-01 22:40:50

Serial Number  b3998086d056cffa
Thumbprint 27196e386b875e76adf700e7ea84e4c6eeel33dia

Certificate Subject

Distinguished Name ~ C:US, CN:Android, L:Mountain View, O:Android, ST:California, OU:Android, email:android@android.com
Email android@android.com

Common Name Android
Organization Android
Organizational Unit ~ Android
Country Code us

State California

Locality Mountain View

Malicious Payload hosted on ‘web.app’: https://icku-fx.web.app/icici-abx4.apkI@E%%"“‘“

Permissions

/A android.permission.RECEIVE_SMS

A\ android.permission.READ_SMS

Unable to open Gallery. Go to
Settings > Permissions, then
allow the following permissions
and try again:

3 Contacts

(% Calendar

@ Location

CANCEL SETTINGS
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<string name="abc_shareactionprovider_share_with">Share with</string>

<string name="abc_shareactionprovider_share_with_application">Share with %¥s</string>
<string name="abc_toolbar_collapse_description”>Collapse</string>

<string name="androidx startup">androidx.startup</string>

<string name="app_name">ICICI BANK KYC</string> |

<string name="search menu title" >Search</string>

8

<string name="server_url">https://ns2.9appsdownload.org/app.php</string> I

Communicatingmiles

<string name="status_bar_notiTication_into_overtlow >999+</string>
<string name="title_activity main">ICICI BANK KYC</string>
</resources>

.
=
o
ANDROID) g ....... 3
e o100

&

[ém

Referrer files 8

[M.ED

& /65 c003988f9d7c0eead047c43c629dec248eaebd. ..

Type

Size

First Seen
Last Seen
Submissions
File Name

Detections

BitDefenderFalx | Android.Trojan. SmsSpy ADX

Cynet
Avast-Mobile
ZoneAlarm

Avira

... and 69 items more

Click to select

Android

434 MB

2023-01-27 16:45:29
2023-01-27 16:45:29
1

SBI-KYC.apk

Malicious (score: 99)
Android:Evo-gen [Trj]

HEUR:Trojan-
Banker AndroidOS Rewardsteal.n

ANDROID/SMSAgent.ZZ45.Gen

Double click to expand

Hosting templates on
phishing Server/Domains
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Example

WhatsApp

Update WhatsApp
@ Messenger
WhatsApp Inc
Kl PEGI3

INSTALL

Contains ads

- 200

Downloads 66142 Lifestyle Similar

Update WhatsApp Messenger

READ MORE

WhatsApp

WhatsApp Messenger
WhatsApp Inc
Kl PEGI3

v | 1 A ) ><
@ ve 1 by Play Prote
You Might Also Like MORE
Messenger Facebook Lite i YouTube :  Insta
Lite
44 FREE 42# FREE 43» FREE 45%

Similar Apps

g AT

(ltninli'sﬁrxqfhsiducation MINISTRY OF
(B Coordination HOME AFFAIRS
i Centre
WhatsApp Messenger
AR B
WhatsApp Inc. Communication { * kK1 60186133 & )
B W o 5 o -
This app is compatible with all of your devices

__________________ 1
| WhatsApp inc.© Weather : | *RAK 718 |
g e ARSI

O Loading device compatibility

+] Add to Wishlist m
e = n

I Whatsapp Messenger  _ __ ____ )
WhatsApp .Inc ** Communication I wxxx 131 3 :
Fseias st

WhatsApp Messenger

- ———y
1

s compatible with all of your devices

+] Add to Wishlist m

Contains ads

23



g AT
MINISTRY OF
HOME AFFAIRS

—~ Indian
Sy (ltninistfy( o’fI Educa(ion (&. g?’l?“e;
- ‘ y L _ Coordination
e Centre

Permission:

s / Due to android restrictions iMobile SRS

requires default SMS permission

Use iMobile instead of Messaging as your SMS app?

as SMS may be sent from your
HOUs Fumow registered mobile number for
verification.

To continue click OK and grant
default permission to iMobile.

LOGIN

Efilng/Reglstration

24
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Permissions

Gallery

Unable to open Gallery. Go to
Settings > Permissions, then

allow the following permissions ALLGWED
and try again:

Allow Permissions to
access photos, media
and files on your device?

= Contacts

B3 Contacts

(%] Calendar 0 Location
a Only while app is in use
() pDont :

s © Location

DENY  ALLOW M  Storage

CANCEL SETTINGS

To use this feature, you
need to allow permission
in Settings.
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Golee earn money online X & @ ¢
Q Al [ Images [E News [ Videos ) Shopping i More S My Ad Centre X
[ ]

About 1,70,00,00,000 results (0.32 seconds)

Ad - https://www.amazonjobs365.com/ v R Report ad

Online part-time work at home - earn money from home
Facebook Founder Mark Zuckerberg Said that Working from Home Is a Dream for Many People. [ About this advertiser A
Just use your mobile phone or computer in your free time to operate.

2~ Advertiser identity verified by Google @

Ad - https://www.homework-india.com/ v
. . Advertiser
Make Money Online - Work From Home Earning At Ease PAPAYA GROUP Co., Limited
He received 100,000 rupees in 5 days, which is the most popular way of working in 2023. With e
just 500 Rs, you can earn at least 4500 to 12000 Rs in a day. Hong Kong
Ad - hitps://www.bw88.vip/ ¥ See more ads this advertiser has shown using Google
Make Money at Home - Earn Rs.1000 to 5000 Per Day
He received 100,000 rupees in 5 days, which is the most popular way of working in 2023 ; .
@® Why you're seeing this ad v

Ad - https://www.earnmoneyparttime.online/ ~
earn money online - earn money from home Ad Settings

Please Contact Us for Better Support Opportunities are limited, Join Us Now! Want to Work...

Update your choices for ads from Google in Ad Settings




i
@g\\q@e ] https://adstransparency.googIe.com/advertisel/AR023767439170192015371’egion=IN&sig=ACOUAfwAAAAAY_SStOYJNij1ZoMZGNP5w79Taw&h!=en_IN

PAPAYA GROUP Co., Limited

[ Anytime ~ [|© Showninindia ~| Allformats

PAPAYA GROUP Co., Limited

Legal name: PAPAYA GROUP Co., Limited

© Verified as based in Hong Kong

Sponsored

© gadgetslaboratory.com
www.gadgetslaboratory.com/

#1 Lightbulb Security Camera - 360°
Front Door Security Cam

Best Light Bulb Security Cameras That Give You
Perfect Peace of Mind & 24/7 Protection.

Sponsored

@ www.piaproxy.com/

proxy pass ip address list

PIA proxy The best IP conversion software on the
market, 200+ countries around the world

Sponsored

News Break
www.newsbreak.com/

Savannah Local Newsletter

Stay up to date with what's happening in Savannah

22

Phone Secuirity, Virus
Cleaner

Phone Cleaner

B Google Play

Ad - www.heyfriday.ai/

Ultimate Al Writer

Generate an article in 4-clicks: 500-word article in 5
minutes. Start Now.

Sponsored

@ wWww.pyproxy.com/

Rotating Residential Proxies

High Quality Proxy Service, Unlimited Concurrent
Sessions & Domains, As Low as $0.7/GB

Tap Coin

Only for Malaysia

B> Google Play

Install

Tap Coin
aes Y o110 FTEONETH

B> Google Play

Sponsored

. my.octafx.com/

Balls Bricks Breaker 2

Casual arcade game

https://adstransparency.google.com/

5 o

Word Search Puzzle

Word Search 2021

P Google Play

Install

B> Google Play

Sponsored

© mobitracker.org
www.mobitracker.org/

Find Mobile Device Location - Just
Need Phone Number

The best phone tracker 2022 - search phone number
and get location, for all carriers

Seomares

[ p——

Deriv.com - DeriV - Deriv

OctaFx Platform - OctaFx Sign up now

OctaFX Trading App is the official trading tool for both

Denv

Derty MTS

deposit and withdrawal. Join with Octafx. Free
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Redirection

C amazonjobs365.com

Road to success

Do online part-time work at home

Online part time jobs, no matter where you are.Must be over 24 to join, you can make money!

Start making money now

2
)

ADD ME

About us

After joining us, you will

Earn money every day.
Get paid from our high paying part time job .

Flexible working hours, can make money at any time.

No experience required to joinl! 29
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Attack medium

& C & api.whatsapp.com

Open WhatsApp? :
(L) WhatsApp 3:05 0% BUL71:0 |-
verview
https://api.whatsapp.com wants to open this application.

Medi

Always allow api.whatsapp.com to open links of this type in the associated app e . +27 84 756 321 3 .‘ ‘. . e
Files

| Links +63 949 865 0842
A Add a Encrypion Phone number
S Groups +63 949 865 0842

Nicola Honey Nahum

Disappearing messages

Off

. @ Messages and calls are end-to-end encrypted. No one outside sl g
Continue to Chat of this chat, not even WhatsApp, can read or listen to them. Tap to ) Mute ~
learn more.

Notification tone

Today

Hello, can you tell me about the process of this part-time job? 5 | 3 pessie

Hello, can you tell me about the process of this
Don't have WhatsApp yet? part-time job 3:05 pm v/
Download

Block Report contact
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Malware &

Some of the malwares are:
v
Virus
J :
Worm
Trojan horse
v J
Spyware
) Ransomware
Rootkit
/ 1\
Keyloggers
S
Backdoor virus or remote access Trojan (RAT)

31



COUNTERMEASURE

Iﬁ https://www.virustotal.com/gui/home/upload |

Hunting Graph APl

Ministry of Education
Government of India

e

> ] VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

FILE

URL SEARCH

D
Q

Choose file ]

By submitting data above, you are agreeing to our Terms of Service and Privacy Policy, and to the sharing of
your Sample submission with the security community. Please do not submit any personal information;
VirusTotal is not responsible for the contents of your submission. Learn more

@ Want to automate submissions? Check our API, free quota grants available for new file uploads

https://www.virustotal.co

v
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COUNTERMEASURE

VirusTotal - File - 5a12974cddc70 X +

d © A

S DF120 PPT

@ virustotal.com

A DF 210 PPT

tx Boxcom [ Material

2 5a12974cddc7006bbc65daed16ch05ea7cd8713ef69dcb4110149a823689d92e

34 @ 34 security vendors and 1 sandbox flagged this file as malicious

5a12974cddc7006bbc65daed16cb05ea7cd8713ef69dcb4110149a823689d92e
com.c101421042723. apk

97 android apk contains-elf dyn-calls reflection runtime-modules sends-sms  telephony
X Community N
Score
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY o

Security Vendors' Analysis

AhnLab-V3 (D Trojan/Android Agent 56488 Alibaba
Avast @ Android:Feejar-BP [Trj] Avast-Mobile
AVG @ Android:Feejar-BP [Trj] Avira (no cloud)
BitDefenderFalx @ Android. Trojan. SMSSend. TY Comodo
Cynet @ Malicious (score: 99) Cyren
DrWeb @ Android. SmsSend. 1565 origin ESET-NOD32
F-Secure @ Trojan:Android/SmsSend. XH Fortinet
|karus @ Trojan-SMS.AndroidOS .Feejar K7GW

w

¢ ~-a\80B

|@
|o

282.32 KB

¥ Ministry of Education

Government of India

»gojg»

B

2022-06-02 01:54:01 UTC

>
v
~

@ TrojanDropper:Android/Feejar.bf88b6ed
(® Android:Feejar-BQ [Tri]

(1) ANDROID/TrojanDrop.FNB.Gen

@ Malware@#rurfodri380

() AndroidOS/Agent LG

@ A Variant Of Android/TrojanSMS Feejar.|
(D Android/Generic.Z 2E1AACHr

(® Trojan ( 004c330a1 )

vy 29°C Rainsho.. A & m 7z @) N 2318 H

Indian
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Virustotal will give the Output (Whether the APK is Malicious or Not)
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@ https;//urlscan.io | G © 2 % P

urlscan. A Home Q Search ® Live B API v 4 Blog M Docs (£ Pricing 2 Login seéurityTrails

urlscan.io

A sandbox for the web
P PublicScan | ¥ Options
Recent scans
& URL Age Size & ps v M
@ www.akademiefuersicherheit.de/ 13seconds @ 2MB 138 24 3 =
O www.ovamba.com/ 13seconds % 2MB 120 10 3 W=
@ gpiexplainsafe.ni/ni/login 18seconds G 4MB 88 21 5 mm
O imfdb.org/wiki/Main_Page 20seconds &L 922 KB 59 16 3 E
O postindex.pp.ua/ 23seconds o= 2MB 179 35 8 E
@ techplanet.today/post/megapelis-after-amor-infinito-2022-pelicula-c-o-m-p-I-e-t... 24seconds AL 1MB 38 16 2 =
@ communitywindy.com/user/montoyamcdermott35 24seconds L 2MB 50 10 2 E
O www.ivtinternational.com/ 24seconds G 4MB 113 s 311
@ traininglucid.co/page/live-training-labs?utm_medium=email&utm_source=marketo&u... 24seconds & 2MB 48 10 3 =
O wwwbbc.com/ 25seconds & 6MB 165 16 2 EE
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Follow CyberDost
on social media

- Get the latest Cyber Safety Tips
- Learn about various types of Scam Alerts

- Get updates on National and International
Cyber news

- Learn about the achievements in the attempt
to make the nation cyber safe

- Become a Cyber Volunteer and share the
CyberDost content with your community

- Do your bit to stay vigilant and stay cyber safe!

@cyberdosti4c @CyberDosti4c  @cyberdosti4c @cyberdost @cyberdosti4c  @cyberdost.i4c  @cyberdosti4c @cyberdost @cybe!gost



